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ABSTRACT 

The rapid adoption of the Internet of Things (IoT) has revolutionized how devices communicate and how data is generated, 

processed, and consumed. However, this widespread integration of heterogeneous devices and networks has introduced significant 

security vulnerabilities and privacy risks. This paper presents a comprehensive survey of threats in the IoT environment, reviews 

existing security and privacy solutions, discusses limitations of current approaches, and identifies future research directions. Our 

literature review synthesizes recent advances and highlights gaps that require further investigation. The objective is to provide 

researchers and practitioners with an integrated understanding of the current state of IoT security and privacy, encouraging 

development of resilient and privacy-aware IoT systems. 
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1. INTRODUCTION 

The Internet of Things (IoT) interconnects physical objects embedded with sensors, software, and communication capabilities, 

enabling real-time data exchange and intelligent services across domains such as healthcare, smart cities, industrial automation, and 

transportation. Gartner estimates that billions of IoT devices are active globally, generating vast volumes of data. However, the 

diversity of hardware, network protocols, and deployment contexts complicates the design of secure and privacy-preserving systems. 

Security and privacy have emerged as core challenges because IoT devices often operate with constrained resources, lack robust 

updating mechanisms, and interact over unsecured channels. Traditional security frameworks cannot always be applied due to IoT’s 

scale and heterogeneity. This paper systematically reviews threats, countermeasures, and open issues in IoT security and privacy. 

2. RELATED WORK 

Several studies have explored security and privacy challenges in the Internet of Things (IoT) due to the large number of connected 

devices and their limited resources. Earlier research mainly focused on identifying vulnerabilities at different layers of IoT 

architecture, highlighting risks such as device tampering, insecure communication, and unauthorized access. Many researchers 

proposed lightweight cryptographic techniques to protect data while considering the limited processing capabilities of IoT devices. 

Other works investigated authentication and access control mechanisms to prevent malicious users from accessing IoT services. 

Recent studies have examined the use of blockchain to enhance trust and data integrity in IoT networks. Machine learning-based 

intrusion detection techniques have also been proposed to identify abnormal behavior in IoT systems. From a privacy perspective, 

researchers emphasized the risks of continuous data collection and proposed privacy-preserving methods such as data anonymization 

and federated learning. However, most existing works address security or privacy individually, indicating the need for integrated 

and holistic approaches. 

 

 

http://www.jetir.org/


© 2025 JETIR December 2025, Volume 12, Issue 12                                                www.jetir.org (ISSN-2349-5162) 

JETIR2512571 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org f551 
 

3. IOT ARCHITECTURE OVERVIEW 

A generalized IoT architecture comprises three primary layers: 

Perception Layer: Includes sensors, actuators, RFID tags, and embedded systems responsible for data acquisition. These devices 

are typically resource-limited and physically exposed, making them vulnerable to tampering. 

Network Layer: Provides communication channels using technologies such as Wi-Fi, Bluetooth, Zigbee, LPWAN, 4G/5G, and 

Internet backbone infrastructure. Threats at this layer include eavesdropping and routing attacks. 

Application Layer: Encompasses cloud services, fog/edge computing, user interfaces, and data analytics platforms delivering IoT 

applications. Security at the application layer focuses on access control, data integrity, and user privacy. 

This layered model guides our analysis of threats and protective mechanisms. 

4. SYSTEM ARCHITECTURE 

A secure and privacy-aware IoT system architecture consists of multiple layers working together. At the perception layer, sensors 

and devices collect data, which is protected using lightweight encryption and device authentication. The network layer ensures 

secure data transmission through encrypted communication and secure routing protocols. Edge or cloud layers handle data 

processing and storage while enforcing access control and data protection mechanisms. Finally, the application layer provides 

services to users with proper authentication and privacy control. This layered architecture ensures end-to-end security and privacy 

across the IoT ecosystem. 

5. LITERATURE REVIEW 

Recent research has extensively explored IoT security and privacy issues. Sicari et al. systematically examined security requirements 

and trust challenges across IoT systems, emphasizing the need for secure protocols and privacy control policies. 

Khan et al. provided a comprehensive survey highlighting vulnerabilities associated with IoT protocols and proposed a framework 

for anomaly detection. 

Zhang et al. reviewed lightweight cryptographic techniques tailored for resource-constrained devices, addressing performance trade-

offs.  

Alaba et al. focused on security challenges in healthcare IoT systems, identifying authentication and data encryption as critical needs. 

Blockchain integration into IoT has been proposed to enhance data integrity and decentralized trust. Reyna et al. surveyed 

blockchain-based IoT applications and analyzed scalability issues. However, blockchain’s computational overhead remains a 

concern for constrained environments. 

Machine learning for IoT security has gained momentum, with Doshi et al. applying anomaly detection for botnet identification in 

IoT networks. Yet, adversarial attacks on machine learning pose new risks. 

Trust management and privacy have been explored by Raza et al., who surveyed lightweight protocols for secure IoT 

communications. Differential privacy models have been applied to protect end-user data in edge computing scenarios.Despite these 

advances, the literature still lacks integrated frameworks that holistically address security, privacy, scalability, and interoperability 

in IoT. 

6. THREATS AND VULNERABILITIES IN THE IOT ECOSYSTEM 

IoT systems face threats across all architectural layers. Understanding these is foundational to designing effective countermeasures. 

6.1 Perception Layer Threats 

 Device Tampering: Physical access to sensors enables extraction of sensitive credentials or injection of malware. 

 Sensor Data Falsification: Attackers may inject false readings, leading to incorrect system responses. 

4.2 Network Layer Threats 

 Eavesdropping: Unencrypted communication exposes sensitive data. 

 Routing Attacks: Attacks such as sinkhole or wormhole can disrupt network behavior. 

 Denial of Service (DoS): Overloading networks or devices with traffic can incapacitate services. 

4.3 Application Layer Threats 
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 Unauthorized Access: Weak authentication and authorization mechanisms allow adversaries to access critical 

services or data. 

 Software Vulnerabilities: Poorly updated or insecure firmware can be exploited for remote code execution. 

4.4 Privacy Threats 

 Profiling and Tracking: Continuous collection of personal information can enable inference of user behaviors. 

 Data Linkage Attacks: Data from multiple sources can be correlated to re-identify users even if anonymized. 

These vulnerabilities require tailored security and privacy mechanisms. 

7. SECURITY AND PRIVACY SOLUTIONS 

7.1 Lightweight Cryptography 

IoT devices often lack the processing power to support heavy encryption schemes. Lightweight cryptographic algorithms such as 

SPECK and SIMON have been designed for low-power environments. These provide confidentiality and integrity with reduced 

computational cost, but trade-offs between security strength and efficiency must be managed. 

7.2 Authentication and Access Control 

Robust authentication prevents unauthorized access. Solutions include: 

 Mutual authentication protocols using challenge-response. 

 Public Key Infrastructure (PKI) adapted for IoT. 

 Attribute-Based Encryption (ABE) enabling fine-grained access policies. 

Multi-factor authentication increases security but may be impractical for non-interactive IoT devices. 

7.3 Secure Protocols 

Secure communication protocols such as TLS/DTLS and secure MQTT enhance network security. Protocols must be optimized for 

low power and intermittent connectivity. 

7.4 Blockchain for Decentralized Security 

Blockchain can provide immutable audit trails, decentralized trust, and secure identity management. Its application includes secure 

firmware updates and distributed access control.The main challenges include scalability and energy consumption. 

7.5 Machine Learning-Based Detection 

Anomaly detection models, including Support Vector Machines and Neural Networks, identify irregular patterns indicative of 

attacks. However, such systems can be susceptible to adversarial manipulation and require representative training datasets. 

7.6 Privacy-Preserving Techniques 

Privacy techniques include: 

Differential privacy to prevent user re-identification. 

Federated learning for collaborative model training without raw data sharing. 

Data minimization policies to limit data collection. 

Privacy measures must comply with evolving regulations such as GDPR. 

8. COMPARATIVE ANALYSIS 

Table 6.1: Comparative analysis of technique, strengths and Limitations 

Technique Strengths Limitations 

Lightweight Cryptography Efficient for constrained devices Limited security margin 

Authentication Schemes Robust access control Resource consumption 

Secure Protocols Enhanced data confidentiality Need standardized adoption 

Blockchain Decentralized trust Scalability & latency issues 

Machine Learning Detection Adaptive security Vulnerable to poisoned data 
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Privacy-Preserving Models Strong user privacy Implementation complexity 

9. RESULTS AND DISCUSSION 

Based on the surveyed literature, lightweight cryptographic methods are effective in protecting data with minimal resource usage. 

Authentication and access control mechanisms significantly reduce unauthorized access but may introduce additional system 

overhead. Blockchain-based solutions improve data integrity and trust but face scalability and energy challenges. Machine learning 

techniques show promising results in detecting attacks but require reliable training data. Privacy-preserving methods enhance user 

data protection, although they may affect system performance. Overall, the results indicate that a combination of security and privacy 

techniques provides better protection than standalone solutions. 

10. FUTURE SCOPE 

Standardization and Interoperability 

Unified standards for IoT security protocols are needed to reduce fragmentation and ensure interoperability across vendors. 

Trust Management Frameworks 

Dynamic trust models that adapt to context and historical behavior can enhance resilience against insider threats. 

Energy-Aware Security 

Innovations in ultra-low-power cryptography and secure wake/sleep cycles are vital for battery-powered IoT. 

Explainable AI for Security 

Explainability in machine learning security models will improve transparency and trustworthiness. 

Quantum-Resilient Cryptography 

As quantum computing evolves, post-quantum cryptographic schemes suitable for IoT are an emerging necessity. 

11. CONCLUSION 

IoT has immense potential but presents complex security and privacy challenges due to its scale and heterogeneity. This survey has 

analysed threats affecting different IoT layers, reviewed state-of-the-art solutions, and identified future research opportunities. 

Advancements in lightweight cryptography, decentralized trust, machine learning, and privacy-preserving techniques are shaping 

next-generation IoT ecosystems. Continued interdisciplinary research and standardized frameworks will be essential to secure and 

privacy-aware IoT deployments. 
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