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Abstract: The rapid growth of mobile communication has led to a significant increase in unsolicited Short Message Service
(SMS) spam, posing security, privacy, and economic challenges. This paper presents an efficient SMS spam detection framework
using machine learning techniques, specifically Support Vector Machine (SVM), Naive Bayes (NB), and a proposed hybrid SVM
and NB model. The UCI SMS Spam Collection dataset is used for experimental evaluation. A comprehensive text preprocessing
pipeline including tokenization, stop word removal, and TF-IDF feature extraction is employed. Experimental results demonstrate
that the proposed hybrid model achieves an accuracy of 99.62%, outperforming individual classifiers and existing approaches
reported in the literature. The study confirms that hybrid learning models combined with effective preprocessing significantly
enhance spam detection performance.

Index Terms - SMS Spam Detection, Machine Learning, SVM, Naive Bayes, TF-IDF, Hybrid Model

l. INTRODUCTION

With the exponential rise in mobile phone usage, SMS has become a widely used communication medium. However, this
growth has also facilitated the proliferation of SMS spam messages, which often contain fraudulent offers, phishing links, or
malicious content. Manual filtering is impractical due to the volume and evolving nature of spam, necessitating automated
detection mechanisms.

Machine learning techniques have proven effective in text classification problems due to their ability to learn patterns from
historical data. Among these, Naive Bayes and Support Vector Machines are widely used because of their simplicity, scalability,
and robustness. However, individual classifiers often suffer from limitations such as bias toward frequent words or sensitivity to
feature distribution.

This research proposes a hybrid SVM and Naive Bayes model to leverage the strengths of both classifiers. The contributions of
this paper are: A detailed preprocessing and feature engineering pipeline for SMS text, Implementation of SVM, NB, and a hybrid
classification model, Comprehensive performance evaluation using multiple metrics, Comparison with existing research to
demonstrate superiority.

Il. LITERATURE REVIEW

Extensive research has been conducted on SMS spam detection using machine learning and deep learning techniques. Early
works relied on rule based and keyword filtering approaches, which lacked adaptability. Subsequently, probabilistic and margin
based classifiers gained prominence.

Gbmez Hidalgo et al. demonstrated the effectiveness of Naive Bayes for SMS filtering due to its probabilistic nature. Almeida
et al. explored SVM based models and achieved higher precision compared to probabilistic classifiers. Sharma and Suryawanshi
compared NB, SVM, and Decision Trees, reporting superior performance for SVM with TF-IDF features.

Recent studies have explored ensemble and hybrid models to improve classification accuracy. Jain et al. combined NB and
SVM, achieving notable improvements over standalone models. However, many studies lack detailed preprocessing analysis and
comparative evaluation.

This work advances existing research by integrating comprehensive preprocessing statistics, hybrid learning, and comparative
benchmarking.
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Table 2.1: SMS Spam Detection Methods and Performance

Author Year Dataset Method Accuracy (%)

Gomez Hidalgo et al. 2006 SMS Naive Bayes 95.1

Almeida et al. 2011 UCI SMS SVM 97.4

Sharma et al. 2016 SMS NB, DT 96.2

Jain et al. 2018 UCI SMS Hybrid NB + SVM 98.3

Patil et al. 2020 SMS Ensemble ML 98.7

Proposed Work 2025 UCI SMS Hybrid SVM + NB 99.62
I1l. METHODOLOGY

3.1 Dataset Description
The UCI SMS Spam Collection dataset contains 5,574 SMS messages, labeled as spam or ham.
Table 3.1: Dataset Statistics

Category Count
Total Messages 5574
Spam 747
Ham 4827

3.2 Text Pre-processing
SMS messages are highly unstructured and noisy. The preprocessing pipeline includes:
- Lowercasing
- Removal of punctuation and numbers
- Tokenization
- Stop-word removal
- TF-IDF vectorization (unigrams + bigrams)

Table 3.2: Vocabulary Reduction

Parameter Value
N-gram Range (1,2)
Max Features 5000
Final Dimension 4812
Sparsity 96.4%

3.4 Classification Models
- Naive Bayes
Uses probabilistic inference assuming conditional independence.

- Support Vector Machine
Employs a linear kernel to maximize class separation margin.

- Hybrid Model
Combines probability scores from NB with decision confidence from SVM.

IV. IMPLEMENTATION
Implementation was carried out on Google Colab using Python libraries:
Scikit-learn
- NLTK
Pandas
- Matplotlib
The dataset was split into 80% training and 20% testing.
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IV. RESULTS AND DISCUSSION
Table 4.1: Descriptive Statics

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Naive Bayes 97.84 96.92 95.61 96.26
SVM 98.91 98.47 97.89 98.18
Hybrid SVM + NB | 99.62 99.41 99.08 99.24
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Figure 1: Accuracy Comparison Bar Chart.
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Figure 2: Precision, Recall, F-1 Score.

Consistent performance improvement across all metrics.

V. COMPARISON WITH EXISTING RESEARCH
Table 5.1: Comparative Analysis

Hybrid

Study Accuracy (%)
Almeida et al. 97.4
Jain et al. 98.3
Patil et al. 98.7
Proposed Work 99.62

The proposed model surpasses existing methods due to enhanced preprocessing and hybrid classification.

CONCLUSION

This study presented a robust SMS spam detection system using SVM, Naive Bayes, and a hybrid approach. Comprehensive
preprocessing and TF-IDF feature extraction significantly improved performance. The hybrid model achieved 99.62% accuracy,
outperforming existing research. The results confirm the effectiveness of combining probabilistic and margin-based classifiers.
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