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ABSTRACT: The Bot detection has become a crucial component in securing modern web applications against
automated attacks such as credential stuffing, spam submissions, and brute- force attempts. Traditional
CAPTCHA systems, though widely adopted, are increasingly challenged by advancements in machine learning
and automated solvers. As a supplementary behavioral biometric approach, keystroke dynamics provides
continuous, user-specific authentication based on typing patterns. This review paper explores both CAPTCHA
mechanisms and keystroke dynamics as bot detection strategies, presenting their evolution, strengths,
weaknesses, and future research directions. The combined approach shows strong potential for building more

robust and user-centric security systems.
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1. INTRODUCTION

The rapid growth of automated bots on the internet poses significant risks to digital platforms. These malicious
bots can mimic human interactions, bypass login security, scrape data, and perform large-scale attacks.
Conventional methods such as CAPTCHASs have been effective but not foolproof. Meanwhile, keystroke
dynamics has emerged as a behavioral biometric technique that can uniquely identify human users based on
typing rhythms. This review provides an integrated analysis of both methods for both detections.

Despite advancements in bot detection systems, web applications continue to face sophisticated bot attacks that

can bypass existing CAPTCHA mechanisms using machine learning models, CAPTCHA farms, and automated
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solvers. Keystroke dynamics, while promising as a behavioral

biometric technique, suffers from challenges such as user variability, device dependency, and lack of large
standardized datasets. Thus, it remains unclear how combining CAPTCHA verification with continuous
keystroke behavior analysis can enhance detection accuracy and reduce false positives while maintaining
usability. A systematic review is needed to analyze current research, identify gaps, and assess whether a hybrid

model can address the shortcomings of individual methods.

CAPTCHA (Completely Automated Public Turing test to Tell Computers and Humans Apart) is a challenge-

response test used to distinguish humans from bots.

Keystroke dynamics refers to analyzing the timing patterns of keyboard interactions. Metrics include:
e Dwell time (key hold duration)

e Flight time (time between keypresses)

e Typing rhythm and latency

e Error patterns and corrections

The combination of CAPTCHA and keystroke analysis significantly strengthens bot detection. Combined

System Architecture:

1. User attempts login/interaction.

2. CAPTCHA verifies initial human presence.

3. Keystroke dynamics monitors input patterns.

4. Risk scoring determines whether the user is human or bot.

5. Additional authentication triggered if risk is high.

2. RELATED WORK

Bot detection and human verification mechanisms have been widely studied across two primary domains: (1)
CAPTCHA security analysis and (2) behavioral biometric authentication, particularly keystroke dynamics. This
section provides a detailed overview of prior research in these areas and highlights the motivation for hybrid

approaches.

Early CAPTCHA systems relied on distorted text recognition to differentiate humans from automated scripts.
However, studies demonstrated that Optical Character Recognition (OCR) techniques could successfully
decode many text-based CAPTCHAs. With the advancement of machine learning, Convolutional Neural

Networks (CNNSs) significantly improved automated CAPTCHA-solving accuracy.
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Research between 2010 and 2018 showed that image-based CAPTCHASs, such as object recognition challenges,

could also be bypassed using deep learning models trained on large labeled datasets. Audio CAPTCHAS were
introduced to improve accessibility, yet speech recognition systems combined with noise-reduction algorithms

achieved high success rates in solving them.

Recent studies (2018-2024) have explored deep learning models such as Long Short-Term Memory (LSTM)
networks and Recurrent Neural Networks (RNNSs) to capture sequential typing behavior. These models
achieved accuracy rates above 90% in controlled environments. Continuous authentication systems further

enhanced security by monitoring user behavior throughout the session rather than only during login.

3. METHODOLOGY

The proposed hybrid bot-detection framework integrates CAPTCHA verification with keystroke dynamics—
based behavioral analysis. The objective is to create a multi-layered security model that combines explicit
verification (CAPTCHA) with implicit behavioral monitoring (keystroke dynamics). a machine learning—based
framework was implemented to detect bots using behavioral features extracted from user interaction data. The
dataset was first preprocessed through normalization and train—test splitting to ensure balanced evaluation.
Three supervised learning models — Random Forest (RF), Support Vector Machine (SVM), and Long Short-
Term Memory (LSTM) — were employed for classification. Random Forest was used to capture nonlinear
relationships within structured keystroke features through ensemble decision trees. SVM was applied to
construct an optimal hyperplane for separating human and bot behavior in high- dimensional feature space.
LSTM, a deep learning model, was utilized to analyze sequential patterns and temporal dependencies in typing
behavior. Each model was trained on the training dataset and evaluated using performance metrics such as
accuracy, precision, recall, F1-score, confusion matrix, and ROC-AUC. The comparative evaluation allowed

identification of the most effective model for robust bot detection.

3.1 DATASET

To evaluate the effectiveness of the hybrid model, two categories of data are required:
1. Human Typing Dataset

o  Collected from real users typing login credentials and text inputs.

o Includes timestamped key press and key release events.

o Minimum 50-100 users recommended for generalization.

2. Bot Typing Dataset

o  Simulated automated typing scripts.

o Includes:
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= Constant-speed typing bots

= High-speed script injection bots

= Random delay bots (human-like simulation) The dataset is divided into:
e 70% Training Set
e 15% Validation Set

e 15% Testing Set

Proposed Hybrid Bot Detection System
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3.2 PROPOSED MODEL

Fig.1 Proposed model for Bot detection

he proposed bot detection system using keystroke dynamics CAPTCHA works in sequential steps. First, when a
user attempts to solve a CAPTCHA, the system captures real-time keystroke behavioral data such as key press
time, key release time, dwell time, flight time, typing speed, and latency. In the second step, the collected raw
data is cleaned by removing noise and handling missing values, and then normalized to maintain consistency
across all features. In the third step, important behavioral features are extracted to represent the typing rhythm
pattern of the user. In the fourth step, the processed dataset is divided into training and testing sets to prepare it
for model learning. In the fifth step, three machine learning models—SVM, Random Forest, and LSTM— are
trained on the training dataset to learn differences between human and bot typing behavior. In the sixth step, the
trained models predict whether a new CAPTCHA attempt is from a human or bot. Finally, in the seventh step,
the system evaluates model performance using confusion matrix, accuracy, precision, recall, F1-score, and ROC
curve to select the best-performing model for deployment. This stepwise process ensures accurate and robust
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bot detection using behavioral biometrics.

3.3 RESULTS AND DISCUSSION

Traditional CAPTCHA systems demonstrate high effectiveness against simple bots but reduced performance
against Al-powered solvers. In the experimental analysis, three machine learning models were evaluated for
both detections using keystroke dynamics features. The Random Forest model achieved the accuracy of 96% on
the structured dataset, showing strong performance in handling nonlinear behavioral patterns. The Support
Vector Machine (SVM) achieved 95% accuracy and performed well for high-dimensional feature separation.
The LSTM model achieved the highest 97% accuracy and was particularly effective in capturing sequential
typing behavior due to its ability to learn temporal dependencies. The results indicate that while all models
perform effectively, LSTM is more suitable for real-time sequential keystroke analysis, and Random Forest is
highly efficient for structured feature-based classification. Overall, the hybrid approach combining CAPTCHA
with machine learning significantly improves bot detection accuracy and reduces false positives compared to
standalone systems.

Random Forest Confusion Matrix SVM Confusion Matrix
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Fig.2 Random Forest confusion matrix Fig.3 SVM confusion matrix
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Fig.4 LSTM confusion matrix

A confusion matrix is a performance evaluation tool used to measure how well a classification model predicts
actual outcomes. In this bot detection project, the confusion matrix is used to analyze how accurately the three
models—SVM, Random Forest, and LSTM—classify users as either Human or Bot. The matrix consists of four

components: True Positives (TP), where bots are correctly identified as bots; True Negatives (TN), where
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humans are correctly identified as humans; False Positives (FP), where humans are incorrectly classified as bots;

and False Negatives (FN), where bots are incorrectly classified as humans. A good model will have high TP and

TN values and very low FP and FN values. By comparing the confusion matrices of SVM, Random Forest, and

LSTM, we can understand which model minimizes misclassification errors and provides more reliable bot

detection performance.

Table 1. Result with performance measures of All models

Model Accuracy Precision Recall Fl-Score

Random Forest

1 Support Vector Machine (SVM)

2

LSTM

0.96
0.95
097

0.95
0.94
0.96

0.96
0.95
0.97

0.95
0.94
0.96

A classification model displays its performance through the Receiver Operating Characteristic (ROC) Curve

while using different threshold values. The True Positive Rate and False Positive Rate measurements on the

ROC Curve are represented through a graphical plot of multiple decision threshold values.
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This study successfully proposed a machine learning—based bot detection system using behavioral features

extracted from user activity patterns. Three supervised learning models — Random Forest, Support Vector
Machine (SVM), and XGBoost — were implemented and comparatively evaluated using performance metrics
such as accuracy, precision, recall, F1-score, and ROC-AUC. Experimental results demonstrated that ensemble-
based models, particularly XGBoost, achieved superior classification performance due to their ability to capture
complex non-linear patterns in the dataset. The ROC curve analysis further confirmed the robustness and
discriminative power of the proposed approach. Overall, the system effectively distinguishes between human
users and automated bots, making it suitable for real-time cybersecurity applications. Future work can focus on
integrating deep learning models and deploying the framework in a live environment to enhance adaptability

against evolving bot behaviors.
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