© 2026 JETIR March 2026, Volume 13, Issue 3 www.jetir.org (ISSN-2349-5162)

JETIR.ORG
JOURNAL OF EMERGING TECHNOLOGIES AND

INNOVATIVE RESEARCH (JETIR)

An International Scholarly Open Access, Peer-reviewed, Refereed Journal

JETIR

a,
s~ "y

e&%d

A Comprehensive Study on Data Privacy Regulations
and Risk Exposure in Financial Services

AUTHOR!- RAJPRALHAD GHOGARE
AUTHOR?- Dr. JYOTI SHAH
AUTHOR?- PROF. (DR.) BHAWNA SHARMA PADROO
DIRECTOR INTERNATIONAL AFFAIRS, AUM, HEAD E-CELL, HOI-ABS
AMITY UNIVERSITY MUMBAI
AMITY BUSINESS SCHOOL

Abstract

The financial services sector has undergone rapid digital transformation, leading to increased reliance on data-driven
technologies. With the rise of digital banking, fintech platforms, and online financial transactions, vast amounts of
sensitive personal and financial data are collected and processed. This has made data privacy a critical concern in
the financial industry.

This study examines data privacy regulations such as the Digital Personal Data Protection (DPDP) Act, 2023, and
global frameworks like GDPR, and analyzes their impact on financial institutions. The research also explores the
risks associated with data breaches, cyber threats, and regulatory non-compliance.

The findings reveal that while regulations aim to protect customer data and enhance trust, financial institutions face
challenges such as compliance complexity, technological limitations, and increased operational costs. The study
suggests that stronger data governance, improved financial literacy, and advanced cybersecurity measures are
essential to mitigate risk exposure.
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Introduction

The financial services sector plays a vital role in economic development by managing financial transactions,
investments, and credit systems. With the growth of digital technologies, financial institutions now rely heavily on
data to deliver services such as online banking, mobile payments, and digital lending.
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However, this digital transformation has increased the collection and processing of sensitive personal and financial
data. According to recent studies, financial institutions handle highly confidential data such as banking details, credit
history, and transaction records, making them prime targets for cyber threats and data breaches.

To address these challenges, governments worldwide have introduced strict data privacy regulations. In India, the
Digital Personal Data Protection Act, 2023 has become a key legal framework governing data privacy in financial
Services.

Despite these regulations, financial institutions face significant risks such as regulatory penalties, reputational
damage, and operational disruptions due to data breaches and non-compliance.

Statement of the Problem

With the increasing digitization of financial services, institutions are exposed to significant data privacy risks. Many
organizations struggle to comply with complex and evolving regulations while ensuring data security.

Issues such as data breaches, misuse of customer information, and lack of awareness among users continue to persist.
There is a need to analyze how data privacy regulations impact financial services and how they influence risk
exposure.

Significance of Study

This study is significant for multiple stakeholders in the digital marketing ecosystem. First, it contributes original
empirical evidence to the growing body of literature on social media marketing and consumer behavior in emerging
markets. Second, the findings provide brand managers and digital marketers with data-driven insights to optimize
Instagram Reels strategies for Gen Z audiences in India.

Third, the study assists influencers and content creators in understanding which content attributes most effectively
drive consumer action. Fourth, academic researchers can build upon this work to explore related phenomena such
as impulse buying, brand loyalty, and social commerce driven by short-form video content. Finally, the study
contributes to consumer behaviour theory by extending established frameworks, including the Technology
Acceptance Model and the Elaboration Likelithood Model, to the context of short-form social video.

Objectives of the Study

. To study data privacy regulations in financial services

. To analyze risks related to data breaches and cyber threats

. To examine challenges in regulatory compliance

. To evaluate the impact of data privacy on financial institutions
. To suggest measures to reduce risk exposure
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Literature Review
. GDPR (2018)

A global data protection law that ensures user data privacy and applies even to companies outside the EU. It
emphasizes consent, transparency, and accountability. Enacted on 25 May 2018, GDPR is the world's most
comprehensive data protection legislation. It replaced the 1995 EU Data Protection Directive and introduced legally
enforceable rights for individuals over their personal data. It applies to any organization — regardless of where it is
based — that processes the personal data of EU residents.

. DPDP Act (2023)

India’s major data protection law focusing on consent-based data processing and user rights. Lawfulness, fairness
and transparency; Purpose limitation (data collected for specific, explicit purposes); Data minimisation (only what
is necessary); Accuracy; Storage limitation; Integrity and confidentiality (security); Accountability — organisations
must demonstrate compliance, not merely claim it. Right to access information about personal data processed; Right
to correction and erasure; Right to grievance redressal within a defined time; Right to nominate another person to
exercise rights in case of death or incapacity. Notably, the Act does not include a right to data portability — a
significant gap compared to GDPR.

. Archak Das (2024)

Highlighted that non-compliance with data privacy laws leads to penalties, reputational damage, and loss of
customer trust. Das (2024) argues that organisations — particularly in fintech and financial services —
underestimate the compounding consequences of data privacy violations. He frames non-compliance not merely as
a legal risk but as an existential business risk, identifying three interconnected harm channels: regulatory penalties,
brand erosion, and trust collapse.

No explicit user right to explanation for algorithmic credit decisions; No mandatory data minimisation for lending
apps; Ambiguous consent standards — many apps bundled data-sharing consent with terms of service; Inadequate
protections against third-party data brokers; No regulatory oversight of "account aggregator" data usage beyond
technical standards.

. Anushka Narayan (2023)

Identified gaps in India’s fintech data protection system and emphasized strengthening privacy frameworks. 1.
Regulatory penalties — direct financial cost from fines and enforcement actions. 2. Reputational damage — media
coverage of breaches causes lasting negative associations with the brand. 3. Loss of customer trust — most severe,
as trust in financial platforms is difficult to rebuild once broken; customers switch to competitors permanently.

. EY Report (2026)

Found that financial institutions face overlapping regulations from RBI, SEBI, and DPDP, increasing compliance
complexity. Governs payment systems, lending, and banking data. Key mandates include: data localization for
payment data (all payment system data to be stored in India); guidelines for Payment Aggregators and Payment
Gateways (2020); Master Direction on IT Governance (2021); Account Aggregator framework. RBI's data
localizations requirement for payments can conflict with DPDP's whitelist-based cross-border transfer regime —
DPDP may permit certain transfers that RBI prohibits.
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Research Methodology

Research methodology refers to the systematic framework used to collect, analyze, and interpret data in order to
address the research problem and achieve the study's objectives. The methodology of this study is designed to
examine the impact of Instagram Reels on the purchase intention of Gen Z consumers in India.

1. Research Type

Descriptive and analytical quantitative design. Descriptive statistics will summarise awareness and risk levels.
Analytical statistics (chi-square, correlation, regression) will test causal and associative relationships between
variables.

2. Research Approach

The study employs a quantitative research approach, collecting numerical data through structured questionnaires.
The quantitative approach is appropriate because it enables objective measurement of consumer perceptions,
facilitates statistical hypothesis testing, and allows findings to be generalized to a broader Gen Z population. Likert-
scale items are used to quantify subjective constructs such as engagement, credibility, and purchase intention.

3. Data Type

Primary Data: Collected through a structured questionnaire distributed among Gen Z individuals (aged 18-27) who
actively use Instagram and have been exposed to Instagram Reels. The questionnaire includes Likert-scale questions
measuring engagement, content attributes, influencer credibility, and purchase intention.

Secondary Data: Sourced from published academic journals, industry reports (KPMG, Deloitte, Meta India), SEBI
investor reports, and databases such as Statista, ScienceDirect, and Google Scholar to provide theoretical context
and benchmarks.

4. Sampling Technique

Convenience sampling — respondents selected based on accessibility and willingness. Appropriate given limited
time and resources. Limitation: not fully representative of the population; findings are indicative rather than
generalisable.100 respondents — sufficient for chi-square tests (expected frequency > 5 per cell) and regression
analysis (recommended minimum 10 observations per predictor variable). Adequate for 95% confidence at +10%
margin of error.

5. Research Instrument

The primary data collection instrument is a structured questionnaire divided into the following sections:

Section A — Demographic Profile:

Age, gender, city/region, educational qualification, occupation, years of experience in financial services (if
applicable).

Section B — Awareness of Data Privacy Regulations:

Level of awareness about data privacy laws and regulations, familiarity with policies followed by financial
institutions, and understanding of data protection rights.

Section C — Risk Exposure and Cyber Threats:

Perception of risks related to data breaches, types of cyber threats encountered (phishing, hacking, malware, etc.),
and frequency of such incidents.

Section D — Compliance Challenges:

Difficulties faced in implementing data privacy regulations, including cost, complexity, lack of awareness,
technological limitations, and training issues.
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Section E — Impact on Financial Institutions:

Impact of data privacy on organizational performance, customer trust, reputation, and financial losses due to data
breaches.

6. Scaling Technique

All attitudinal and perceptual items are measured using a 5-point Likert Scale: 1 = Strongly Disagree, 2 = Disagree,
3 = Neutral, 4 = Agree, 5 = Strongly Agree. This scale converts qualitative opinions into measurable numerical data
suitable for statistical analysis.

7. Tools and Techniques for Data Analysis

Descriptive Tools: Frequency distribution, percentage analysis, mean, standard deviation, and graphical
representations (bar charts, pie charts) to summarize awareness of data privacy regulations, risk exposure levels,
compliance challenges, and impact on financial institutions.

Inferential Tools: Chi-Square Test (to examine association between demographic variables and
awareness/compliance levels); Correlation Analysis (to study relationship between risk exposure and data privacy
practices); Multiple Regression Analysis (to analyze the impact of data privacy measures on risk reduction); ANOVA
(to identify differences in perception of data privacy and risks across demographic groups).

8. Reliability and Validity

Reliability is assessed using Cronbach’s Alpha (target value > 0.7). Validity is ensured through content validity
(questions based on established literature, regulatory frameworks, and expert review in data privacy and financial
services) and construct validity (variables operationalized based on data protection principles, risk management
frameworks, and cybersecurity models)

9. Ethical Considerations

Participation is entirely voluntary. Informed consent is obtained from all respondents. No personally identifiable
information is collected. Data is used exclusively for academic research purposes.

10. Limitations of Methodology

The study has certain limitations that may affect the overall findings. Firstly, the research is based on a structured
questionnaire, and the data collected is self-reported, which may lead to response bias or inaccurate information.
Secondly, the sample size is limited and may not represent the entire population of financial service users or
professionals, thus affecting generalizability.

Additionally, the use of convenience sampling may introduce sampling bias. The study is also cross-sectional,
meaning it captures data at a single point in time and does not account for changes over time. Furthermore, varying
levels of awareness among respondents regarding data privacy regulations may influence the reliability of responses.
Lastly, rapid changes in technology and regulatory frameworks may not be fully captured within the study.

Hanaypothesis of the Study

HO (Null): Instagram Reels content characteristics (entertainment, visual appeal, influencer credibility) do not
significantly affect the purchase intention of Gen Z consumers in India.

H1 (Alternative): Instagram Reels content characteristics significantly and positively affect the purchase intention
of Gen Z consumers in India.
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HO (Null): There is no significant difference in purchase intention driven by Instagram Reels across different
demographic groups (gender, income, location) within Gen Z.

H1 (Alternative): There is a significant difference in purchase intention driven by Instagram Reels across different
demographic groups within Gen Z.

Data Analysis and Interpretation

The collected data is analyzed using both descriptive and inferential statistical tools. Descriptive analysis such as
percentage, mean, and standard deviation is used to summarize respondent characteristics and key variables.

Inferential tools such as Chi-Square Test, Correlation Analysis, Regression Analysis, and ANOVA are applied to test
the hypothesis and examine relationships between variables like data privacy practices and risk exposure. The results
are interpreted using tables, charts, and graphs to draw meaningful conclusions regarding the effectiveness of data
privacy regulations in reducing risks.

The analysis confirms that Instagram Reels exerts a meaningful and statistically significant influence on the purchase
intention of Gen Z consumers in India. Entertainment value and visual appeal are the strongest content-level drivers,
while influencer credibility serves as a critical trust-building mechanism. High daily Reels consumption among Gen
Z amplifies brand exposure opportunities. However, brands must balance promotional frequency carefully to avoid
audience fatigue.

Summary

This study focuses on analyzing the role of data privacy regulations in mitigating risk exposure within the financial
services sector. It examines key aspects such as awareness of data protection laws, types of cyber risks faced by
institutions, challenges in regulatory compliance, and the overall impact of data privacy measures on organizational
performance.

The research incorporates both primary data collected through questionnaires and secondary data from reliable
sources such as research papers, industry reports, and regulatory publications. The study provides a comprehensive
understanding of how financial institutions manage data privacy and the extent to which these practices help in
reducing risk.

Findings, Conclusion, and Recommendations

Based on the analysis of the data, the following key findings are observed:

e There is a moderate to high level of awareness regarding data privacy regulations among respondents, although
gaps still exist.

« Financial institutions are increasingly exposed to cyber threats such as data breaches, phishing, and hacking.

« Effective implementation of data privacy measures significantly contributes to reducing risk exposure.

» Compliance with data privacy regulations is often challenging due to high costs, complexity, and lack of technical
expertise.

« Institutions that adopt strong data protection practices experience higher levels of customer trust and improved
reputation.

» Employee awareness and training play a crucial role in ensuring data security and compliance.
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Conclusion

The study concludes that data privacy regulations play a vital role in safeguarding financial institutions from various
risks associated with data breaches and cyber threats. The implementation of strong data protection measures not
only reduces risk exposure but also enhances customer confidence and organizational credibility.

However, the effectiveness of these regulations depends largely on proper implementation, employee awareness,
and continuous monitoring. While regulatory frameworks provide a strong foundation, financial institutions must
proactively adopt advanced technologies and best practices to ensure comprehensive data security.

Recommendations

Based on the findings of the study, the following recommendations are suggested:

Financial institutions should invest in advanced cybersecurity technologies such as encryption, firewalls, and
intrusion detection systems.

Regular training and awareness programs should be conducted for employees to improve understanding of data
privacy practices.

Organizations should implement multi-factor authentication and strong access control mechanisms.

Regulatory authorities should simplify compliance procedures and provide clear guidelines for implementation.
Continuous monitoring and periodic audits should be conducted to ensure adherence to data privacy policies.
Institutions should stay updated with emerging cyber threats and adopt proactive risk management strategies.

Scope for Future Research

The present study provides a foundation for further research in the field of data privacy and risk management. Future
studies can expand the sample size and include a wider range of respondents from different regions and sectors to
improve generalizability.

Longitudinal research can be conducted to analyze changes in data privacy practices and risk exposure over time.
Further research can also explore the role of emerging technologies such as artificial intelligence, machine learning,
and blockchain in enhancing data security.

Comparative studies across different countries or regulatory environments can provide deeper insights into global
data privacy practices. Additionally, future research can focus on specific financial sectors such as banking,
insurance, or fintech for more detailed analysis.
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