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Abstract: 

 

The SentinelTag: Context-Aware Personal Safety IoT System was made to make women and children's lives 

safer by using smart real-time monitoring, geospatial tracking, and automatic emergency alerts. Normal 

personal safety systems rely a lot on people talking to each other and taking their time to respond, which doesn't 

always work well in emergencies. The proposed system gets around these problems by combining GPS, GSM 

communication, sound and vibration sensors, push-button SOS triggering, cloud IoT connectivity, and wearable 

embedded electronics into a small smart safety device.The main controller for processing sensor inputs and 

controlling communication modules is an ESP8266 microcontroller. A Neo-6M GPS module keeps track of 

where the user is at all times and can send alerts when the user crosses safe boundaries using geofencing. The 

SIM800L GSM module sends SMS alerts with exact coordinates to registered guardians or emergency contacts. 

Sound and vibration sensors make it possible to passively detect distress, which means that alerts can be sent 

out automatically when things go wrong. An OLED screen shows the user the status of the device, the battery 

level, and the connection status.The suggested system makes sure that emergencies are handled quickly, that 

the cloud is monitored in real time, that carers are less worried, and that everyone is more aware of what's going 

on. It is small, energy-efficient, cheap, and safe for kids, women, seniors, and other people who may be 

vulnerable. The project shows how wearable safety systems with IoT can offer reliable, proactive, and smart 

personal protection. 

 

Keywords: IoT, personal safety, GPS tracking, ESP8266, GSM, geofencing, SOS alert, wearable device, and 

women's safety. 

 

I.INTRODUCTION 

 

In today's world, keeping women and children safe is a big problem. The need for automated safety solutions 

is clear because of urbanisation, travel risks, worries about child safety, harassment incidents, and slow 

emergency response systems. Old-fashioned safety measures like phone calls, manual check-ins, and basic 
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trackers are reactive and often fail when the user can't respond on their own. 

 

Smart wearable safety devices can now provide continuous monitoring and real-time emergency alerts thanks 

to the growth of the Internet of Things (IoT), GPS positioning, embedded electronics, and mobile 

communication networks. These systems make it less necessary for people to be in charge and provide 

protection ahead of time. 

 

The suggested SentinelTag system is a small, wearable device that combines GPS tracking, GSM 

communication, sound and vibration sensing, SOS manual activation, cloud connectivity, and smart firmware 

logic. The GPS module keeps track of the user's location all the time, and geofencing logic finds when someone 

crosses a boundary. The GSM module sends out emergency alerts, and IoT dashboards let guardians keep an 

eye on the user from afar. 

 

When the user can't turn on alerts themselves, passive distress detection with sound and vibration sensors adds 

an extra layer of safety. The device runs on a rechargeable lithium battery with BMS protection and is made to 

be used every day on the go. 

 

Using modern IoT technology, the system provides a cheap, reliable, and scalable way to improve personal 

safety. 

  

II. RELATED WORK 

 

A number of researchers have suggested safety tracking systems for women and children that use GPS and 

GSM. The first systems mostly let people share their location and send SOS messages by hand. These systems 

made things easier to see, but they didn't have automation or contextual intelligence. 

 

Recent wearable IoT safety devices added panic buttons, live dashboards, and the ability to work with mobile 

apps. Some systems used geofencing to find out when users went outside of safe areas. 

 

Advanced studies looked into how to automatically find emergencies like falls, screams, or assaults by using 

sound sensors, accelerometers, and vibration sensors. Battery management systems and small embedded 

designs made things even easier to use. 

 

But a lot of the solutions that are already out there are still too expensive, need a smartphone, are too big, or 

don't have multi-layered emergency intelligence. This is what led to the creation of the proposed SentinelTag 

system, which combines low cost, automation, geospatial intelligence, and the ability to detect emergencies 

with multiple sensors. 

 

III. METHODOLOGY 
The proposed system uses a structured method for reliable safety monitoring and responding to emergencies. 

A. Looking at the needs: 
Researchers looked into safety issues for women and children, such as delayed alerts and not being able to track 

them in real time. 

B. Design of the hardware: 
We chose parts like the ESP8266, GPS module, GSM SIM800L, OLED display, sensors, battery, and BMS. 

C. Putting together sensors: 
For safety detection from more than one source, GPS, sound sensor, vibration sensor, and SOS button were all 

linked together. 

D. Developing Firmware: 
Using C/C++ in Arduino IDE, we made programs to handle sensors, geofencing logic, alerts, and 

communication with the cloud. 

E. Putting Alert Logic into Action: 
Geofence violations, manual SOS activation, or sensors acting strangely can all set off emergency alerts. 

F. Communication and Cloud Monitoring: 
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GSM sends SMS alerts, and IoT cloud dashboards get live data sent to them. 

G. Testing and validation: 
We tested the device's GPS accuracy, response time, ability to communicate, battery life, and ability to monitor 

in real time. 

 

IV. SYSTEM ARCHITECTURE  

 

The SentinelTag system is made up of four layers: sensing, processing, communication, and user feedback. The 

sensing layer has a Neo-6M GPS receiver that can track your location in real time, a sound sensor that can find 

strange sounds, a vibration sensor that can find impacts, and a push-button SOS trigger that can be used to start 

an emergency manually. 

 

The processing layer is made up of the ESP8266 microcontroller, which constantly gets sensor data, processes 

coordinates, checks geofence boundaries, and runs alert logic. It is the brain of the system. 

 

The communication layer uses the SIM800L GSM module to send emergency SMS alerts and Wi-Fi to update 

the IoT cloud dashboard. This lets guardians or emergency contacts keep an eye on the user from afar. 

 

The output layer has an OLED screen that shows the device's status, including the battery level, GPS signal, 

network status, and active alert mode. The TP4056 BMS lithium-ion battery can be charged and used on the 

go. The overall design makes sure that safety monitoring is smart, low-power, wearable, and happens in real 

time. 

A. Overview 

The system keeps an eye on where users are at all times, checks safe boundaries, watches for distress signals, 

and sends out alerts automatically in case of an emergency. It cuts down on response time and makes people 

safer by using proactive automation. 

 

B. Architecture Diagram 

 

C.  
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V.EXPERIMENTAL SETUP 

 

We set up the SentinelTag system to test how well it could track people in real time, how quickly it could 

respond to emergencies, how reliably it could send alerts, and how easy it was to wear. The setup involved 

integrating hardware, programming firmware, testing in the field, and making sure the system worked well in 

real-world situations. 

 

The hardware environment had an ESP8266 microcontroller, a Neo-6M GPS module, a SIM800L GSM 

module, a sound sensor, a vibration sensor, a push-button switch, an OLED display, a lithium-ion battery, a 

TP4056 BMS charging module, and a small, wearable case. The programming language used in the software 

environment was Embedded C/C++ in Arduino IDE. 

 

The device was tested in both indoor and outdoor settings, including campuses, streets, neighbourhoods, and 

walking paths. During tests, the system kept track of GPS coordinates, found geofence boundary violations, 

processed manual SOS presses, sensed strange sound and vibration patterns, and sent alerts through GSM and 

cloud IoT services. 

 

The performance metrics were the accuracy of GPS positioning, the delay in sending SMS messages, the speed 

of cloud updates, the time it takes for the battery to run out, the rate of false alarms, and the stability of the 

system. The results showed that the system does indeed provide reliable real-time personal safety monitoring. 

 

VI.  RESULTS : 

 

The proposed SentinelTag system was able to keep track of locations all the time and send out emergency alerts. 

The GPS module correctly found the user's real-time location and events when they crossed the geofence 

boundary. 

\ 

The GSM module quickly sent SMS alerts with accurate location information to registered contacts. IoT cloud 

monitoring kept track of the device's location and system status in real time. 

 

Sound and vibration sensors were able to pick up on unusual environmental conditions and physical 

disturbances, which improved passive distress coverage. Users could easily see their status on the OLED 

display. 

 

The battery system made it possible to wear the device for a long time without any problems. Overall, the results 

show that the proposed system is reliable, smart, affordable, and very good for making women and children's 

safety better. 
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Result Table 
 

 
VII.CONCLUSION 

 

The SentinelTag: Context-Aware Personal Safety IoT System is a smart and useful way to keep women and 

children safe by using real-time monitoring, emergency automation, and wearable technology. The system 

makes safety response much more efficient by combining GPS tracking, GSM alerts, geofencing, distress 

sensing, and cloud monitoring. 

 

 

The suggested device gets around the problems with traditional manual safety systems by letting them find 

emergencies on their own and communicate quickly. It lowers the stress of carers, makes them more aware of 

their surroundings, and keeps the user safe all the time, even when they can't call for help. 

 

The system is cheap, small, and easy to grow. It can be used in schools, communities, and for personal use on 

a large scale. AI-based anomaly detection, biometric sensors, smart mobile apps, and indoor positioning 

technologies are some of the improvements that could be made in the future. The project shows that wearable 

safety systems that use the Internet of Things can help make society safer in a big way. 
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