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Abstract: Spam detection is an important natural language processing (NLP) task that aims to accurately identify and extract 

relevant text spams from unstructured textual data. However, conventional machine learning approaches often face challenges in 

capturing contextual relationships and semantic dependencies within complex language patterns. This study proposes an 

optimized spam detection framework integrating Bidirectional Encoder Representations from Transformers (BERT) with the 

XGBoost technique. BERT is employed to generate context-aware textual representations, while XGBoost is utilized to improve 

classification and prediction performance through efficient gradient-boosting learning. The proposed BERT-XGBoost model was 

evaluated using standard performance metrics, achieving an accuracy of 96.93%, precision of 96.14%, recall of 90.88%, and F1-

score of 93.43%. Furthermore, the model obtained an excellent ROC-AUC score of 99.50%, demonstrating its strong capability to 

distinguish relevant and irrelevant spams. The obtained results indicate that the combination of deep contextual representations 

from BERT and the robust classification capability of XGBoost provides an effective and accurate approach for spam detection. 

The proposed framework can be applied to various NLP applications requiring reliable extraction and classification of meaningful 

textual spams. 
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I. INTRODUCTION 

With the rapid growth of digital information, a large amount of textual data is generated through social media, online documents, 

healthcare records, news articles, and other digital platforms. Extracting meaningful information from such unstructured text has 

therefore become an important research area in NLP. Spam detection is a fundamental NLP task that identifies specific portions 

or spams of text that contain relevant information, such as entities, events, opinions, relationships, or answer segments. Accurate 

spam detection is essential for information extraction, question answering, text classification, sentiment analysis, and automated 

document understanding [1, 2]. 

Traditional machine learning techniques for spam detection generally depend on manually designed features such as word 

frequency, part-of-speech information, lexical patterns, and contextual keywords. Although these approaches can provide 

satisfactory performance on simple datasets, they often struggle to understand the deeper semantic and contextual relationships 

present in natural language. The emergence of deep learning has significantly improved NLP by enabling models to learn useful 

representations directly from textual data. Among these models, BERT has demonstrated strong performance because it captures 

contextual information by considering both the preceding and following words within a sentence [3]. 

Despite the effectiveness of BERT, its representations can be further improved for specific classification tasks by integrating them 

with an efficient machine learning classifier. XGBoost (Extreme Gradient Boosting) is a powerful ensemble-learning technique 

that provides robust classification performance, handles nonlinear relationships, and can effectively learn from high-dimensional 

feature representations [4, 5]. Therefore, combining BERT's contextual feature extraction capability with XGBoost's optimized 

classification mechanism provides a promising approach for improving spam detection accuracy. 

 

II. SPAM DETECTION 

Spam detection is an important Natural Language Processing (NLP) task that identifies and extracts a specific sequence of words, 

characters, or tokens from a larger text. A detected spam represents a meaningful portion of text associated with a particular 

concept, entity, event, relationship, or answer. Unlike conventional text classification, which assigns a label to an entire sentence 

or document, spam detection focuses on identifying the exact location and boundaries of relevant information within the text [6, 

7]. 

For example, in the sentence “The patient showed significant improvement after treatment,” the spam “significant improvement” 

may be identified as the relevant information. Spam detection can therefore be represented as: 

Modern transformer-based models such as BERT are highly effective for spam detection because they capture contextual 

relationships between words. In the proposed approach, BERT generates contextual representations of the input text, while 

XGBoost uses these representations to classify relevant spams. This combination improves the ability of the system to identify 

meaningful text segments accurately [8]. 
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Importance of Spam Detection 

Spam detection is important because large-scale textual datasets contain valuable information that may be difficult to extract 

manually. Accurate identification of relevant spams helps NLP systems understand what information is important and where it 

occurs within the text. 

The major importance of spam detection includes: 

1. Information Extraction: It identifies specific entities, events, keywords, and relationships from unstructured text.  

2. Question Answering: Spam detection enables a model to locate the exact answer within a document or passage.  

3. Named Entity Recognition: It helps determine the precise boundaries of entities such as persons, organizations, locations, 

and medical terms.  

4. Text Summarization: Relevant spams can be identified to retain the most informative portions of a document.  

5. Sentiment and Opinion Analysis: Spam detection can locate specific phrases expressing positive, negative, or neutral 

opinions.  

6. Biomedical and Healthcare NLP: It can identify important medical concepts, symptoms, treatments, and clinical findings 

from healthcare documents.  

7. Improved Model Interpretability: By showing the exact text spam responsible for prediction, spam detection can make NLP 

models easier to understand and interpret.  

8. Efficient Information Retrieval: Instead of processing an entire document manually, users can directly obtain the relevant 

text segments. 

 

III. PROPOSED METHODOLOGY 

The proposed methodology introduces a hybrid BERT-XGBoost framework for accurate spam detection, in which BERT is used 

for contextual feature extraction and XGBoost is employed for optimized classification. The overall methodology consists of data 

preprocessing, tokenization, contextual feature extraction using BERT, feature preparation, XGBoost-based classification, and 

performance evaluation. 

 

1. Data Collection and Preprocessing 

The textual dataset is initially collected and organized into suitable spam-level samples. The input text is cleaned to remove 

unnecessary characters, duplicate entries, and irrelevant information. The text is then normalized while preserving meaningful 

linguistic information. Each sample is assigned an appropriate label indicating whether the corresponding text spam belongs to 

the target category. The processed dataset is divided into training and testing subsets for model development and evaluation. 

 

2. BERT-Based Text Representation 

After preprocessing, the textual data is passed to the Bidirectional Encoder Representations from Transformers (BERT) model. 

BERT uses a transformer-based architecture to understand the context of words by processing information from both directions. 

Each input sentence is converted into tokens using the BERT tokenizer, and special tokens such as [CLS] and [SEP] are 

incorporated where required. 

The tokenized sequence is represented as: 

𝑋 = {𝑥1, 𝑥2. . . . 𝑥𝑛} 
                                      

where 𝑥𝑖  represents an individual token. BERT transforms these tokens into contextual embeddings: 

 

                                                                                               H = BERT (X) 

 

where H represents the high-dimensional contextual feature representation. These embeddings capture semantic and contextual 

relationships between words and provide informative features for subsequent classification. 

 

3. Feature Extraction and Optimization 

The contextual representations generated by BERT are extracted and transformed into a suitable feature vector for the classifier. 

The extracted features contain information about the semantic meaning and contextual relationships of the input spam. 

Appropriate feature selection or dimensionality handling is performed to provide an efficient representation to the classification 

stage. 

This stage is important because BERT provides rich contextual information, while the subsequent XGBoost model can identify 

complex nonlinear relationships within these representations. 

 

 

4. XGBoost-Based Classification 

The extracted BERT features are provided to the Extreme Gradient Boosting (XGBoost) classifier. XGBoost constructs an 

ensemble of decision trees sequentially, where each new tree attempts to reduce the prediction error of the previous ensemble. 

The objective function can be represented as: 

 
 

The XGBoost classifier predicts whether a given spam belongs to the target class. Its boosting mechanism improves the 

classification process by combining multiple weak decision trees into a strong predictive model. 

 

http://www.jetir.org/


© 2026 JETIR September 2026, Volume 13, Issue 9                                                 www.jetir.org (ISSN-2349-5162) 

 

JETIR2609047 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org a403 
 

 
Figure 1: Flow chart of Methodology 

5. Model Training 

During training, the BERT-derived feature vectors and their corresponding spam labels are provided to XGBoost. The classifier 

learns the relationship between contextual features and spam categories. Hyperparameters such as learning rate, tree depth, 

number of estimators, and subsampling parameters can be optimized to improve generalization and reduce overfitting. 

6. Performance Evaluation 

 

IV. RESULTS 

The figure 2 shows a sample of the spam text dataset used for spam/text classification. The dataset contains two main columns: 

text and spam. The text column contains the actual email or message content, while the spam column represents the 

corresponding class label. In the shown samples, the messages contain suspicious or promotional phrases such as “naturally 

irresistible,” “stock trading gunslinger,” “unbelievable new homes,” and “get software CDs,” indicating unsolicited or 

promotional content. The value 1 in the spam column denotes that the corresponding text is classified as spam. The text displayed 

in the figure is truncated for visualization, while the complete text is used during preprocessing and model training. This dataset is 

subsequently processed using BERT for contextual feature extraction and XGBoost for classification. 

 

 
Figure 2: Dataset 
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Figure 3: Spam vs Ham 

 

Figure 3 illustrates the distribution of spam and ham messages in the dataset. The 0 class represents ham (legitimate) messages, 

while the 1 class represents spam messages. The dataset contains approximately 4,350 ham messages and 1,350 spam messages, 

indicating that legitimate messages are considerably more frequent than spam messages. Thus, the dataset is imbalanced, with 

ham messages forming the majority class. This class distribution should be considered during model training and evaluation to 

ensure that the proposed BERT-XGBoost model does not become biased toward the majority class. 

 

 
Figure 4: Text and processing text 

 

Figure 4 compares the original text column with the corresponding processed_text generated during the data preprocessing stage. 

The original messages contain punctuation, capitalization, and other textual variations, whereas the processed text is normalized 

into a cleaner and more consistent format. As shown in the examples, the text is converted to lowercase, unnecessary punctuation 

and special characters are removed, and the textual content is standardized while retaining its meaningful words. For example, 

“Subject: naturally irresistible your corporate...” is transformed into a normalized form such as “subject naturally irresistible 

corporate...”. This preprocessing reduces noise and prepares the textual data for BERT tokenization and contextual feature 

extraction, thereby improving the quality of the subsequent XGBoost classification. 

 

 
Figure 5: Confusion Matrix 

 

The confusion matrix illustrates the classification performance of the proposed BERT + XGBoost model for distinguishing 

between Ham and Spam messages. The model correctly classified 855 Ham messages and 249 Spam messages, representing the 

true negative and true positive predictions, respectively. Meanwhile, 10 Ham messages were incorrectly classified as Spam, while 

25 Spam messages were incorrectly classified as Ham. Thus, the model correctly classified 1,104 out of 1,139 test samples, 

demonstrating strong overall classification performance. The relatively small number of misclassifications indicates that the 

proposed BERT-XGBoost approach can effectively distinguish legitimate messages from spam messages. 
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Figure 6: Classification Report 

 

 
Figure 7: Output 

 

Figure 7 demonstrates the real-time prediction capability of the proposed BERT + XGBoost model for classifying unseen email 

messages. Two sample emails are provided to the trained model. The first email contains suspicious promotional content, 

including a monetary reward and an urgent request to click a link; however, the model predicts it as Class 0 with 54.69% 

confidence. The second email is a formal research-related message requesting review of an attached paper, and it is also predicted 

as Class 0 with a much higher confidence of 99.71%. These results demonstrate that the trained model can process new textual 

inputs and generate both a predicted class and an associated confidence score. The interpretation of Class 0 as Ham or Spam 

should follow the label encoding used during training, so the exact class meaning should be stated according to the dataset's 

LabelEncoder mapping. 

 

Table 1: Comparison Result 

 Accuracy Precision Recall F1-

score 

Previous LSTM Technique 95% 94% 93% - 

Proposed Technique 96.93% 96.14% 90.88% 93.43% 

 

Table 1 comparison shows that the proposed BERT + XGBoost technique outperforms the previous LSTM-based technique in 

terms of overall accuracy, precision, and F1-score. The proposed approach improves accuracy from 95% to 96.93% and precision 

from 94% to 96.14%. Although the recall of the proposed model is 90.88%, compared with 93% for the LSTM technique, the 

proposed method achieves a strong F1-score of 93.43%, demonstrating a good balance between precision and recall. Overall, the 

results indicate that BERT's contextual representation with XGBoost classification provides improved overall predictive 

performance compared with the previous LSTM approach. 

 

 
Figure 8: Accuracy 

 

94%

95%

96%

97%

98%

Previous LSTM  Technique Proposed Technique

Accuracy

Accuracy

http://www.jetir.org/


© 2026 JETIR September 2026, Volume 13, Issue 9                                                 www.jetir.org (ISSN-2349-5162) 

 

JETIR2609047 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org a406 
 

 
Figure 9: Precision 

 

 
Figure 10: Recall 

 

 
Figure 11: F1-score 

 

V. CONCLUSION 

This study presented an optimized BERT-XGBoost based framework for spam detection to improve the accurate identification 

and classification of relevant text spams from unstructured textual data. The proposed methodology combines the contextual 

feature extraction capability of BERT with the robust classification and optimization capability of XGBoost. BERT effectively 

captures semantic and contextual relationships within the text input, while XGBoost utilizes these representations to perform 

reliable spam classification. The proposed model achieved an accuracy of 96.93%, precision of 96.14%, recall of 90.88%, and F1-

score of 93.43%. Moreover, the ROC-AUC of 99.50% demonstrates excellent discriminative performance. These results confirm 

that the hybrid BERT-XGBoost approach can effectively detect meaningful spams and provide a reliable solution for NLP-based 

information extraction. The proposed framework can be further extended to domain-specific applications such as healthcare, 

question answering, entity recognition, sentiment analysis, and automated information retrieval. Future work can focus on larger 

and more diverse datasets, hyperparameter optimization, multilingual spam detection, and comparison with advanced 

transformer-based architectures to further improve generalization and detection performance. 
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