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Abstract—Personal health record (PHR) 

is an appear patient-centric model of 

health advice exchange, which is often 

source to be stored at a third party, such 

as cloud wage earner. However, there 

have been expansive privacy interest as 

personal health instructions could be 

bare to those third party servers and to 

permitted parties. To encourage the 

patients’ control over approach to their 

own PHRs, it is a promising method to 

encrypt the PHRs before source. Yet, 

affair such as exposure of privacy 

exposure, in key administration 

,bendabls  access, and efficient user 

annulment, , have stay the most 

important dispute toward accomplish 

fine-grained, cryptographically imposed 

data access control. In this paper, we 

suggest a novel patient-centric 

groundwork and a suite of device for 

data access control to PHRs stocked in 

semi trusted servers. To accomplish 

fine-grained and scalable data access 

control for PHRs, we influence 

attribute-based encryption (ABE) 

techniques to encrypt each patient’s 

PHR case. Different from former works 

in safe data source, we focal point on 

the multiple data holder plot, and divide 

the buyer in the PHR system into 

multiple security area of expertise, that 

greatly reduction the key administration 

 

Complicatedness for holders and users. 

A high unit of measurement of patient 

privacy is made certain at the same time 

by misuse multi authority ABE. 

Arrangement allow also enables 

dynamic qualification of access policies 

or file attributes, abutment efficient on-

demand user/attribute abrogation and 

crack-glass access under crisis 

scenarios. Broad analytical and 

exploratory results are bestowed which 

show the safety, scalability, and 

effectiveness of our 

 

proposed scheme. 

 

Keywords—component, formatting, style, 

styling, insert (key words) 

1.INTRODUCTION (HEADING 1) 

a personal health record (PHR) where patients 

share their personal records with the range of 

users like friends and families. personal health 

record allows a patient to manage, create and 

control her personal health record. Many HR 

services are redistribute to by third party service 

providers. While it is exciting to have acceptable 

PHR services for Everyone, there are many 

preservation and penetralia. The main 

involvement is about whether the patients could 

absolutely control the sharing of their conscious 

personal health information (PHI), exclusively 

when they are gathered on a third party assistant 

Which people may not entirely hope. Chiefly, 

each patient is guaranteed the full control of their 
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medical documents. all the security of the patients 

is under personal health record. 

 

2.EASE OF USE 

 

In this paper, we enterprise to study the 

patient-centric, safe allocation of PHRs 

stocked on semi trusted assistant, and focal 

point on send the complex and dispute key 

administration issues. In order to assure the 

personal health data stored on a semi trusted 

assistant. We approve attribute based 

encryption (ABE) as the predominant 

encryption ancient. Using ABE, approach 

policies are articulate based on the attributes 

of users or data, which allow a patient to 

selectively portion her PHR between a set of 

buyer by encrypting the file/data under a set 

of attributes, without the requirements to 

know a complete records of users. The 

complicatedness per encryption, key 

production, and decryption are only confined 

with the sum of attributes complicated. 

However, to merge ABE into a large-scale 

PHR order, valuable issues such as key 

administration scalability, dynamic policy up 

to dates, and effective on-demand abrogation 

are nontrivial to resolve, and remain broadly 

open up-to-date. To this end, we make the 

following main offering: 

 

1. We nominate a novel ABE-based 

foundation for patient-centric protected allocation 

of PHRs in cloud computing atmosphere, under 

the multi holder settings. To location the key 

administration challenges, we idea divide the 

users in the arrangement into two types of 

domains, namely general and private domains 

(PSDs). In particular, the plurality professional 

buyer are trained distribute by attribute power in 

the departed, while each holder of owner only 

needs to administer the keys of a little number of 

users in her private domain. In this way, our 

foundation can at the same time shaft different 

types of PHR allocation functions’ necessity, 

while acquire basic key administration overhead 

for both holders and consumers in the system. In 

adding, the framework accomplish write access 

control, shaft aggressive policy amend, and 

provides break-glass approach to PHRs under 

development plot.  

 

        2. In the public expertise, we use multi 

authority ABE (MA-ABE) to advance the safety 

and prevent key escrow complication. Each 

attribute authority (AA) in it administer a separate 

at joint set that is part of a larger set of consumer 

role attributes, while none of them separate is able 

to control the safety of the entire system. We 

nominate device for key dispersion and encryption 

so that PHR owners can designate illustrate fine-

grained role-established approach policies event 

file encryption. In the personal sphere, holders 

directly allow access advantage for personal users 

and encrypt a PHR case under its information in 

visible form attributes. Furthermore, we improve 

MA-ABE by bring forward an effective and on-

demand user/ attribute abrogation course of 

action, and confirm its security under regular 

security acceptance. In this way, patients have 

filled security control over their PHRs. 

 

          3. We provide a thorough examine of the 

complicatedness and scalability of our projected 

safe PHR exchange solution, in terms of 

diversified metrices in calculation, 

communication or connection, storage /depository 

and key administration. We also analyze our 

course of action to assorted former ones in 

complicatedness, scalability and security. Further-

more, we display the adeptness of our scheme by 

achieve it on a up to date workstation and 

operating experiments/simulations. 

 

                   Correlated with the introductory 

adaptation of this paper, there are many important 

including contributions:  

1) We explain and longer our usage of MA-ABE 

in the community domain, and correctly show 

how and which types of user-defined data 

approach policies are fulfilled. 2) We analyze the 

projected erratic MA-ABE scheme, and supply a 

established security proof for it. 

 3) We bear out both real-world investigation and 

imitation to judge the accomplishment of the 

projected solution in this paper. 

             

ABE TECHNIQUE 

 

KP –ABE: 

           Its fine grained access control is low, high 

if there is re-encryption technique. 

Its efficiency is average, high for broad cast type 

system and its computational overhead is most of 

computational overheads. 

 
 

 

CP-ABE:  

          Its fine grained access control is average 

realization of complex access control . 
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Its efficiency is average, not efficient for modern 

enterprise environment and its computational 

overhead is average. 

 

HABE: 

          Its fine grained access control is good 

access control. 

Its efficiency is flexible and scalable and also its 

computational overhead is some. 

 

MA ABE: 

          Its fine grained access control . 

Its efficiency is better efficient than others and 

also its computational overhead is lesser. 

 

3.BACKGROUND 

In this section, we are going to current our cloud 

storage copy and the acceptance we had made for 

this paper. 

 

3.1Assumptions 

1. The cloud is a authentic one in the sense that 

cloud assistance jobholders can be only able to 

read the contents and cannot be able to modify it. 

This is a valid acceptance that can be made in 

order to dominance the algorithm good. 

2. users can be adept to read or write or can 

achieve  both the read and write actions on the 

info present in the cloud. 

3. The protected Shell Protocol SSH is recycled to 

advertise between the buyer and the cloud. All the 

communication is via this appropriate contract. 

 

3.2Access Control Policy 

Multi-Authority Attribute based approach policy 

is used in which the info are supply with access 

policy to data holder and users are likely with 

attributes based on which the data are penetrate . 

 

3.3Encryption technique 

Attribute based encryption is used to encrypt or 

encipher the case. In this attribute based 

encryption, the info which are to be accustomed 

protection is encrypted under some access policy 

and then gathered in the cloud. Then the users are 

accustomed with a agreed of aspect and their 

analogous keys. The original data owners who are 

accredited rights to decrypt the data if and only if 

the analogous set of specified multi-attributes 

same with the access policy.In addition to that, we 

shaft the users who are abolish. That is users who 

are not accredited but once upon a time accredited 

must not be able to approach the info. 

 

3.6Data Access 

The info approach can be call in two methods. 

 First, any representative of the association can 

approach the Info provided to the cloud. 

Second, unapproved and abolish users cannot 

advance approach to the data of the cloud assets. 

 

4. OUR PROPOSED SCHEME 

4.1Main Idea 

The Personal Health Records are continue in a 

data assistant under the cloud atmosphere. A 

novel groundwork of safe distribution of personal 

health records has been projected in this paper. 

community and Personal approach replica are 

construct with security and secrecy empower 

instrument. The groundwork number the different 

objection brought by different PHR owners and 

buyers, in that the complication of key 

administration is greatly decreased. The attribute-

based encryption model is augment to abutment 

actions with MAABE. The arrangement is 

enhanced to support aggresive policy 

administration model. Thus, Personal Health 

Records are continue with security and secrecy.  

 

4.2Scheme Description 

This section characterize the step by step action of 

application of each and every piece of the 

algorithm. 

MD5 ALGORITHM 

The MD5 message-brief algorithm is a broadly 

used cryptographic hash function that generate a 

128-bit (16-byte) hash value. MD5 has been apply 

in a wide difference of security function and is 

also usually used to analysis data integrity. MD5 

was planned by Ron Rivest in 1991 to change an 

earlier hash function, MD4. An MD5 hash value 

is commonly articulate as a hexadecimal number, 

32 digits long  

          Still, it has after all been shown that MD5 is 

not collision resistant; as such, MD5 is not 

appropriate for applications like SSL certificates 

or digital signatures that await on this property. In 

1996, a imperfection was construct with the 

design of MD5, and although it was not a 

apparently lethal weakness, cryptographers began 

approve the use of other algorithms, such as SHA-

1—which has after all been found to be accessible 

as well. 

SECURITY 

The preservation of the MD5 hash 

function is acutely negotiate. A collision attack 

exists that can asset collisions within seconds on a 

computer with a 2.6 GHz Pentium 4. more, there 

is also a chosen-prefix collision barrage that can 
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goods a collision for two conscript forthwith 

disparate inputs within hours, accepting off-the-

shelf estimate hardware. These hash and collision 

barrage have been determine in the public in 

assorted position, containing colliding archive 

files and arithmetic authentication. 

 

4.3System Initialization 

The authority is accountable for the system 

initialization. 

1. authority creates a expert key 

2. This Master key is used to approach the data. 

 

User revocation. 

Here, we consider abrogation of a data editor or 

her attributes/access advantage. There are many  

possible cases: 

1. Revocation of one or more act aspect of a 

public sphere buyer; 

2 . Revocation of a public sphere user which is 

similar to abolish all of that user's aspects. the 

assistant to improve ability. 

3. Revocation of a private realm user's access 

advantages 

1. The file is created by the authority. 

      2. Once the data is build, a file id is created. 

3.Revocation of a personal rule user. These can be 

start through the PHR owner's applicant  operation  

in a same way. 

4.4User Registration 

1. The new consumer are recorded in the cloud. 

2. Once the consumer gets the registration letter to 

the cloud, the cloud transfer a personal key to the 

user 

3. This personal key is combine with a decided of 

aspect. 

4. The single consumers can only decrypt the data 

if and only if the corresponding set of aspects 

matches with the approach Policy. 

 

4.5 Write access control. 

avert the unapproved subscriber to acquisition 

write-approach to holders PHRs, while the 

authentic subscriber should access the server with 

responsibility. 

File Storing 

1. The file which is build is encipher using 

attribute based encryption. 

2. The cipher-text is stocked in the cloud 

3. Also with the cipher-text, the file id, the group 

id, and a association sign is stocked. 

 
 

 

4.6 File Read Access 

1. To read the info file in the cloud, the personal 

key of the consumer is used. 

2. This personal key is started and build by the 

cloud all along user certification. 

3. Using this personal key, the user can decipher 

the files stocked in the cloud. 

4. Before that, the cloud analysis for the 

annulment list. 

5. The user id must not be current in the 

annulment list. 

6. If the user id is current in the list, then the 

consumer is not accepted to read the info file in 

the cloud. The user is studied as an unapproved 

user. 

7. Else the user is accepted to approach and read 

the cloud. 

The consumers can only decrypt the data if and 

only if the corresponding set of aspects matches 

with the approach policy. 

 

5.CONCLUSION 

It is achieve that the Scalable and protected 

sharing of personal health records site works 

together and content the end consumers. The 

website is tested very well and content mistake are 

correctly unscramble. The operation is at the same 

time penetrate from more than one order. 

Concurrent login from more than one place is 

approved.  

 

This arrangement is user friendly so everyone can 

use calmly. Proper characters is support. The end 

consumer can calmly understand how the entire 

system is achieve by going over the characters. 

The system is approved, achieve and the 

accomplishment is found to be adequate. All 

necessary output is achieve. Thus, the activity is 

completed favorably. 

 

Further augmentation can be made to the use, so 

that the use operations very appealing and 

beneficial manner than the current one. The speed 

of the action evolve into more plenty now. 

 
 

 

 

 

 

 

 

 

 

 

 

 

http://www.jetir.org/


© 2019 JETIR  March 2019, Volume 6, Issue 3                                                  www.jetir.org  (ISSN-2349-5162) 

 

JETIRAQ06016 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 81 
 

                            6.  REFERENCES 

[1] Sahai and B. Waters. “Fuzzy Identity Based 

Encryption.”, In Advances in Cryptology – 

Eurocrypt, volume 3494 of LNCS, pages 457–

473. Springer, 2005. 

 [2] Li, M., Lou,W., Ren, K., “ Data security and 

privacy in wireless body area networks”, IEEE 

Wireless Communications Magazine 

(February 2010).  

[3] M. Li, S. Yu, K. Ren, and W. Lou, “Securing 

Personal Health Records in Cloud Computing: 

Patient-Centric and Fine-Grained Data Access 

Control in Multi-Owner Settings”, Proc. Sixth 

Int‟l ICST Conf. Security and Privacy in 

Comm. Networks (SecureComm ‟10),pp. 89-

106, Sept. 2010. 

[4]  V. Goyal, O. Pandey, A. Sahai, and B. 

Waters, “Attribute-Based Encryption for Fine-

Grained Access Control of Encrypted Data,”Proc. 

13th ACM Conf. Computer and Comm. Security 

(CCS ‟06),pp. 89-98, 2006. [5] Ming LiShucheng 

Yu, Yao Zheng,Kui Ren, and Wenjing Lou, 

“Scalable and Secure Sharing of Personal Health 

Records in Cloud Computing Using Attribute-

Based Encryption”, IEEE transactions on parallel 

and distributed systems, vol. 24, no. 1, january 

2013. 

 [6] Y. Zheng, “Privacy-Preserving Personal 

Health Record System Using Attribute-Based 

Encryption”, master‟s thesis, Worcester 

Polytechnic Inst., 2011. 

 [7] L. Ibraimi, M. Petkovic, S. Nikova, P. Hartel, 

and W. Jonker, “Ciphertext-Policy Attribute-

Based Threshold Decryption with Flexible 

Delegation and Revocation of User Attributes”, 

2009.  

[8] S. Yu, C. Wang, K. Ren, and W. Lou, 

“Attribute Based Data Sharing with Attribute 

Revocation,” Proc. Fifth ACM Symp. 

Information, Computer and Comm. Security 

(ASIACCS ‟10), 2010.  

[9] S. Narayan, M. Gagne´, and R. Safavi-Naini, 

“Privacy Preserving EHR System Using 

Attribute-Based Infrastructure”, Proc. ACM 

Cloud Computing Security Workshop (CCSW 

‟10), pp. 47-52, 2010. 

 [10] J. Bethencourt, A. Sahai, and B. Waters, 

“Ciphertext-Policy Attribute-Based Encryption”, 

Proc. IEEE Symp. Security and Privacy (SP ‟07), 

pp. 321-334, 2007. 

 [11] Q.Wang et al.,“ Enabling Public 

Verifiability and Data Dynamics for Storage 

Security in Cloud Computing,”  Proc. ESORICS 

„ 09, Sept. 2009, pp. 355– 70. 

http://www.jetir.org/

