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Abstract:  Data confidentiality has become a major hitch with the growth of cloud computing. An efficient technique to insert 

data in the encrypted domain is Reversible Data Hiding in Encrypted Images(RDHEI).Immense  data embedding cannot be done in 

a reversible manner with the present methods In this paper, a new method of reversible data hiding in encrypted images using 

MSB (most significant bit) prediction has been proposed. For the reconstruction of actual image without any errors in the process 

of decryption, the to-be-inserted message was adapted. MSB values of some pixels are used to emphasize the prediction errors and 

the bits  of the secret message replaces remaining values.  

 

Index Terms: Image encryption, decryption, image security, reversible data hiding, and MSB prediction. 

I. INTRODUCTION 

Reversible data hiding (RDH) is a method to obscure secret data in a signal (e.g. an image).The actual image reconstruction is  also 

of major concern  in stringent areas, like the military or the medical world, where image distortion may have a serious impact. 

In 2003, difference expansion data hiding [9] was proposed by Tians that includes computation of all the differences between two 

adjacent pixels and the difference expansion (DE) and additional data embedding were made by choosing some of these 

differences. Also, histogram modification based methods have also been described. Histogram exploitation as per the grayscale 

values [5] and utilization of statistical data [10] were proposed. In [5], Ni et al. the occurrences calculation of all pixel values was 

used for the cover image in histogram generation. The modification of pixels between peak point and zero point are modified 

during the phase of data hiding. The secret message is hidden by the peak point pixels. Instead of embedding the secret message in 

the original image, it was done using residual images’ histogram by Tsai et al.. [10]. 

Reversible data hiding in encrypted image (RDHEI) is an effective method for embedding data in the encrypted domain even 

though the original image content is not known. After the extraction of the message, The actual image reconstruction must be 

feasible with minimum errors after message extraction by means of the encryption key. The trade-off between the embedding 

capacity (in bpp) and the image reconstruction quality (in terms of PSNR or SSIM) needs to be improvised. There were methods 

proposed to prevail over this problem.  

In earlier work, Puech et al. proposed that the original image reconstruction with no errors can be made possible through the analysis 

of local standard deviation done on the encrypted image in the decryption phase[6]. The embedding rate achieved was 1 bit for 16 

pixels. Initially, the image encryption is made through AES. Then each block is embedded with one bit of the message by random 

selection of position. Zhang [4] suggested compression of portion of the encrypted image and free space utilization as shown in figure 

1(a)  to obscure secret data. This method is distinct since the message extraction can be made independent of the image decryption. Ma 

et al. proposed the first RRBE method [4] as shown in figure 1(b). They used a histogram shifting method was applied on the clear 

image for releasing the space. The replacement of some LSB values with the bits of secret message was done after the encryption 

phase. Zhang et al. evaluated the prediction errors (PE) of some pixels and utilized PE-histogram shifting method earlier than image 

encryption [3]. Wu and Sun illustrated two schemes [2]. The first one is the same as that of Zhan gin[4].The second scheme is distinct. 

MSB substitution is used to hide the bits. During the decoding phase, the data hiding key serve for secret data extraction and the 

original image reconstructed was made through a median filter imposed on the watermarked image 

                               
                                       Figure 1(a): Vacating Room after Encryption (VRAE)                             
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                                                       Figure 1(b): Reserving Room before Encryption (RRBE) 

The existing methods almost not succeeded with combination of high payload insertion and high image quality. But, some of them 

could not achieve infinite value of PSNR, but are treated as reversible. In [4], the high payload (0.5 bpp)can be achieved, but the 

image reconstruction quality is considerable (PSNR 40 dB).Moreover, other methods, such as Wu and Sun, proposed 

has“high”embeddingcapacity,butonly0.1563 bit per pixel are embedded at most[2]. 

In most cases, the methods based on prediction error analysis (PE) or histogram shifting, the LSB (least significant bit) values of 

certain pixels hide bits of the confidential message. But it is complex to detect the presence of watermark in an encrypted image. 

Actually, the pixel values are pseudo-randomly generated in an encrypted image. Therefore there exists no correlation between 

adjacent pixels. Hence in this paper the MSB values are watermarked instead of the LSB values. Confidentiality remains almost the 

same with this approach and, during the process of decryption; the prediction could be easier to obtain than those of the LSB. 

II. PROPOSED METHOD (RDHEI)  

In this section, global scheme of our proposed method of separable reversible data hiding in the encrypted domain is 

introduced. Embedding of the secret message is done with the aid of MSB substitution. As the values of 

this includes replaced MSB are lost during the data hiding phase, it is vital to predict them with no errors during the phase of 

decryption. In the second section, two possible methods are presented in detail by considering the constraints of entire reversibility 

(PSNR +∞) or the maximum capacity (around 0.5bpp) into account. In the first approach 0.5 bit per pixel was embedded, can 

be referred as high-capacity reversible data hiding approach with correction of prediction errors (CPE-HCRDH). 

The second approach of original image reconstruction is done by adapting the confidential message and can be termed as high 

capacity reversible data hiding approach with embedded prediction errors (EPE-HCRDH). 
The encoding section has three essential steps, the MSB prediction error detection, the joint MSB error consideration and 

encryption, and the data hiding by MSB substitution. The main intention of the proposed method is that an original image I, 

with m×n pixels can be encrypted by the usage of a secret key Se. Message can be embedded with the usage of a data hiding key 

Sw, even though Se is unknown. This process results in a marked encrypted image   that has equal dimension as 

the original image, as shown in the figure 2. 

 
                         Figure 2: Overview of the general encoding method 

1) Prediction error detection 

1).The current pixel u(g,h) with 0≤g<a and 0≤h<b is considered, and  inv(g,h) =(u(g,h)+128)mod 256 is its inverse value. In 

between the two values there is a difference equal to 128, original value of u(g,h)  has correspondence to 

inverse value , however with the incorrect MSB value. 

2).The value pred (g, h) is computed from the neighbors of u (g, h)  scanned previously  and is used as the predictor while 

decryption. 

3)The absolute variation between pred (g, h) and u (g, h) and between pred(g, h) and inv(g, h) is  calculated and the results  ∆ and 

∆inv are noted as per the equations (1) & (2) : 

∆ = |pred (g, h) – u (g, h)|  ----- (1) 

         ∆inv=|pred (g, h) −inv (g,h)|  ----- (2) 

 4)If  ∆ < ∆inv, prediction error is negligible  as the original value of u(g, h) and its predictor are nearer  compared to the inverse 

value. In case of an error, this information is stored  into an error location binary map. 

 

 

. 
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2) Image encryption 
To make the originall image I unreadable, the encryption is done using the encryption key Se = (c, y0). The parameters of a chaotic 

generator are the key elements, based  on the Piecewise Linear Chaotic Map. Pseudo-random bytes sequence q(g,h) is obtained 

using  this chaotic generator and the encrypted pixels pen(g,h) can be computed by  exclusive-or (XOR) operationas shown in the 

figure 3: 

pen(g,h)= q(g, h) ⊕ u(g, h).   ------- (3) 

  A clear image without any modification is obtained in the encryption phase as the phase is totally reversible with no overflow. 

There is  possibility of  generation of a pseudo-random sequence  using chaotic generator with cryptographically secure pseudo 

random number generator (CSPRNG), or AES algorithm can be implemented in OFB mode. 

 

 
                                          Figure 3: Encryption Step 

3) Embedding of the error location map 

Before the embedding step, the encrypted image is adapted to avoid prediction errors. It is possible to identify all the errors 

using the error map. The encrypted image is partioned into blocks of eight pixels. The  encrypted image is scanned block by block 

and if there exists at least one error in a block, it is surrounded  by two flags (beginning and end flag) : all the MSB values are 

substituted  in the previous and following blocks by 1. In the current block, we replace the MSB value of a pixel by 1 if there is an 

error or otherwise by 0 (Figure 4). If there is no error in a block, the MSB of each pixel is pseudo-randomly substituted  by 0 or 1. 

 

 

   Figure 4: Building an error map and prediction error highlighting 

4) Data embedding  

The scanning of the encrypted image pixels are done from left to right, then from top to bottom and the substitution of MSB 

of each pixel is made with  half of  the bit ds , with 0 ≤ S< a* b, of the secret message: 

pew(g,h)=ds×128+(pen(g,h)mod128)   ------ (4) 
5) Data extraction and image recovery 

For the decryption phase, the secret message is extracted and the clear image I’ is reconstructed separately. The image I’ may 

also be exactly like the original image I itself.  The three feasible outcomes are: 

1) Recipient with only data hiding key Sw, 

2) Recipient with only encryption key Se, 

3) Recipient with  both keys.  

An overview of the decryption phase is shown in the figure 5: 

              
                                     Figure 5: Overview of decryption phase 

In case of the recipient with data hiding key, the scanning of pixels in the marked encrypted image is made in a scan line order and 

the extraction of MSB of each pixel is made to get the encrypted secret message ds=penw(g,h)/128,Where 0≤S<a*b, refers to the 

extracted bit index in the message. 

Then, the corresponding plaintext is obtained with  the  data hiding key Sw,. 

In the second case of the recipient having only Se, the image I’ can be reconstructed earlier than hiding and encryption mentioned 

as follows: 

1) The encryption key Se is used to obtain the sequence q (g, h), with a×b pseudo-random bytes. 
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2) Scanning of the pixels of the marked encrypted image is made  in a scan line order and  the seven LSB values of 

every pixel are retrieved by XOR operation of the marked encrypted value  penw(g,h) with  associated binary sequence 

q(g,h) within the pseudo-random stream 

   ------ (5) where ⊕ represents XOR operation 
3) MSB value is predicted as:  

The value of the predictor pred (g, h) can be computed from the previously decrypted values of adjacent pixels.  

The pixel value is considered with MSB as  0 and with MSB  as  1 and  the variations between those values and pred (g, h) are 

computed according to the equation 6 and those values are taken as ∆0 and ∆1  

 

  ------ (6) 

 The smallest variation between ∆0 and ∆1 as shown in the equation 7 furnishes the searched pixel value: 

  ------- (7) 

CPE-HCRDH approachIn the CPE-HCRDH approach (high-capacity reversible data hiding approach with correction of 

prediction errors), we first pre-process the original image to avoid all the prediction errors so as to be able to reconstruct the 

image during the decryption step. After this method, we can encrypt the pre-processed image with no issues. During the 

embedding section, all the pixels of the encrypted image are marked with one little bit of the message. Using this approach, we 

got a maximal payload, adequate half bpp. 

 1) Predictor:  Previous pixels values are used to predict the value of this pixel as per the equation 8. For this approach (except        

for the first row and also the first column)  the average of the left  and the top pixels as a predictor pred (g, h) is considered: 

   --------- (8) 

Indeed, using the average value as a predictor mitigates the to-be-performed pixel modification when there is an 

error, particularly when there's a large difference between this pixel value and one amongst its neighboring values. 

2) Image pre-processing: Once the prediction error detection is finished,  the original image I is then preprocessed so as to get an 

image I’ with no prediction errors. For every problematic pixel, the amplitude of the error is observed and the value of minimal 

pixel alteration  is computed necessarily to avoid this error. 

|pred (g, h) −u (g, h)| < 64 

If ∆ ≥ ∆inv, there is an error and the value of the current pixel u (g, h) is to be modified as 

pred(g,h)−u(g,h) < u(g,h) + 128−pred(g,h). 

By developing this expression, we obtain: 

u (g, h) > pred (g, h)−64. 

 
                                      Figure 6: CPREDCH encoding approach                     

Algorithm: 

Require: Original  

Ensure: Pre-Processed  

for  

 for  

 

 

 

 

if  

                        Special processing; 

else  

 
end if  
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If then 

If then  

 
                               else 

 

 + 63  

end if  

 else 

 
                       end if 

                end for  

 end for 
3) Data extraction and image recovery:  

The marked encrypted image is scanned and each pixel’s MSB can be extracted during the decoding phase. In the same way the 

pre-processed image can be reconstructed without any alteration. The marked encrypted image is decrypted to get the seven less 

significant bits and then the MSB value is predicted. The reconstructed image is very closer to the original one.  
EPE-HCRDH approach  

In the EPE-HCRDH approach as shoen in figure 7 (high-capacity reversible data hiding approach with embedded prediction     

errors) the original image can be reconstructed. The payload could decrease a little in this method due to the error location  

information  storage. To highlight the prediction errors, the to-be-inserted information is adapted according to the error location 

binary map, and implemented during the phase of prediction error detection. Then, the original image is encrypted followed by 

embedding of the error location information in the encrypted image. In data hiding step, the bits of the secret message in the 

available pixels can only be hidden. At the end of the decoding step, the original image can be reconstructed without any visible 

alteration through the location error information, which is shown by a PSNR tending towards +∞. 
1) Predictor: 

For each pixel, two possible predictors used are: the left pixel u (g, h − 1) and the top pixel u (g−1, h). To select values to be 

considered as a predictor, the absolute difference is calculated with the current pixel u (g, h) and the nearest value is chosen: 

If          

                        then,                       

                   else,                        

 
                              Figure 7: EPEHCRDH approach encoding phase 
2) Embedding of the error location information: 

In prediction error detection phase, the error location binary map stores the location of the prediction errors. Then, the original 

image I is encrypted. Prior to the embedding step, the adaption of encrypted image is made to avoid prediction errors. Then the 

encrypted image is divided into blocks of eight pixels and every block is scanned one after another. If the identification of  at least 

one prediction error in a block is made according to the error location binary map, the current block surrounds two flags by 

replacing the MSB of each pixel in the previous and the next blocks by 1. In the current block, the MSB value of a pixel is 

substituted by 1 in case of prediction error and 0 if no error is detected. In the case where there is no error in the current block, 

then the eight pixels of this block are used for data hiding. If there are errors in two adjacent blocks, the flag which indicates the 

end of the error sequence is shifted until the next block without error. The loss of embedding capacity is also then less important 

since the flags are used for more than one prediction error.  
RESULTS 

For the evaluation of data hiding in encrypted images, the different performance measures which are the number of incorrect 

extracted bits, the payload (i.e. embedding rate) and the reconstructed image quality after data extraction.   

The payload is expressed in bit per pixel (bpp) and is expected to be as large as possible in order to hide the maximum amount of 

information. Statistical analysis is performed in order to test the visual security.The reconstructed image quality is compared 

with  the original one, using two metrics which are peak-signal-to-noise ratio (PSNR) and structural similarity (SSIM). 
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Simulation results:                                                                                                   
 

       
 
(a)                                                    (b)  

           

                                                                                                                                                             

                                           (c)     (d) 

 

 
 

     (e) 

 
     (f) 

 

Figure 8 (a):Original (Cover) image (b) Encrypted image eith hidden data (c) Original image with hidden data after decryption (d) 

Reconstructed image (e) Histograms of original and reconstructed image (f) Performance metrics after simulation 

In this paper, a high capacity reversible data hiding in encrypted images was proposed through MSB prediction along with high 

embedding capacity. Complexity of MSB prediction is less  than LSB prediction in original domain and since image quality 

deterioration within the encrypted domain  is not much a problem so that  high embedding capacity can be obtained. By 

analyzing the original content of the image, the prediction errors are highlighted and error location binary map is prepared. Within 

the CPE-HCRDH approach, the original image is slightly changed so as to avoid all the prediction errors. After that, by   

substituting all  MSB  within the image, it is possible to hide half bit per pixel. In addition to this the reconstructed image quality 

is high (SSIM close to 1, PSNR around 40 dB) as shown in figure 8. The table 1 shows the comparison between the existing and 

proposed methods. 
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S.No Parameter Existing method  Proposed Method  

1 Payload(bpp) 0.2-0.3 0.5 

2 PSNR(dB) Around 30  40 dB 

3 SSIM Around 0.5  0.8 

 

                                Table 1: Comparison between existing method and proposed method 

 

CONCLUSION: 

Thus, by the substitution of  most of the MSB values in the encrypted image, a large message can be hidden and during the 

decryption phase, the original image can be recovered losslessly (PSNR → +∞).The proposed method provides a good security 

level and can be used to preserve the original image content confidentially. 
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