
© 2019 JETIR May 2019, Volume 6, Issue 5         www.jetir.org (ISSN-2349-5162) 

JETIRCS06003 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 11 

Secured Re-Encryption in Un-Reliable Cloud Using File 

Sharing 
Kalpesh Brid, Gopal Bhoi, Viraj Pawar , Prof Sanjeev Dwivedi 

B.E. Student, Department Of Computer Engineering, Vidyalankar Institute of Technology, Mumbai-400037 

Abstract – A key approach for secure cloud computing is for 

data owner to store encrypted data in the cloud, and issue 

decryption key to authorized users. Then when a user is 

revoked, the data will automatically be re-encrypted on the 

cloud to prevent the data from any outside attack. In this the 

data is encrypted and decrypted in a flow. We have also 

done the data file sharing and group sharing in this project so 

data can be shared to valid users at the same time. 
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I. INTRODUCTION

Cloud infrastructures can be unevenly categorized 

as either private or public as shown in figure 1. In a private 

cloud, the infrastructure is handled and owned by the 

customer and located on-premiss (i.e., in the customers 

region of control). In particular, this means that access to 

customer data is under its control and is only granted to 

parties it trusts. In a public cloud the infrastructure is owned 

and managed by a cloud service provider. This means that 

customer data is outside its control and could possibly be 

granted to untrusted parties. A key approach to secure cloud 

computing is for the data owner to store encrypted data in 

the cloud, and issue decryption keys to official users. Then, 

when a user is repealed, the data owner will issue re- 

encryption commands to the cloud to re-encrypt the data, to 

prevent the revoked user from decrypting the data, and to 

generate new decryption keys to legal users, so that they can 

endure to access the data. However, since a cloud computing 

environment is confined of many cloud servers, such 

commands may not be received and executed by all of the 

cloud servers due to erratic network communications. 

The use of cloud computing is progressively popular due to 

the possible cost savings from subcontracting data to the 

cloud service provider (CSP). One technique to defend the 

data from a possible untrusted CSP is for the data owner to 

encrypt the subcontracting data. Stretchy encryption schemes 

such as attribute based encryption (ABE) can be accepted to 

provide fine grained access control. 

ABE allows data to be encrypted using an entry structure 

comprised of different attributes. Instead of particular 

decryption keys for specific files, users are issued attribute 

keys. Users must have the essential attributes that fulfil the 

access structure in order to decrypt a file. For example, a file 

encrypted using the access structure {(α1 ∧ α2) ∨  α3} 

means that either a user with attributes α1 and α2, or a user 

with attribute α3, can decrypt the file. 

The key problem of storing encrypted data in the cloud lies 

in withdrawing access rights from users. A user whose 

authorization is withdrawn will still retain the keys issued 

earlier, and thus can still decrypt data in the cloud. A simple 

solution is to let the data owner instantly re-encrypt the data, 

so that the revoked users cannot decrypt the data using their 

old keys, while distributing the new keys to the remaining 

certified users. This solution will lead to a functioning 

blockage, particularly when there are frequent user 

withdrawals. 

An alternative solution is to implement the proxy re- 

encryption (PRE) technique. This approach takes advantage 

of the plentiful resources in a cloud by profuse the cloud to 

re-encrypt data. This approach is also called command- 

driven re-encryption scheme, where cloud servers execute 

re-encryption while getting commands from the data owner. 

However, command-driven re-encryption schemes do not 

consider the fundamental system architecture of the cloud 

environment. A cloud is essentially a large scale distributed 

system where a data owner’s data is replicated over multiple 

servers for high accessibility. As a distributed system, the 

cloud will encounter breakdowns common to such systems, 

such as server crashes and network outages. As a result, re- 

encryption commands sent by the data owner may not 

transmit to all of the servers in a timely fashion, thus 

creating security hazards. 

II. AIM OF PROJECT

 

The aim of the project is to Along with the increasing 

popularity of the Could Computing environments, the 

security issues introduced through adaptation of this 

technology are also increasing. Though Cloud Computing 

offers many benefits, it is vulnerable to attacks. Attackers are 

constantly trying to find ambiguities to attack the cloud 

computing environment. The traditional security 

mechanisms which are used are reconsidered because of 

these cloud computing dispositions. Ability to envision, 

control and study the network links and ports is required to 

confirm security. Hence efficient re-encryption management 

may increase the dependability and the rate of security in 

cloud computing environments. 

 
III. APPLICATION DOMAIN DISCRIPTION

Cloud security is one of the active research areas

and extensive research work has been carried out in recent 

years. A number of effective techniques have been proposed 

by various authors to provide security to cloud data and 

information. This chapter discusses several works done by 

various researchers that deal with cloud data centric security. 
Data security and access control is one of the most 

challenging ongoing research work in cloud computing, 

because of users subcontracting their delicate data to cloud 
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providers. Before choosing different types of 

encryption techniques, it is important to choose 

methods for generating keys. Several authors have 

debated various types of key 

generation techniques and key management. 

 

1. Dai Yuefa, [Dai Yuefa, et al., 2009] examines the 

fundamental issue of distributed computing 

information security. With the examination of 

HDFS architecture the author gets the information 

security necessity of distributed computing and sets 

up a numerical information model for distributed 

computing. At long last, the author assembles an 

information security model for cloud computing. 

The author depicts three levels of security structure 

which incorporates confirmation, encryption and 

quick recuperation of information. Also this work 

comprises of numerical model for information 

security. 

2. Geethu Thomas et al., [Geethu Thomas et al., 

2012] present a Proxy server which goes about as a 

moderate server between the customer framework 

and cloud servers and hinders the interlopers by 

sending the sham information set and by breaking 

down their practices in the systems. In the event 

that the interlopers are found in the substitute 

servers their appeal won't be exchanged to the 

fundamental servers. To diminish the effect of Dos 

(Denial of Service) or Ddos (Distributed Denial of 

Service) the helpful IDS (Intrusion Detection 

System) is presented. 

3. A.Sabeena Parveen et al., [A.Sabeena Parveen et 

al., May 2012] pat a dissociation advance which 

efficiently victuals the data on CSPs with minimum 

encryption. The database directorship second-hand 

around obligation be in third familiar publication 

and the authors hole the billet into one covertness 

levels namely superior isolation tables, medium 

confidentiality tables and low confidentiality 

tables. Slave on confidentiality deliberate, the 

group of encryption varies. The fragmentations are 

discovering to alternative CSPs according to the 

classification level. 

4. Herminder Singh et al., [Herminder Singh et al., 

2010] states that when  adding/updating  hardware 

to the Web Cloud, the complexity will be increased 

and it may affect the performance and also the 

security. Here the authors specify algorithms to 

maintain security and performance during 

expandability. Performance of a cloud is measured 

at three different modes namely Slow Mode, Fast 

mode and Super-Fast Mode and the performance 

results are presented using a graph. 

5. Chittaranjan Hota et al., [Chittaranjan Hota et al., 
2011] addresses a challenging problem using 

capability based access control technique 
that ensures only valid users will access the 
outsourced data and also propose a modified 
Diffie- Hellman key exchange protocol 
between cloud service provider and the user 
for secretly sharing a symmetric key for 
secure data access that alleviates the 
problem of key distribution and 
management at cloud service provider. The 
simulation run and study shows that the 

suggested approach is highly efficient and secure 
under existing security models. The 
implementation of cryptographic algorithm is 
done using Java RMI. The authors propose this 
work to empower the data owner to outsource the 
security enforcement process on the outsourced 
data files. The authors calculate the 
computational complication of public key and 
proposed D-H key. 

6. Cong Wang et al., [Cong Wang et al., 2012] define 

and solve the problem of secure ranked keyword 

search on encrypted data. This proposed algorithm is 

called Ranked Searchable Symmetric Encryption 

(RSSE). This search enhances system usability and 

ensures the file retrieval accuracy. Here the encrypted 

cloud data hosting service involves three different 

entities namely data owner, data user and cloud server. 

For information retrieval, inverted index structure is 

used. It is a widely-used indexing structure that stores 

a list of mappings from keywords to the corresponding 

set of files that contain this keyword, allowing full text 

search. A ranking function is used to calculate 

significance scores of matching files to a given search 

request. The proposed solution confirms that it is 

tougher than previous searchable encryption schemes, 

while correctly realizing the goal of ranked keyword 

search. Extensive experimental results demonstrate the 

effectiveness of the proposed solution. 

7. Saurabh Sharma et al., [Saurabh Sharma et al., Nov 

2013] propose a cryptography technique specifically 

public key infrastructure with dynamic password. This 

proposed paper uses trusted third party leads to the 

establishment of the necessary trust level and provides 

ideal solutions to preserve the confidentiality, integrity 

and authenticity of data and communications. This 

work presents various levels of certificate categories 

like hardware server certificates, software server 

certificates, user certificates and network device 

certificates. The authors also present trusted 64 

environment architecture. The solution presents a 

parallel level of service, available to all concerned 

entities, that realizes a security net through 

associations, within which essential trust is 

maintained. 

8. Ramaswamy Chandramouli et al., [Ramaswamy 
Chandramouli et al., 2013] clarifies that to connect 
with different services in the cloud and to store the 

=information created/transformed by those services, a 

few security capacities are needed. In light of a center 

set of peculiarities in the three basic cloud 

administrations - Infrastructure as a Service (Iaas), 

Platform as a Service (Paas) and Software as a Service 

(Saas), the authors recognize a set of security 

capacities required to practice those features and the 

cryptographic operations they involve. A dissection of 

the normal state of practice of the cryptographic 

operations that give those security abilities uncovers 

that the administration of cryptographic keys 

undertakes an extra unpredictability in cloud situations 

contrasted with big business IT situations because of: 

(a) contrast in possession (between cloud Consumers 

and cloud Providers) and (b) control of foundations on 

which both the Key Management System (KMS) and 

secured assets are found. This report recognizes the 

cryptographic key administration challenges in the 

connection of building results that are generally 
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conveyed to perform those cryptographic 

operations 

IV. ADVANCED ENCRYPTION STANDARD

The Advanced Encryption Standard (AES) 

is a symmetric-key block cipher algorithm. The 

AES has three fixed 128-bit block ciphers with 

cryptographic key sizes of 128, 192 and 256 bits. 

Key size is limitless, whereas the block size 

maximum is 256 bits. The AES design is based on a 

substitution-permutation network (SPN) and does 

not use the Data Encryption Standard (DES) Feistel 

network. 

1. Key Expansions—round keys are derived from

the cipher key using AES key schedule. AES

requires a distinct 128-bit round key block for each

round plus one more.

2. Initial Round

a. Add Round Key—each byte of the state is

combined with a block of the round key using

bitwise xor.

3. Rounds

a. Sub Bytes—a non-linear substitution step where

each byte is replaced with another according to a

lookup table.

b. Shift Rows—a transposition step where the last

three rows of the state are shifted cyclically a

certain number of steps.

c. Mix Columns—a mixing operation which

operates on the columns of the state, combining the

four bytes in each column.

d. Add Round Key

4. Final Round (no Mix Columns)

a. Sub Bytes

b. Shift Rows

c. Add Round Key.

V. BLOWFISH ALGORITHM

Blowfish is a symmetric block encryption

algorithm designed in consideration with,

Fast: It encrypts data on large 32-bit 

microprocessors at a rate of 26 clock cycles per byte. 

Compact: It can run in less than 5K of memory. 

Simple: It uses addition, XOR, lookup table with 

32-bit operands.

Secure: The key length is variable, it can be in the 

range of 32~448 bits: default 128 bits key length. 

It is suitable for applications where the key does not 

change often, like communication link or an automatic 

file encrypt .. 

VI. DISCRIPTION OF ALGORITHM

Blowfish symmetric block cipher algorithm encrypts block 

data of 64-bits at a time.it will follows the feistel network 

and this algorithm is divided into two parts. 

1. Key-expansion

2. Data Encryption

Key-expansion: 
It will convert a key of at most 448 bits into several sub key 

arrays totaling 4168 bytes. Blowfish uses large number of 

sub keys. 

These keys are generate earlier to any data 

encryption or decryption. 

The p-array consists of 18, 32-bit sub keys: 

P1,P2, ................ ,P18 

Four 32-bit S-Boxes consists of 256 entries 

each: 

S1,0, S1,1, ............. S1,255 

S2,0, S2,1, .............. S2,255 

S3,0, S3,1, .............. S3,255 

S4,0, S4,1, ............. S4,255 

GENERATING THE SUB KEYS 

The sub keys are calculated using the Blowfish algorithm: 

1. Initialize first the P-array and then the four S-boxes, in

order, with a fixed string. This string consists of the

hexadecimal digits of pi (less the initial 3): P1 =

0x243f6a88, P2 = 0x85a308d3, P3 = 0x13198a2e, P4 =

0x03707344, etc.

2. XOR P1 with the first 32 bits of the key, XOR P2 with

the second 32-bits of the key, and so on for all bits of the

key (probably up to P14). Repeatedly cycle through the

key bits until the entire P-array has been XO Red with key

bits. (For every short key, there is at least one equivalent

longer key; for example, if A is a 64-bit key, then AA,

AAA, etc., are correspondent keys.)

3. Encrypt the all-zero string with the Blowfish algorithm, using

the sub keys described in steps (1) and (2).

4. Change P1 and P2 with the result of step (3).

5. Encrypt the result of step (3) using the Blowfish algorithm with

the modified sub keys.

6. Replace P3 and P4 with the result of step (5).

7. Continue the process, changing all entries of the P array, and

then all four S-boxes in order, with the output of the continuously

changing Blowfish algorithm.
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In total, 521 iterations are required to generate all required 

sub keys. Applications can store the sub keys rather than 

execute this derivation process multiple times. 

DATA ENCRYPTION 

It is having a function to iterate 16 times of network. Each 

round consists of key-dependent permutation and a key and 

data-dependent substitution. All operations are XORs and 

additions on 32-bit words. The only additional operations are 

four indexed array data lookup tables for each round. 

---------------------------------------------------- 

Algorithm: Blowfish Encryption 

-------------------------------------------------- 

Divide x into two 32-bit halves: xL, xR 

For i = 1to 16: 

xL = XL XOR Pi 

xR = F(XL) XOR xR 

Swap XL and xR 

Swap XL and xR (Undo the last 

swap.) 

xR = xR XOR P17 

xL = xL XOR P18 

Recombine xL and xR 

SECURE CLOUD DATA AND APPLICATIONS 

What is cloud? In general, the cloud is the concept of 

remotely hosted IT services, termed cloud application, 

provided by a cloud supplier. The suppliers are called cloud 

providers. Typical cloud application given by cloud 

providers include emails, calendar, documents, online 

storage and more. Some of today’s well known cloud 

providers include companies such as Amazon, Google, 

Intuit, Microsoft etc. A selection of top cloud application in 

the market today include cloud drive, Google apps for 

business, Skype, Quick base and Box business. 

VI. CONCLUSION

In cloud computing, security is an important step in quality 

of service. To keep the sensitivity and trustworthy user data 

confidential against untrusted servers several re-encryption 

techniques are used. Re-encryption has captured a lot of 

concern due to the delegation function of decryption. Re- 

encryption is an essential technique as many real time 

application and many big and small ventures relay on cloud 

based storage for storing the important data. 
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