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Abstract:  This paper focuses on implementing Sclera Vein Recognition as a measure of biometric security followed by 

application of Global System Mobile (GSM) Technology. GSM technology is used to send OTP to the registered person’s mobile 

phone via SMS. This system is being implemented using Raspberry Pi, hence making it convenient for real time application. 

Sclera being a unique identification trait for every individual forms a compatible match with respect to biometric implementation. 

Further, to improve the matching speed in real time application, we have introduced Orb detector and Brute force matching 

method. The experimental result shows that the productivity of our proposed two stage matching method is not only efficient but 

also pragmatic. 

 

Index Terms – Sclera Vein Recognition, Brute force Matching, Orb detector, real time application, feature enhancement, 

pattern recognition, security system 

I. INTRODUCTION 

Every human has a unique pattern or behavioral trait which distinguishes them from other individuals. In the field of applied 

science, such biological data are subjected to statistical analysis for human identification technique. Biometric devices use 

characteristics like fingerprint, iris recognition, face recognition etc. for security purpose. [1] The fast growing technology in Image 

processing and Pattern recognition has led to an upsurge to deliver reliable authentication. Sclera Vein Recognition technique has 

been considered one of the accurate measure. This paper briefs a cost effective method of delivering competitive security 

environment using Sclera Vein Recognition and GSM technology. The implementation of the experimental model is done using pi 

camera followed by Raspberry pi B+ with Raspbian, Python, Open CV and MySQL. Integration of Image processing techniques 

like thinning, threshold value, dilation etc. have been done to manipulate the data into a feasible outcome. The assumption is 

considered based on the principle factor that the template should match with the image in the previously stored database. Further, 

an OTP will be sent to ensure the stable security system. [2] 

II. IMPLEMENTATION OF SOFTWARE TECHNIQUE 

     The whole project is based on implementing sclera veins pattern as a biometric data.  The approach for design is categorized 

such that once the image is being captured, the original image is then subjected to region of interest i.e. Sclera segmentation 

followed by feature enhancement. Once a reliable pattern is detected, it is reserved for pattern matching.[1] 

 

 

 

 

 

 

 

 

 

 

 

 

                      

                             Fig 1- Software Algorithm 

 

2.1 Region of Interest 

       Sclera segmentation is the first step for analysis of sclera pattern. This can be achieved through GrabCut algorithm.  GrabCut 

algorithm is an image segmentation method using graph cuts. It is used for separating the region of interest from the image by 

elimination of the redundant portion of the image. Grabcut algorithm optimizes a wide variety of low-level computer vision 

problem. 

 

 

2.2 Feature Enhancement 

       The extracted part needs to be manipulated to a feasible recognizable pattern. The segmented region is enhanced by grayscale 

method as it carries the intensity information. The modified image then goes through Canny Edge Detection, hence enhancing the 

edge feature which can be stored as a template. Canny Edge Detector is an edge detector operator that uses a multi-stage 

algorithm to detect a wide range of edges in an image. The process can be achieved in 5 steps. 
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 Gaussian filter is applied in order to smooth out the image. 

 Detection of  the intensity gradient  

 Non-maximum suppression is applied to avoid spurious response to edge detection 

 Application of double threshold 

 Tracking edges by hysteresis followed by suppression of edges that are weak 

         Feature enhancement also includes two additional morphological operation for precision i.e. erosion and dilation. The 

dilation process is performed by laying the structuring element B on the image A and sliding it across the image in a manner 

similar to convolution. Dilation allows objects to expand, thus potentially filling in small holes and connecting disjoint objects. 

It is denoted as A⊕ B. The dilation operation is defined as follows: 

 

                                                                        A ⊕ B = {z𝜖E| (𝐵𝑆) ∩ 𝐴 ≠ ∅}            (1) 

Where A is the original element and B is the structuring element. 

 

 

 

Erosion shrinks objects by etching away (eroding) their boundaries. The erosion process is similar to dilation, but we turn pixels 

to 'white', not 'black'. It is denoted as A Θ B. The Erosion operation is defined as follows: 

 

  A Θ B = {z𝜖E| (𝐵)©𝐴}                      (2) 

Where A is the original element and B is the structuring element. 

 

 

 
Fig 2- Erosion and Dilation 

 

2.3 Pattern Recognition and Matching 

For template recognition and matching, Orb feature detector and Brute force matching methods are used respectively.Orb 

feature detector utilizes oriented FAST detection method followed by rotated BRIEF descriptors. It is preferable for real–time 

application as ORB is comparatively scale and rotation invariant while still employing the very efficient Hamming distance for 

matching. It provides a fast and efficient alternative to Scale-invariant feature transform (SIFT) as well. [6] 

 

Brute Force Matching works on the principle of taking descriptor of one feature in the first set of enrolled image and matches 

with the other features of the second set during verification using distance calculation. The closest one is returned. [7]  

 

                                                
          Fig 3-Pattern Recognition for Verification                                                           Fig 4- Enrolled Image 
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III. IMPLEMENTATION OF HARDWARE 
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           Fig 5-Hardware Algorithm 

 

 

3.1 Raspberry Pi 3 Model B+ 

Raspberry pi 3 Model is the latest generation Raspberry Pi Model. The CPU speed ranges for the following model ranges from 

700 MHz to 1.2GHz and on board memory ranges from 256GB to 1 GB RAM. Since it is an open source, changes can be made 

whenever required. Raspberry Pi has an inbuilt Wi-Fi Module, hence providing a compatible interfacing option with GSM 

module which serves as a secondary security system. Raspberry Pi operation is conducted by developing the program in Python 

and Open CV environment. [4] 

 

  The implementation of hardware after capturing the image is achieved by successful download of Raspbian, creation of a 

bootable SD card, connecting the essential hardware components, first configuration of the Raspbian O.S. on the command 

module. It is followed by configuration of the internet networking the command module using the LXTerminal. [5] 

 

 
Fig 6- Raspberry Pi B+ Model 3 

 

3.2 Raspberry Pi Camera 

Raspberry Pi Camera is capable of capturing 3280 x 2464 pixel static picture. Camera is configured with Raspberry Pi with the 

help of ribbon cable for storing the image after it is captured. As the camera weighs below 3g, it gives an added advantage for 

convenience and portability. It has a resolution of 8 megapixels and has a fixed focus length onboard. The interfacing is achieved 

by saving the picture as camera.py. The captured image is sent by proper coding in python and stored in SD card for the required 

operation. [4] 
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Fig 7- Pi Camera 

 

 

 
Fig 8- Interfacing between Raspberry Pi and Pi Camera 

 

 

 

3.3 OTP Verification Parameter 

Once the template matches, an OTP is sent to the user on the phone using a cloud communication platform. However, it is 

necessary for the person to register on the cloud communication platform while enrolling. The user is asked for verification three 

times after which it breaks out of the loop, hence providing a full proof security system to avoid intruders. 

 

 

 

IV. EXPERIMENTAL RESULTS 

 

 
Fig 9- Original image 

 

 

 

Fig 10-Grabcut Algorithm 

 

 
Fig 11-Canny Edge Detection 
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Fig 12-Orb Detector and Brute Force Matching 

V. CONCLUSION 

The combination of Sclera Vein Pattern Recognition with GSM Module gives higher recognition accuracy. In case of 

conjunctivitis, the output is not affected as the system concentrates only on the pattern and blurs the background. The whole system 

is portable and cost-efficient. Hence, it can be used as a biometric device for high security system in banks, hospitals or even in 

houses for avoiding intruders.  As this system uses two step security methods, further improvements can be made by decreasing the 

computational time and introducing a feature which allows authentication at an extended distance as well. 
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