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Abstract: Blockchain technology is an invention where digital 
transactions refer to distributed database without the need of third 
party intervention and authentication. In present time several 
organizations in various disciplines are adopting this technology 
which has transparency, integrity, efficiency in cost and time. Its 
unique technology is being adopted in various industries like 
banking, legal, healthcare, rentals, education and many more. The 

intention of this paper is to outline the Blockchain technology and 
its function in various domain. 
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I. INTRODUCTION 

A Blockchain is a chain of blocks of information which are 

hashed and distributed making it more secured and 

transparent. With the advent of hashing in individual block it 

becomes nearly impossible to change or tamper with any of 

the block. If any of the block is changed then the entire 

chain of block becomes invalid because each block stores 
the hash of the previous block, the security mechanism uses 

a term called "Proof of work" which actually slows down 

the creation of new block. If any of the block is tampered, 

then all following blocks needs to be recalculated. The 

security of Blockchain technology comes with the 

combination of hashing and proof of work. But there is 

another technology behind it which makes it unique and that 

is data distribution. It uses P2P rather than a centralized 

server which is more prone for tampering. Every individual 

who joins the network gets a copy of the block chain. If a 

new block is created, then everyone in the network gets a 

copy of the new block and each node verifies that none of 
the block is tampered with and then the new block is added 

to the Blockchain of new node. 

 

In the primitive use of Blockchain, it was first designed by 

Ralph Merkle in 1979. This design of tree structure came to 

be known as Merkle tree where series of records are 

connected with the previous record using hashing such that 

no records is altered and a proof of integrity. 

 

The history of Blockchain started from 1991, when two 

research scientist named Stuart Haber and W. Scott 
Stornetta introduced a computational theory for time 

stamping digital documentation such that it cannot be made 

backdated or tampered. 

 

In 1992, Merkle tree was incorporated by putting several 

digital documents in one block, but however the technology 

went unused.  

 

In 2004, Hal Finney a cryptographic activists introduced a 

system named RPoW which is known as Reusable Proof of 

Work (RPoW) which used non exchangeable hashcash 
based proof of work token and in return creates a RSA based 

signed token that can be transferred from person to person. 

It also consists of a trusted server which users can verify the 

correctness and integrity in real time. It is considered to be 

the early step for crypto currencies. 

 
In 2008, the blockchain was first theoretically 

conceptualized by Satoshi Nakamoto. The design was then 

improved in a significant way using a hash cash like method 

in order to add blocks to the chain without the involvement 

or signed by a trusted party. [1] 

 

In 2008, Satoshi Nakamoto introduced the Blockchain 

technology with bitcoins a digital cryptocurrency. A 

decentralized, peer to peer and electronic cash system. 

Rather than using a hardware trusted computer system, the 

underlying layer of crypto currencies used the Blockchain 

mechanism which practices decentralized, peer to peer 
protocol for verifying transactions. This Blockchain 

technology thus has a secured history of exchanges, uses 

peer to peer network for timestamp as well as verification 

and without the need of third party authority intervention. 

 

On 3rd Jan 2009, bitcoin came to existence using the 

Blockchain technology when the first bitcoin block was 

mined by Satoshi Nakamoto with 50 bit coins The first 

recipients of bitcoin was Hal Finney who received 10 

bitcoins from Satoshi Nakamoto and it is said to be the first 

official transaction underlying the technology with 
Blockchain. 

 

The Blockchain size file size has increased to an exponential 

level since 2014 which was 20 GB [13]. The size was 30 GB 

in 2015 and in next 2 years the size increased to 100 GB for 

Bitcoin Blockchain [1]. 

 

 

 
 

Fig 1: Basic Blockchain transaction model [2] 

 

The basic model of Blockchain technology states that when 

a transaction request is initiated, the requested transaction is 

broadcasted to a network of computers in a peer to peer 

network. Nodes in the network validates the transaction with 
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a predefined algorithm. The transaction can be of any nature 
starting from banking, cryptocurrencies, contracts or any 

other type of information. The transaction once verified is 

then added to other transactions to create a new block of 

data for ledger. This new block is then added to the existing 

Blockchain with a set of predefined rules which is 

unalterable and transparent. The transaction is said to be 

completed. 

II. REVIEW LITREATURE 

Pascal Mehrwald et al. suggested a conceptualized model in 

combining Blockchain technology and smart contracts 

which can advance trust in sharing economy suggesting 

moderating effects in online settings [4]. 
A Muthanna et al. proposed an algorithm to use a 

Blockchain mechanism in IOT devices for decentralization 

in a trustful manner [5]. 

Florian Glaser et al. outlines the use of Blockchain 

technology as a platform where the transparent, autonomous 

and distributed nature will reduce the security risk. [6]. 

Xiwei Xu et al. applied a Blockchain mechanism in a project 

called originChain. When this technology is used it provided 

transparent and tamper proof traceable data which included 

high availability. There is a large impact on the quality of 

the system with the structural design of the system [7]. 
Paula fraga-lamas et al. suggested an approach of using 

Blockchain technology in automotive industry putting 

emphasize on cybersecurity. The exploration raised an 

opportunity to create new business model and can even 

create a disruption in car sharing. SWOT analysis has been 

done for the same with some recommendation and future 

developments [8]. 

D Dujak et al. outlines the use of Blockchain in logistics and 

supply chain using distributed ledger technologies. This 

paper also discusses about the future applications of 

Blockchain in logistics and supply [9]. 

Asad Ali et al. discusses the advent of Blockchain 
technology in healthcare industry which has changed the 

model of traditional health care system with effective 

diagnosis and secure data sharing. This paper also discusses 

with the Blockchain applications in healthcare domain with 

challenges and future aspects.  [10]. 

Axin Wu et al. outlines the attribute based encryption where 

Blockchain technology is used to guarantee the integrity and 

non-repudiation of data. When a secret key is abused the 

source can be audited where it shows the proposed system is 

efficient and secured [11]. 

Cao, Y et al. discussed the feasibility of using Blockchain 
technology in energy industry and also discussed the applied 

methodology by the pioneers. This paper also discusses the 

application practices of Blockchain technology in domestic 

and over-seas and also the challenges [12]. 

Olga Labazova et al. demonstrates various Blockchain based 

systems contributing new technical dimensions and linking 

applications. This paper also presents an overview of current 

Blockchain based system [13]. 

 

III. BLOCK CHAIN TECHNOLOGY 

 

A Blockchain is basically a distributed ledger that is 
transparent to everyone. If any transaction is recorded in 

Blockchain, it is difficult and nearly impossible to alter the 

data. Combination of block forms Blockchain. 

 

 

 
Fig 2: Blockchain Block 

 

 A block contains hash, data and hash of the previous 

block refer Fig (2). Type of data may be depending on the 

type of Blockchain application. A hash may be considered to 

be a fingerprint and it always a unique. When a block is 

created, its hash value is created. If there is a change in the 
block, the hash value also changes. Data entity is 

information that is stored. In case of bitcoin, it may store the 

information like sender, amount and receiver. Previous hash 

consists of the hash value of the previous block which is 

attached to the following block and thus creating a chain of 

block and this is the unique feature that makes it secured. 

 

Each block is connected with the following and previous 

block. In this case as per fig (3), block 3 is points to block 2 

and block 2 is points to block 1. The first block is known as 

the genesis block as it is the first one and cannot point to the 

previous block. 
 

 
  

Fig 3: A Blockchain architecture 

 

Now if block 2 is tampered, then the hash value of block 2 
will change and make all following blocks invalid. Since 

hashing layer is not only the protection shield because the 

technology and hardware has greater resources which can 

calculate humongous number of hashes per second and 

recalculate hashes of following blocks and make valid again. 

There is a mechanism which is known as the proof of work 

which slows down the process of block creation. If we take 

the example of bitcoin, it takes ten minutes to recalculate the 

proof of work and in context to add a new block to the 

chain. So it makes nearly impossible to tamper a block 
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because the proof of work then needs to be calculated for all 
following blocks. Apart from this feature, there is another 

layer which makes it more secured is the distributed 

network. Rather than depending on a central entity to 

manage, Blockchain depends on the P2P network. In this 

network everyone allows to join where each one which may 

be precisely call a node gets a copy of the Blockchain. Each 

node can verify the integrity. When a new block is created 

by a node, each node verifies the integrity of the block such 

that the same is not tampered with. Once the verification is 

done, each node then adds the new block to its chain. 

Tampered blocks will be rejected by the nodes in the 

Blockchain network. in order to successfully tamper a 
Blockchain, one needs to tamper all the blocks then 

recalculate the proof of work of all blocks and take control 

of more than 50% of the nodes in the P2P network which is 

nearly impossible to perform. 

 

IV. BLOCKCHAIN FUNCTIONS IN BUSINESS 

APPLICATIONS 

There are various segmentation of business lines where 

blockchain being or can be used with great prospects which 

is resilient, secured, authentic and tamper free. These are 

some of the areas where Blockchain has been used and in 
some areas Blockchain technology research and study is still 

in process. 

 

1. Smart Contracts: Smart Contracts are just like 

contracts as in a real world but are digital in form. A tiny 

computer program stored in a Blockchain. Both the parties 

can agree to a certain terms and condition which are 

digitally embedded and when certain rules are met the 

agreement is automatically enforced. The smart contract 

resides in Blockchain and hence cannot be tampered. The 

smart contracts eliminate the need for any centralized 

authority. 
 

 
 

Fig 4: Smart contracts [14]. 

 

However smart contracts should not be compared with the 

legal contracts in the present time but there is a future 

possibility to become legal contracts provided some criteria 

are met. Once some legal standards are specified and 
followed, we may experience a widespread usage of legal 

contracts in form of smart contracts accepted by court of law 

[14]. 

 

 

 

2. Cryptocurrencies: are virtual and digital 

currencies that uses cryptography and Blockchain to secure 

and a medium to exchange. There are limits of units that can 

exists. With Blockchain technology the transfer of funds is 

easily verifiable. There is no central authority and works in a 

decentralized manner. Allow new units to be added when 
certain conditions are met. Blockchain acting as a public 

ledger where every user can see each other’s transactions 

and balance. The reason it is known as currency because it 

uses private and public key for encryption and decryption. 

The public key is the wallets address. The miners get 

rewards when they confirm the transactions and that’s how 

the nodes add the block to the database. The most common 

cryptocurrencies are Bitcoins, Ripple, Litecoin, Ethereum, 

NEM and IOTA. 

3. Sharing Economy:  The sharing economy is a 
concept where an individual lease outs its assets to be used 

by others. But there had been issues in terms of cost 

effectiveness and privacy.  

 

 

Fig 5: Sharing economy [15] 

With the advent of Blockchain technology it eliminates the 
need of various transaction fees which makes it more 

convenient to use with transparency. Involvement of any 

third party authority is not required. In context to the above 

some of the organization started developing the Blockchain 

network where buyers and sellers can meet, browsing the 

menu of products and payments. Blockchain is making way 

creating decentralized trust on sharing economy providing 

transparency and security with its peer to peer network. The 

paradigm will change the outlook of the customers and 

sellers with this technology. 

4. Crowd funding: There are several traditional 
methods such as funds through bank, self and ventures. 

There are several pre-requisites in each of the examples like 

limited funding, good revenues from existing business and 

lastly demanded product. Existing crowdfunding still has 

jargons in the model with not reaching the target goals. With 

the advent of Blockchain technology and digital 

cryptocurrencies, this has facilitated companies to create 
their own stock in order to get funded from the public in the 

form of cryptocurrencies for investments and some assured 

returns. The transparency and security of Blockchain 

technology is helping to augment in this line of business. 

 

5. Governance and Control: Blockchain technology 

being transparent and secured, public data can be easily 

published with the help of this technology naming a few like 

public opinions, polls, shares, election, results and surveys. 

This actually means company governance becomes more 

verifiable and transparent. 
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6. Supply chain management: In the supply chain 

management, once the product is passed from different 

movement, the transactions are recorded with full product 

history that cannot be changed from manufacturing to sales. 

This will help in recording, assigning, sharing, linking and 

tracking. 

 

7. Digital Storage: Blockchain in digital storage is 
however a recent invention. The blockchain technology 

which is decentralized is consuming less bandwidth as the 

downloading are done from different nodes which can be a 

financial benefit. The data is distributed to various nodes 

without compromising the security with minimum cost. It’s 

an advantage in terms of scalability as well where encrypted 

data is stored on network of decentralized nodes. 

 

 

 
 

Fig 6:  Decentralized Data Storage [16] 

 

8. Protection of intellectual property: There is 
actually no guarantee of online contents to be stolen 

especially if it is designed and created by the originator. 

These medias are stolen without the consent and perhaps no 

one knows the actual owner. There is no enforcement that is 

hard enough to protect the same. With the help of 

Blockchain technology, there are no stones unturned to 

protect the intellectual property. The smart contracts are the 

best way to automate the sales without compromising the 

security and intellectual property of the media through 

blockchain based service. Any media can be sold directly to 

the customers through blockchain technology with smart 
contracts and micropayments. 

 

9. Internet of Things (IOT): However, there are 

actually various challenges to incorporate full-fledged to 

Blockchain. There are various surveys which has questioned 

about the security of IOT devices. Blockchain technology 

can overcome the issue. In an IOT Blockchain network, the 

records are immortal with its history. This will enable smart 

devices which can exchange data and even carry on a 

financial transaction without any third party authority. With 

the help of IOT blockchain technology, smart devices can 

provide a complete report of the failures of parts which 
requires replacement. For industrial IOT applications, the 

capability of Blockchain technology in context to distributed 

ledger and decentralization which enables many regulatory 

and compliance. 

 

10. Know your customer and Anti-money 

laundering: KYC costs can be minimized through cross 

institution client verification. Fraudulent can be minimized 

or in fact be stopped with this blockchain technology. With 

the distributed ledger, any suspicious transactions can be 
detected. there are certain apps which takes the snapshot of 

the identification and key documents like passport, 

identification card etc. and after verification from the 

concern body, data is then stored in Blockchain with 

encryption. 

 

11. Stock Trading: Blockchain technology can make 

the stock industry more optimal through its decentralization 
and automation. This will help in settlements, processing 

post trade with paperwork which is ease of use and 

ownership transfer. This will also eliminate the use of any 

third part authorities as with the help of smart contracts to 

register the transactions. This will help in fairness and 

transparency, post trade automation, higher liquidity, 

reduced transaction costs. 

 

12. Land title registration: With the use of Smart 

contracts, land registration title is permanently fixed with 

the system, tamper free, authentic and can be seen by any 

party. The buyer will this be assured that the land document 

is forge free and the owner of the land is genuine including 

the history of the land details with real time traceability and 

transparency in property.  

 

13. Health care: Blockchain technology has more 

potential for health information exchange with efficiency 

and security. However, this is still under review for a 
nationwide blockchain network for medical records of 

patients. There are various medical institutions which does 

medical research on drugs or diseases which can be stored in 

a blockchain which is transparent, genuine and tamper free. 

Insurance fraud can also be detected with the use of 

Blockchain.  

 

 

V. CONCLUSION 

 

Blockchain technology with its distributed ledger, smart 

contracts and decentralized nodes offers great future and 
revolutionary technology as against the traditional 

technology in various lines of business. Bitcoin or crypto 

currencies is one of the revolutionary product using the 

technology has attracted audiences across the world. Not 

only restricted to crypto-currencies, Blockchain mechanism 

has great future scope which can be used in more sectors. 
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