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Abstract 

Wireless network invoke for  the networks through which the communication between devices is implemented without use of 

wires In black hole attack, attacker publicize itself as a node which have shortest path to destination node from sender and when 

attacker or malicious node receives the packet, it decides whether to packet or drop it. The black hole attack reduces the 

performance of network. Literature review shows that with time lots of changes have been proposed in AODV and DSR for 

prevention of attacks. In our proposed algorithm we use cluster head concept which is used for communication. The node 

selected as cluster head which has highest node value means highest battery power, buffer length, serve time etc. In this 

algorithm we use the concept of distance time value, packet drop value which helps further to boost PDR and throughput of the 

network. It uses the least energy for communication. 

Introduction 

Wireless network invoke for the type of connections through which the communication through devices is implemented without 

use of wires. Radio wave and microwaves are used for communication in the wireless network and it eliminates the cost of 

wires. It is necessary that, both devices/mobile nodes that are communicating to each other, they remain within the radio range of 

each other. The IEEE standard 802.11 [1][2] is used for wireless network. Wireless networks have many characteristics like easy 

setup, mobility, productivity, security and economic and cost saving installation.  

First type called Infrastructure network has center administrator which is known as Access Point (AP). All the wireless devices 

such as laptops, mobile phones are connected with each other through Access point.  

 

Figure 1.1: Infrastructure network 

Access point is also responsible for data routing means if any of the terminal wants to send the data to other terminal, that 

information is routed through the access points. In infrastructure network, fixed base station is there which is called access points 

and all wireless devices that are communicating with other are connected with a point. In figure 1.1 shows the three access points 
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are used and wireless devices are connected to that access points and these devices are communicating to each other by using 

Access point. 

Ad hoc networks: [1][2] This network is also known as temporary network, in this type of networks, there is no central 

coordinator means no Access point. When node is entered in the temporary network for forwarding the data to the destination, 

and then the decision of the nodes to forwarding the data is made at run time execution is completely based upon the network 

connectivity. It is a network which is used for emergency purpose. In ad hoc wireless network nodes can direct contact with each 

other or base station.  Figure 1.2 shows the example of ad hoc wireless networks. In this various nodes are communicating with 

each other directly without any Access points. 

 

Figure 1.2: Ad-hoc network 

 

MOBILE AD HOC NETWORK (MANET)  

In this kind of network, every device actively participates in data forwarding and work like a router. Communication between 

two nodes performed via radio links.  

. 

 

  

  

    Area 1   Area 2 

    Figure 1.3: Mobile Ad hoc Network 

The temporary network is an infrastructure-less kind of  network, in which number of nodes are there which can move anywhere 

in the network. Node in MANET can simply leave or join the network any time. In every year there are tons of researches 

completed to provide security to black hole attack in MANET. Various solutions are provide by researchers for securing 

network from malicious node but still security mechanisms are not this much of sufficient only due to MANET challenges and 

its characteristics. As security increases attackers also become smarter and intelligent they found new ways or technique for 

doing attack. 

In existing technology it detects single black hole attack for which a step verification method is used to detect black hole so 
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attackers start doing attack with the help of each other by using more than two nodes they start doing black hole attack. Problem 

in this system is there energy usage of mobile nodes and neighbor node is also malicious one and it simply verifies that node is 

having true path and path is selected which causes black hole attack in the network. 

Result and Discussions 

In the MANET problem of energy efficiency is still there and the security of our data packets is big issue. There are several 

techniques which are used in detection the black hole attack and to save the energy of network but our algorithm is able to detect 

the malicious at various levels with the usage of energy efficiency by using clustering model. Ns-2 is used for simulation and it 

is an IEEE 802.1 standard which is used at data link layer and physical layer. AODV routing protocol is used at network layer 

and TCP protocol is used at transport layer. Radio propagation and wireless channel is used in an area of 800m * 800m. 

Constant Bit Rate (CBR) packets are used for transmission. 

To check the performance of proposed technique, simulation of AODV in the under black hole attack and under proposed 

algorithm is done. The parameters for evaluating the performance are throughput, energy and packet delivery ratio (PDR). 

 

Figure 2.1 - Throughput Comparison 

In Fig. 2.1, the Comparison of throughput is done. The simulation of this graph is based on under black hole attack and with 

proposed method. Throughput means number of successful packets transfer over the communication channel. So from the slope 

in the graph we can simply compare the obtained throughput value in which red line is under black hole attack and green is 

proposed method. 

 

Figure 2.2- Packet loss ration comparison 
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In Fig. 2.2, Packet loss ration comparison is done between under black hole attack and proposed method. Packet loss ration 

means, how many packets are loss in one unit time or in one transmission. Red line in the graph shows the under black hole 

attack and green line show the proposed method packet loss ratio 

Conclusion 

In black hole attack, attacker publicize itself as a node which have shortest path to destination node from sender and when 

attacker or malicious node receives the packet, it decides whether to packet or drop it. The black hole attack reduces the 

performance of network. In the proposed algorithm various terms are used to detect black hole attack from MANET with energy 

efficiency which means saving the energy of mobile nodes.. In our proposed algorithm we use cluster head concept which is 

used for communication. The node selected as cluster head which has highest node value means highest battery power, buffer 

length, serve time etc. In this algorithm we use the concept of distance time value, packet drop value which helps in order to 

increase the PDR and throughput of the network. It uses the least energy for communication. 
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