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 ABSTRACT:  

       The Internet Of Things is an intelligent network, which 

concetenates all things to the internet for the purpose of 

interchange information and communicating via the 

information sensing  devices in conformity with agreed 

protocols. We could also elucidate the IOT as the next stage in 

the internet as some do, whereby things and objects with 

sensors and actuators are concatenated to the Internet so they 

can accumulate, send and get data, leading to Intelligent 

solutions and in some cases also act upon data. There is no 

suspicion that IOT has added a new dimensions to the living 

being by the link between smart objects. This will be 

characterized by enormous and self governing data capture, 

incident transfer, network connectivity and interoperability. 

The capacities that enables the physical objects to get 

involved with in the IOT are ordinarily composed of an 

assemblage of various types of advanced technologies 

including software, actuator, sensors and electronics. These 

capacities are either concatenate to or integrated into 

traditional products and systems. In the end, we will 

thoroughly analyze the technical details about the IOT 

enabling technology. The Internet Of Things shall be able to 

incorporate transparently and seamlessly a large number of 

different and heterogeneous end system, while providing open 

access to selected subsets of data for the development of a 

plethora of digital services. Furthermore, the paper will 

present and discuss the technical solutions and best practice 

guidelines adopted in the padova smart city project, a proof-

of-concept deployment of an IOT island in the city of padova, 

Italy, performed in collaboration with the city municipality. 
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 INTRODUCTION: 

        Imagine a world where trillion of objects can sense, 

interact and share information, all interconnected over private 

or public internet protocol networks. These interconnected 

objects have data steady collected, analyzed and used to begin 

action, make available for wealth of intelligence for planning 

handle and decision making. The IOT is a recent 

communication paradigm that envisions a near future, in 

which the objects of everyday life will be equipped with 

microcontrollers, transceivers for digital communication, and 

suitable protocol stacks that will make them able to 

communicate with one another and with the users, becoming 

an integral part of the internet. As a definition, the internet 

part of things originated in 1999, with the work of two 

Massachusetts Institute of technology research labs, the Auto-

ID center and the MIT Media lab. To a broadly defined 

comprehensive connectivity permeating frivolous material 

artefact, consequently granting them agency visible to 

humans. The IOT devices need to be alive in environments in 

which information can be collected and either sent to another 

device or straight to the internet.    

The IOT is a network of devices that are connected to the 

internet through communication technologies, in order to 

confer a range of new and innovative services and 

applications. Most of today’s wearable and connected 

subscriber devices use a Bluetooth or homogeneous 

connection of the device to the owner’s smartphone, to confer 

a connection to the broader internet and applications that 

confer suitable user interfaces. There are many vital elements 

that are needed in the comprehension of the IOT. So, in this 

paper, the author’s present a comparative analysis and detailed 

review of the IOT technology covering its statistical or 

architectural trends, use cases challenges and future prospects. 

Smart city is another powerful application of IOT generating 

curiosity among world’s population. Smart surveillance, 

automated transportation, smarter energy management system, 

water distribution, urban security and environmental 

monitoring all are examples of IOT. Do we know, what 

separates humans from other living beings: curiosity. Humans 

are curious. We question a lot. We are the ones who challenge 

the status of existing rules and strive to build or produce 

something better. The idea of Interconnected devices where 

the devices are smart enough to share information with us, to 

cloud based applications and to each other i.e device to 

device. 

 THE IOT DEVICES AND THEIR ABILITY: 

The IOT devices are their capabilities to actuate 

and sense, control, the ability of limiting power and energy, 

connection to the physical world, Intermittent connectivity 

and mobility. Some must be fast and credible and provide 

trustworthy security and privacy, while others might not. It is 

estimated that by 2025, the internet nodes may reside in every 

single object hence causing the number of devices connected 

to the internet to rise. According to cisco, there will be 500 

billion devices connected to the internet by the year 2030. 

Therefore, IOT refers to the “things or devices and sensors” 

that are smart, uniquely addressable based on their 

communication protocols, and are adaptable and autonomous 

with inherent security have characterized IOT in three visions. 

A number of these devices have physical defense, whereas 

others are neglected. Actually, in IOT environments, devices 

should keep safe against any threats that can affect their 

functionality. Sensors are devices whose motive is to monitor 

some physical parameter of interest and provide an 

appropriate output signal i.e. in the form of information i.e.an 

actual representation of that parameter. The actuators such as 

sensors, are another form of transducer device. It takes an 

energy input, generally in the form of an electrical signal, and 

generally convert this energy  into a mechanical physical 

motion control system generally includes one or more sensors 

to measure the state of a system as well as one or more 

actuators to direct the system to the required state. It is 

challenging to implement and use a powerful security 

mechanism due to resource limitation in terms of IOT 

computational competence, battery power, and memory. 

These devices will bridge gap between physical and digital 

world to improve the quality and productivity of life, society 

http://www.jetir.org/


© 2021 JETIR March 2021, Volume 8, Issue 3                                                        www.jetir.org (ISSN-2349-5162) 

JETIREN06007 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 31 
 

and industries with IOT caching up smart homes it is the most 

awaited feature, with brands already getting into the 

completion with smart appliances. Now, to give you a glimpse 

of how applications of IOT will transform our lives. 

 
 THE MEMS (MICRO-

ELECTROMECHANICAL  SYSTEM) 

It is a technology that in its most common form can be defined 

as micro-electromechanical devices that are made using the 

techniques of micro and nanofabrication. It is a process 

technology used to create tiny integrated devices or systems 

that integrated mechanical and electrical components. 

Generally MEMS devices integrated sensing, processing and 

actuating functions change the way that the physical world is 

perceived and controlled. The kinds of MEMS devices can 

vary from comparatively normal structures having no moving 

elements. The one primary criterion of MEMS is that there are 

at least some elements having some sort of mechanical 

functionality whether or not these elements can move. The 

micro-sensors and micro actuators are suitably categorized as 

“Transducer”, which are defined as devices that transform 

energy from one form to another as shown in fig.1. However, 

their method of production leverages the same batch 

fabrication techniques used in the  

integrated circuit manufacturing , which can translate into low 

per device production costs, as well as many other mileages.    

 

 
  

The actual potential of MEMS starts to become fulfilled. 

Meanwhile the electronics are fabricated using integrated 

circuit process sequences. The micromechanical components 

are fabricated using favourable micromachining processes that 

choicely each away parts of the silicon wafer or add new 

structural layers to form the electromechanical devices. 

MEMS technology every conceivable product and system can 

be outfitted with any type of MEMS device. Hereupon, it is 

expected that MEMS devices will have an even huge role to 

play in vehicle technologies as the concept of IOT rolls out 

into the wider markets in the time to come.  

 

 MEMS IN THE INTERNET OF THINGS (IOT) 

MEMS are an enabling technology for the IOT in view of the 

MEMS manufacturing makes possible small, affordable, high 

level performance actuators and sensors. The MEMS sensors 

on the other hand, especially when coupled with huge 

information processing power, do not get overwhelmed and 

can incessantly and at the same time monitor a very huge 

number of important parameters of interest. The MEMS 

sensors and their associated massive processing power can 

incessantly reciprocation information with the environment 

and it can provide considerably more capability for the IOT 

than is presently possible using human senses alone, or 

extensively discrete sensor devices. 

 

 IOT OPPORTUNITIES AND PROSPECTS :  

IOT offers many business opportunities which allow 

companies to build new business strategies and models to 

implement the concept. Not only business opportunities, but 

also the realization of efficient and resourceful research 

opportunities to scholars and investigators of multi-

disciplinary fields. Also, IOT transforms the world into a 

smart world, where everything is easily accessible in less time 

and effort, as depicted in fig 2 & 3 respectively.  

In general, companies are going to take an immediate 

investment or a wait-and-see approach to investment on the 

maturity level of the specific IOT technologies. During the 

initial deployment phase, the margin should be kept for 

adapting to changes. For this, open software and hardware 

based IOT solutions should be proposed. In this regards, one 

approach of cost cutting is to use smartphones serving as IOT 

nodes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 NETWORK TECHNOLOGIES IN IOT : 

The IOT is a collection of dissimilar components that connect 

software, systems and people through internet technology one 

of these important components is the communication network, 

enabled by IOT wireless technology, the communication 

network is the gateway between an IOT device and a software 

platform. Data transfer rates and energy necessity are two key 

considerations when selecting a network technology for a 

given application. This technology such as 4G & 5G are 

suited for IOT applications, given their higher data transfer 

rates. Further down, we are discussing select wireless network 

technologies that could be used for IOT applications.  

 
 ZigBee: 

ZigBee communication in particular built for control and 

sensor network on IEEE 802.15.4 standard for wireless 

personal area networks (WPANs), ZigBee is a self heading, 

secure, robust, and mesh-capable protocol. 

There are three types of devices: 

1) ZigBee Router (ZR) 

2) ZigBee Coordinator (ZC) 

3) ZigBee End Device (ZED) 

ZigBee Coordinator is the only one coordinator in the 

network. ZigBee Routers broadcast information and move 

data via the network and they may also function as a sensor 

node.  
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 LONG – RANGE :  

It continues to advantage attention in the marketplace. It 

overture a compelling mix of long range, low power 

consumption, intensive indoor coverage, and secure data 

transmission as shown in fig 4. It operates in the unlicensed 

1GHz frequency range. This outcome in a powerful 

communications. LORA data rates range from 0.3 kbps to 50 

kbps and can support a range of up to 15km.  

 

 
 

 BLUETOOTH : 

It introduced in 1999, this technology is a wireless technology 

known for its capability to transfer data over short distances in 

personal area networks. Bluetooth low energy is a recent 

inclusion to the Bluetooth technology and consumes about 

half the power of a Bluetooth classic device, the main version 

of it. The Bluetooth is already integrated into smartphones and 

many other personel, mobile devices. This is a major benefit 

Bluetooth has over many competing IOT wireless 

technologies 

 
 Z – WAVE : 

This is a low power, IOT wireless technology, mainly 

designed for home automation.  A Z-wave network consists of 

IOT devices and a mainly controller, also known as a smart 

home hub, which is the only service in a Z-Wave network i.e. 

normally connected to the internet. When  a z-wave hub 

receives a command from a smart home application on a 

user’s tablet or computer. Smartphone, it routes the command 

to its destination device across networks of up to 232 devices 

including the hub as shown in fig 6. 

 

 

 

 

 

 

  

 

 

 

 
 CONCLUSION :  

 

          The IOT is still in its infancy as an incidence. IOT has 

components that range in a complexity, from simple 

recognition tags to complex-to- machine communications. 

The object are becoming ameliorated with computing and 

communication powers. It is not just above the connected 

devices, but also about the software, hardware, connectivity 

and communication protocols, middleware and so much more 

to network environment. The compressive review presented in 

this paper will help in more coordinated efforts from both 

industries and academic for bringing about improvements in 

the technologies. In this paper proposes a novel taxonomy for 

IOT technologies, highlights some of the most important 

protocols and standards, an electro- optical infrared sensor in 

the internet of this. This IOT fields will surely          mature 

and influence human life in unbelievable ways over the next 

decade.    
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