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Abstract: As the most exciting use of the new Internet of Things (IoT) technology, smart homes are gaining enormous 

prominence. Taking advantage of the high degree of accessibility found in existing mobile devices (like smartphones, multimedia 

systems and laptops), smart homes provide residential consumers with advanced, integrated and immersive infrastructure 

through centralized and shared operations. As these types of networks become increasingly common, it is important to provide 

residential consumers with an appropriate degree of security against cyber-attacks. However, the resource-constrained design of 

many of the appliances in a smart home setting does not require the traditional protection approaches to be introduced, and thus 

smart homes pose protection weaknesses at pose. This paper discusses the context and application of the Internet of Things, and 

how it can be incorporated in automation at home. Smart homes will have tremendous advantages for electricity and water 

efficiency, ease and comfort, and also to help the vulnerable save money on their daily needs that will be discussed in this paper. 

The paper's thesis analyses new technologies and decides only how close it really is to deployment. 
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INTRODUCTION 

As technology evolves into more complex and connected systems, it is no surprise to find that it becomes an 

integral part of everyday life. Only 20 yrs. ago it was a luxury to own a computer at home. Today, not only 

virtually every household owns a strong machine, but every individual also owns a mobile or tablet unit that 

remains by their side at all times. The pervasiveness of technology may also be alarming, simply because of 

how often human behaviour and interaction have changed. But the trick is to treat technology as an opportunity 

[1]. 

With the help of the technology required to link household products to a network getting smaller and cheaper 

for nearly every day that passes, one doesn't have to think that far into the future to envision a smart home that 

is linked and ready to ease the lives of the occupants. A number of the infrastructure currently still operates. 

All that's left is to work on making the average user efficient, easy to understand and cheap enough. This paper 

would clarify the idea behind the Internet of Things (IoT), how it can be used for home automation, why Smart 

Home systems are relevant and what innovations are already accessible in this area. The idea behind the 

Internet of Things has been available for about 25 years now but was not publicly implemented until 1998 in 

the form of a resolution. It's impossible to believe that there was enough infrastructure for the Internet of Things 

back in 1998 to be a feasible project, however by thinking into the future experts had the correct idea [2]. 

When the Internet first came into existence there was a machine system. Growing machine was signed in and 

enabled data to be transmitted back and forth. When the Internet user population began to grow and sites of 

the social media burst into prominence, it has become an age of the People's Internet. Countless websites and 

applications (the main ones are Instagram, Facebook, and Twitter) are accessible and utilized to remain linked 

by a significant majority of the population. So now that both computers and people are linked over the internet, 

the next logical move is to continue linking items. At first it may feel that introducing inanimate artefacts to 

the linked network has no particular useful function. Despite technology evolving exponentially as it has been, 

though, the Internet of Things has the “capacity to provide the world despite intelligent infrastructure when 

more data is accessible”. What can be achieved with the Internet of Things has boundless possibilities [3]. 
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There are various divisions of possibilities emerging from the Internet of Things as can be seen in Fig 1. Some 

of these thoughts still apply to one another. Building Automation for example has a bright blue dotted line that 

links it to electricity and water resources. It is that while they are two different projects with their own set of 

innovations in store for the future, they will collaborate together to build households and industries with smart 

devices and sensors built to track the usage of energy and water with the hope of recycling [4]. Embedded 

sensors are connected to everyday items to enforce this relation with real objects across the internet in order to 

gather data on them. These sensors may track light, heat, sound, and several other variables and can be used to 

monitor and regulate the local climate. Any of these items is linked to the Internet, which is how all the data 

gathered is obtained to be processed, and how such artefacts may be exploited towards the end [5]. 

Home Automation:  

Home automation is among the most interesting technology developments arising from the Internet of Things. 

People were scared of fictional works containing the idea that computers are going to run our lives since people 

started relying on technology, but the truth is that computers are only going to improve our daily lives. If people 

in their home will trust the technologies to help them start their day or track their energy usage, they may have 

more time to spend with their families and focus on their jobs.  

The main challenge with home automation was that all the numerous sensors and networking hardware 

required for a smart home came from different firms. Which causes a “proliferation of conflicting 

specifications and protocols utilized by various system makers, rendering it a rather difficult task to incorporate 

devices seamlessly from multiple suppliers”. The only approach to solve this issue has been to link both 

computers across the Internet. Because any computer or sensor will connect with the Internet, it would then be 

possible for anything to interact through this medium. Sensors and other sensors can collect data and transfer 

it online to other apps [6]. 

Another problem is small number of Internet addresses. A multiplicity of equipment can be connected to the 

network in building an integrated house. That's ok for now, but there won't be enough addresses in the near 

future, when there are many more devices connected in hundreds of thousands of smart homes. Also without 

all the artefacts attached to the network, the amount of addresses accessible is decreasing, because it is. 

Fortunately, he already has a solution to this issue. The new Internet Protocol type (IPv6) uses 128-bit addresses 

(compared to IPv4's 32-bit addresses) which would then require 3.4 * 1038 potential addresses [7]. It is a major 

change because IPv4 only provided for marginally more than 4 billion addresses. Most people, as it is, own a 
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laptop and a smartphone which both need IP addresses. Imagine how many IP addresses a person's living in a 

smart home will like! Every refrigerator, dishwasher, fridge, laundry machine, alarm clock, AC / heat device, 

shower etc. will need to have a special IP address. Of a fully functioning autonomous home, a huge number of 

IP addresses need to be accessible for any sensor and computer that needs to be linked to the Internet. It is 

finally feasible for IPv6. 

Another challenge for smart homes may be the capacity of the device to hold the info. While it's true that 

storage technology is getting smaller and cheaper, this can still be a problem for the large amounts of data that 

need to be kept and processed, especially when home automation is implemented for lower-income families 

and companies. One reason to utilize cloud infrastructure is for data management to operate for low device 

capacities. It is achieved basically by “merging smart home[s] into a non-home-oriented cloud to relieve the 

burden on the smart home network that often runs device applications on their local computers” [8]. 

This aspect of home automation development isn't as important as IPv6 is, but it can do a lot to ease the device 

and have a more smooth flow. Some of the main benefits of having smart homes – particularly those affordable 

for more than just the upper class – is that more can be done to increase energy and water use across the world. 

Nonetheless, “climate-conscious smart homes have the ability to have innovative approaches to issues such as 

environmental perception, energy efficiency and incorporation of prospective smart homes into the power 

distribution grid”. Power and resources are lost every year because people don't realize they have poor habits 

or they can't save in ways that a smart home will require. A smart home, for example, can include motion 

sensors to detect whether people are in a room. If they are not, the machine should be able to shut the lights 

off so that no electricity is lost. The most interesting aspect about a smart home is that it will learn the users' 

preferences over time and adapt to certain settings automatically [9]. 

The technique of conserving energy by home automation is not only for the middle and upper class, however. 

Providing affordable supplies of inexpensive energy to a poor community might be a way to bring people back 

on their feet and give them an incentive to lead safe and productive lives. A research team planned to build 

smart homes for the town full of elderly citizens and low-income commuters. These integrated homes were not 

as high-tech as those used exclusively for upper- and middle-class luxury, but were extremely efficient. 

The aim was to "optimize the cost of life and electricity use in rural areas, where elderly people and travellers 

stay." Through house had wired and wireless capability and was fitted with a controller that enabled up to 10 

sensors and Ethernet devices.  Those sensors and tools were used to track humidity, temperature, gas and water 

leakage, illumination, motion, etc. The scientists found energy savings of up to 40 per cent and water savings 

of 20 per cent after a year. It will take more time and experimentation to see how viable this aid option is for 

lower-income neighbourhoods, but it would be absolutely amazing to be able to provide cheap electricity and 

water to those in need, so that they can spend the money that is normally spent on wasteful utilities on things 

that matter and really benefit their lives [10]. 

There are a number of concepts focused on convenience and entertainment that render smart homes so 

attractive, away from the more severe and urgent demands for home automation too. It can include everything 

from illumination, sensors, plumbing, protection and even more, as can be seen in Fig 2. Picture a home on a 

working day which knows the daily routine of its inhabitant. A sleep tracking sensor in the bed is notified that 

the consumer has woken up and sends a message to the coffee pot, asking it to continue brewing. 
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The house is now at a comfortable warm temperature, as the heaters switched on 15 minutes before the normal 

wake-up period for the resident. The kitchen begins breakfast preparing while the consumer looks at their smart 

wardrobe and assembles an outfit through touch screen. Once the user picks up their keys from the ring, a 

sensor is alerted that the user is going to exit in order to unlock the garage door, the vehicle begins to change 

its temperature, and the house continues to shut off any unwanted features before the user returns [11]. 

They are all merely examples about what a smart home might achieve, but there still are limitless possibilities. 

This truly is up to whatever people believe they should do with a smart house. Home control is where the future 

is going and there will be even more ground-breaking improvements to the platform which is now growing as 

time progresses. Using the Internet of Things in a smart house “means not only more comfort, but also energy 

savings, cost savings, improved quality of life, advanced safety, health care”. In any region, even with differing 

amounts of technological know-how, the benefits for individuals across all wealth distributions are immense 

[12]. 

If one thinks about a smart home, the first thing most people imagine is possibly some type about talking house 

that can execute whatever function they want it to. Realistically we are probably pretty far from doing anything 

like this, but such a concept also illustrates one of the key factors that we as humans are so addicted to smart 

home technologies, namely the pleasant lifestyle that such technologies can offer. One of the things The 

Internet of Things helps us to build are mechanisms that function together to “think” for people's comfort 

because us don't have to, because if there's one thing people love it's avoiding the responsibility of finding out 

somebody's little, tedious jobs, or something else in this situation. 

A more tangibly observable gain proven to be given by smart home systems is various means of energy saving. 

One of current day's main science and technical issues is seeking solutions to become more energy-efficient. 

The concept implemented by smart home technologies contributes to improved understanding of resources, 

thereby helping us to truly consider how to save electricity. The Internet of Things provides us with a method 

of having electrical appliances deliver information on the energy they consume within a home. “The people 

are willing to make wise energy decisions through knowing the carbon impact they use” [13]. 

Although energy usage is an output measure, there are a variety of other ways to evaluate a situation's 

effectiveness. There are a variety of items citizens perform in a day-to-day basis in a regular household that 

wind up becoming shockingly wasteful, on closer scrutiny. In a house that has all its windows open, one result 

will be turning air conditioning on. One will put lighting on in a house that has no people in it, even whether 

the sum of natural light in the space is strong enough. The unfortunate fact is that keeping control of all these 

tiny stuff may be more than the things likely to be done for human beings so it will be a really easy job for a 

smart house. Smart home technology enables requests to adjust whether a light should be on or not and the 
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blinds should be closed to just how bright we like the space. The smart home will manage finding out how to 

fill the question and will work out the easiest and most effective way to accomplish the desired result [14]. 

WEB CONNECTIVITY MODELS 

One of the issues that engineers working on smart home technology have to face is to figure out the method 

by which the network on which the home smart appliance connects to the web. There are two specific divisions 

that different schemes for linking embedded systems to the network fall under. The first is to develop 

applications that use pre-existing application layer protocols that would be referred to as the "standardized 

scheme." The second is to build new smart home-specific proprietary protocols that I refer to as the "proprietary 

scheme." The following are samples of both approaches as well as a summary of the pros and cons of each 

type. 

Standardized Models: 

Models that take advantage of pre-defined application layer protocols profit from simpler connectivity with 

the Web and other established networks because they utilize the same networking approaches as many non-

Internet of Things-related web applications. This makes a far easier incorporation of a network of connected 

devices in smart homes into the wider Internet as a whole. Furthermore, that is advantageous because it is much 

more flexible than other models starting from scratch, at least at the beginning when the prototype is only 

getting off the ground [15]. 

The “Representational State Transfer (REST)” or RESTful model is an example of an architecture that takes 

advantage of the HTTP application layer protocol already in existence. HTTP supports sensitive 

communication, as an application layer protocol, between two different devices or hosts on a network. The 

RESTful model "is called a good architectural style for restricted settings, as it is a lightweight architectural 

design to use HTTP as an application protocol. This encourages the delivery of resource-modelled Internet 

resources, defined by Specific Resource Identifiers (URI). Resources can only be exploited using the methods 

laid down in the HTTP format. One of the major obstacles in incorporating embedded devices into IoT is the 

variety of different suppliers, configurations and protocols. This can be really challenging to enable all these 

various systems to connect with each other in a way that makes sense so it does help to have pre-established 

contact habits. Free access to home computers and their infrastructure via Internet services, utilizing 

transparent and clear formats (e.g. XML, HTTP, JSON) enables knowledge to be shared through different 

networks, reducing the connectivity barrier that encourages individuals to create their own hybrid software 

[16]. 

People may merge omnipresent home automation technologies utilizing the traditional Site mashup methods, 

helping the Internet / Cloud to enter the actual world of smart homes. However, the deficits of these models 

include the fact that they do not always provide an easy way to integrate pre-existing embedded systems into 

the Internet of Things scheme. This may be accomplished because it typically has to be provided with new 

equipment. In addition, incorporating some of the currently developed infrastructure of embedded systems and 

other equipment with this model into the IoT networks will entail either updating, connecting to, or removing 

them entirely. 

Proprietary Models: 

In many respects proprietary models often end up being the opposite of standardized models. In general, the 

integration of a network using one of these models into the Internet becomes more complicated, as it will 

eventually be necessary to switch from the proprietary protocol to a standard one at some point before a 

gateway to external networks. It is not actually something that appears to be complicated, it rather merely 

something that introduces an additional complexity layer to the layout. However, the downside of doing this 

is that it adds a layer of complexity, enabling the machines within the network to connect in a manner that is 

more suitable for their particular configuration, which otherwise would not be feasible by standard application 

layer protocols. 

Energy Conservation: 

Using the network connecting the objects in the smart home, all the data from these objects can be transmitted 

to a single "gateway" machine which makes decisions based on that information. The consumer can, for 

example, provide feedback on a room's preferences for brightness and temperature. With this information the 

gateway could then request temperature and brightness information from the room, to name a few. The portal 
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will then add in time and weather details from the Web for this knowledge to determine whether to meet user’s 

requests. In one case, opening the blinds and holding the heating and lighting down might be the answer as it's 

the middle of a sunny day. However, the thought may be carried a step forward. The main approach to achieve 

so is to keep the "home firewall, home network surveillance facilities and sensors in [uninterrupted] working 

mode." What this implies is that the portal device of the smart home is itself one of the devices people want to 

be able to intelligently track and change energy usage for [17]. 

CONCLUSION 

Based on the infrastructure that currently operates in the home automation industry and the up-and-coming 

technical developments that will continue to render it more available in the future (such as IPv6 and cloud 

computing), it seems that in the very distant future a completely integrated connected home can be anticipated. 

It will take some time for people to be comfortable leaving so much liability to the framework of their house, 

but in the long run it will be incredibly beneficial not only for convenience but also for energy efficiency, 

reduction in utility costs and home security. This lead to the debate of what approach to integrate smart home 

technologies into the Internet of Things would be employed. Standardized models have smoother connectivity 

to the rest of the internet whereas proprietary models have greater control inside their own network. In addition, 

a smart home embedded in the Internet of Things will work to save electricity usage and increase environmental 

consciousness, as well as giving owners convenience and performance. 
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