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ABSTRACT : Cloud computing, commonly referred to as "the cloud," provides users with instant access to remote
servers, networks, and data centers, enabling the analysis of data in a way that is beneficial to society and individuals.
However, sharing data with multiple parties can present problems related to efficiency, data integrity, and owner
privacy. One potential solution is the use of ring signatures to create an anonymous and trustworthy data-sharing
system. For cloud-based analytics, this enables data owners to verify their data anonymously. ldentity-based (ID) ring
signatures are gaining popularity as an alternative to traditional public-key encryption (PKI), as the time and cost of
verifying certificates is a bottleneck in PKI. The research found that encrypting ID-based ring signatures with a variant
of SHA-384 and adding forward security significantly increases their security. The padding technique in newer
versions of SHA divides the input text into 512-byte blocks and appends the length as a 48-bit number at the end of
the hash, which ensures that signatures created with a compromised secret key are still valid. This feature is crucial for
large-scale data sharing systems, as it is difficult to require all data owners to re-verify their data if a single user’s secret
key is compromised. The paper describes a practical and effective implementation of this method, validates its security,
and provides a proof of concept. The upgraded SHA-384 approach has proven to be safer for anonymous data exchange
in the cloud.

1. Keywords - Cloud computing, Remote servers, SHA-384, Forward security, Anonymous data exchange, Valid
signatures.

I. INTRODUCTION :

Cloud computing has revolutionized the way data is stored and processed in today's world. It provides users with
instant access to a network of remote servers, networks, and data centers, making it easier to analyze large amounts of
data in a way that benefits society and individuals. However, sharing data with many people can pose significant
challenges, such as data integrity, efficiency, and owner privacy. Ring signatures are emerging as a potential solution
to these challenges, as they enable the creation of a trustworthy and anonymous data-sharing system for cloud-based
analytics. Identity-based (ID) ring signatures have gained popularity as an alternative to traditional PKI-based public-
key encryption.

In a public key infrastructure (PKI), the process of verifying certificates can be time-consuming and expensive, making
it a bottleneck for large-scale data sharing. ID-based ring signatures can shorten the time required for certificate
verification. This research focuses on improving the security of ID-based ring signatures through the encryption of a
variant of SHA-384 and the addition of forward security. Forward security is a critical feature for a large-scale data
sharing system since it ensures that even if a user's secret key is compromised, any signatures that used that user's key
before the compromise remain valid.

In this paper, we describe a practical and effective implementation of our method, validate its security, and provide
proof of concept. Our upgraded SHA-384 approach has proven to be a safer solution for anonymous data exchange in
the cloud.
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1. Methodology

ID-based ring signatures offer a significant advantage over conventional public key-based ring signatures in large-
scale scenarios, as they do not require the authentication of certificates for every user, thereby reducing the time and
computational resources required for verification. Overall, ID-based cryptography and ring signatures offer a powerful
tool for anonymous authentication and secure communication.
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Ring signatures can be used in energy data sharing scenarios to ensure both the anonymity of the data source and the
veracity of the data. In this scenario, the energy data owner (Bob) selects a group of users to form a ring based on their
public identifying information. Bob then uploads his personal information along with a ring signature and the
identification information of all ring members. By validating the ring signature, anyone can verify that the data was
provided by a legitimate resident among the ring members without being able to identify the resident. This verification
process is efficient and does not require certificate verification

I11. Result and Discussion

With inputs from system design, the system is first developed in small programs called units, which are
integrated with the next phase. Each unit is developed and tested for its functionality which is referred to as Unit
Testing. Figure a represents the user registration form and Figure c represents the Data Owner Login Page.
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Figure: (a) User Registration and (b) Data Owner Login
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Figure: (c) File Upload (d) Access Permission for shared file

IV. CONCLUSION

The proposed attribute-based data sharing approach allows for fine-grained data access control, strengthening data
security and privacy in cloud systems against various threats. To solve the key escrow issue, a secure two-party
computation is used to produce secret user keys, which also makes the key authority and cloud service provider semi-
trusted. The addition of weighted attributes enhances the expression of the attribute and reduces access structure
complexity, ultimately reducing encryption and storage costs for encrypted data. This proposed work effectively
controls data access in the sharing system, and securely manages user data in a dynamic and scalable manner.
Experimental results show that the proposed method is more efficient and secure, requiring less encryption time and
less storage space from the cloud service provider. Future iterations may include attribute-based data sharing with
proxy re-encryption and searchable attribute-based encryption, which are being researched to facilitate data exchange
using various techniques.
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