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Abstract—Data sharing is a convenient and economic service supplied by cloud computing. Data contents privacy also emerges from it
since the data is outsourced to some cloud servers. To protect the valuable and sensitive information, various techniques are used to
enhance access control on the shared data. In these techniques, Ciphertext-policy attribute-based encryption can make it more
convenient and secure. Traditional CP-ABE focuses on data confidentiality merely, while the user’s personal privacy protection is an
important issue at present. CP-ABE with hidden access policy ensures data confidentiality and guarantees that user’s privacy is not
revealed as well. However, most of the existing schemes are inefficient in communication overhead and computation cost. Moreover,
most of those works take no consideration about authority verification or the problem of privacy leakage in authority verification phase.
To tackle the problems mentioned above, a privacy preserving CP-ABE scheme with efficient authority verification is introduced in
this paper. Additionally, the secret keys of it achieve constant size. Meanwhile, the proposed scheme achieves the selective security under
the decisional n-BDHE problem and decisional linear assumption. The computational results confirm the merits of the presented
scheme.

Keywords— Data Sharing, CP-ABE, Data Confidentiality, Authority Verification, Secret Keys, n-BDHE.

I. INTRODUCTION

Data dealing with organizations in the IT area that provide cloud connections to a wide range of clients, from small businesses to
individuals, is referred to as appropriate registering. Individually best adapted figuring suppliers provide customers from all sizes
of relationships through circulated registration. join Amazon's EC2 cloud service. Microsoft with Azure and Google Apps,
disseminated processing portrayed in essential words as marketing certain IT benefits that are supported on the web, the most well
recognized of which are stage as an organization, structure as an organization, and programming as an advantage. The most basic
security and assurance problems should be taken into account before any processing is distributed to ensure that a basic market is
established. When a system character organization faces several legal and security challenges, it has the opportunity to conduct
risk management, final consistency investigations and logging, as well as distributed processing provider subordinate threats.
That's why a secure database that enables programming is seen as the fundamental game plan that allows cloud dwellers take full
advantage of database features like penetrability, perseverance quality and flexible adaptability without having to share encrypted
messages with the cloud provider. Build strategy was inspired to enable customers to perform simultaneous assignments on
encoded data; incorporate SQL illuminations that alter the Database structure to ensure information insurance and consistency at
the customer and cloud levels, and eliminate any transitional server between cloud customer or cloud supplier. As in any decrypt
database as software set-up, the likelihood of a conventional cloud database joining openness, adaptability, and flexibility is
demonstrated through a model of Secure database as software that sponsors the implementation of concurrent in addition to free
assignments to the remote encoded database from various geographically scattered clients. Existing coding plans and detachment
sections, as well as new methods for the linkage of encrypted data with the dependent cloud database, may all be made easier with
secure database software. The theoretical exchange discusses the consequences of synchronous and unfettered stakeholder access
to blended information for information consistency challenges. As a result of their complex mathematical structure, homographic
encryption plans cannot have any significant impact in this unusual case. Cloud masterminds have revised the Se-cure Database's
programming architecture, and it no longer presents a go-between or merchant server between stakeholders and cloud providers.
encrypts the file and specifies an access structure as @ = manager A (sales department v then sends the trapdoor to the cloud
server. The latter will search and return the corresponding encrypted documents to the data user.
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Il. LITERATURE REVIEW

In 2022, Leyou Zhang et.al wrote a paper titled “Improving Security and Privacy Attribute Based Data Sharing in Cloud
Computing”. Encryption using a public key and a keyword search. Different approaches to public-key encryption with keyword
search (PEKS) have been proposed since the original work by Boneet al. began.

In 2021, Prof. Shankar Lingam, Sudhakar Kadarla wrote a paper titled “Improving Security And Attribute Based Data Sharing In
Cloud Computing” in which Encryption is done using a Searchable Private Key. Different from the traditional public key
encryption, searchable public key encryption allows a data owner to encrypt his data under a user's public key in such a way that
the user can generate search token keys using her secret key and then query an encryption storage server.

In 2020 Afnan Ullah Khan proposed a technique known as Access Control and Data Confidentiality (ACDC) in his paper titled
Data Confidentiality and Risk Management in Cloud Computing. The aim of the paper was to develop a novel scheme that would
enforce access control policies on cloud computing scenarios. He used a scenario in Medical/Health care where he came out with
the following compostions; Data Owner (Medical centre), Data Consumers (patients, nurses, doctors etc.), Infrastructure Provider
and Trusted Authority. The paper focused on Infrastructure as a Service as its deployment model whereas data confidentiality and
authentication were achieved through the proposed technique.

In 2019 Sudhansu Ranjan Lenka et.al wrote a paper titled “Enhancing Data Security in Cloud Computing using RSA Encryption
and MD5 Algorithm. As the title of the paper suggests; they implemented both RSA Algorithm and MD5 Algorithm. In this paper,
the RSA Algorithm is used for secured communication and file encryption and decryption purpose whilst MD5 Algorithm is used
for digital signature as well as covering the tables for unauthorized users. The two algorithm proposed provides the three aspects
of security which are Confidentiality, Integrity and Availability.

In 2018 Ali Asghary Karahroudy wrote a paper titled Security Analysis and Framework of Cloud Computing with Parity Based
Partially Distributed File System. This paper proposed a technique called Partially Distributed File System with Parity (PDFSP)
which is a protocol developed as a modification on the existing GFS/HDFS. This PDFSP has four main components; Client Access
Machine, User Public Machine, Cloud Management Server and File Retrieval Server. All these components work together to
ensure data being transmitted does not get into wrong hands. This paper addressed the three aspects of security which are
Confidentiality, Integrity and Availability.

I1l. BLOCK DIAGRAM
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Figure 1: System Architecture of Improving Security And Data Sharing In Cloud Computing

1. The DFD is also called a bubble chart. It is a simple graphical formalism that can be used to represent a system in terms of input
data to the system, various processing carried out on this data, and the output data generated by this system.

2. The data flow diagram (DFD) is one of the most important modelling tools. It is used to model the system components. These
components are the system process, the data used by the process, an external entity that interacts with the system and the
information flows in the system.

3. DFD shows how the information moves through the system and how it is modified by a series of transformations. It is a graphical
technique that depicts information flow and the transformations that are applied as data moves from input to output.

4. DFD is also known as a bubble chart. A DFD may be used to represent a system at any level of abstraction. DFD may be
partitioned into levels that represent increasing information flow and functional detail.
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IV. IMPLEMENTATION

CLASS DIAGRAM:

In software engineering, a class diagram in the Unified Modelling Language (UML) is a type of static structure diagram that
describes the structure of a system by showing the system's classes, their attributes, operations (or methods), and the relationships
among the classes. It explains which class contains information.

Data Owner Data User TGC (Trapdoor
generation Center)

Username: Varchar Username: Varchar Username: Varchar

Password: Varchar Password: Varchar Password: Varchar
+reqgister () +register () +login ()
+login () +login ()

; +view data owners ()
' al +gearch patient report () (

+upload patient report () +View data users ()

+view patient report () +send key request () +view patient reports ()
+logout () +file access () +logout ()
+logout ()

Figure 2: Class Diagram of System

ACTIVITY DIAGRAM OF SYSTEM:

Activity diagrams are graphical representations of workflows of stepwise activities and actions with support for choice, iteration
and concurrency. In the Unified Modelling Language, activity diagrams can be used to describe the business and operational step-
by-step workflows of components in a system. An activity diagram shows the overall flow of control.
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Figure 3: System Architecture
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V. RESULT
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Figure 4: Home Page

After that, a random-access structure is created by picking 2 to 10 keywords at random. According to search engine query data,
the average number of terms in a search query is fewer than 10. The policy tree is constructed in such a way that the difference
between the node numbers on its left and right branches is less than two for every internal node. Ten trees are generated for each
keyword count, and a trapdoor is built into each of those trees. The keyword value information is likewise removed from the traps.
There are just keyword names, such as "llIness" and "Position," in the policy tree in the trapdoor.

DATA OWNER:

Data Owner is an entity who owns data, and desired to upload it into the cloud for ease of sharing or for cost saving. The main
work of data owner is to define (AES based) access policy, and imposing it on its own data by encrypting the data under the policy
before distributing it.
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Figure 4.1: Upload Patient Report
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DATA USER:
The user is any person who has been authorized by the owner of the information to read, enter, or update that information. The
user has the responsibility to use the resource only for the purpose specified by the owner, comply with controls established by
the owner, and prevent disclosure of confidential or sensitive information. The user is the single most effective control for
providing adequate security.
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Figure 4.2: Search User Report

TGC:

TGC have all record of patients who are currently active as well as old patient who had taken treatment from the hospital. The
patient report which can be visible to TGC only. When any doctor needs any file of patient then he/she need to take permission
from TGC. This is necessary for data protection. Figure 4.3 shows TGC file access page where TGC can give permission to doctor
by giving response or TGC can’t allow permission.
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Figure 4.3: Access Page

VI. CONCLUSION
As part of this article, a new cross-breed distributed computing system for outsourcing and sharing information is discussed. As
well as providing search and service in a secure environment, it also provides a large amount of open cloud storage space. A
cryptographic method known as open key encryption with a catchphrase glance (PEKS) is implemented in the public key setup,
allowing the capacity server to execute the search on encoded information without acquiring the basic plaintexts. The system's
encryption frameworks have evolved and been utilized in numerous ways since then, taking into account various future
requirements, such as overhead correspondence, search criteria, and increased security. However, there are just a few open-key
encryption frameworks that support expressive watchword search approaches, and they are all constructed from inefficient
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composite arrange gatherings. Open key accessible encryption frameworks in prime-at-range gatherings that can be used to search
through various catchphrases in expressive searching recipes based on logic compositions rather than Bilinear Pairing mechanisms,
which are comparatively good in results production and processing the search activity were the focus of this paper's design and
evaluation.
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