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Abstract

With the growth of cloud computing, you want to keep data, applications and resource safe with secure access
control. Although the conventional system of identity access and management has been effective, these methods
are susceptible to subsections such as sophisticated attacks that top down systems just cannot manage. This study
investigates the use of block chain technology to increase authentication and authorization mechanisms in cloud
services. In this paper, we proposed a new framework that uses unique features of blockchain (decentralized and
immutable)to be integrated with cloud service architecture. The challenges it solves include data integrity,
tamper resistance and transparent auditing. We analyze the proposed system mathematically and through
performance measures, and compare with previous models that exist in literature. They show major advancements
in both security and efficiency, demonstrating the transformativepotential of blockchain technology for cloud-

security.

Keywords: Blockchain, Authentication, Authorization, Cloud Services, Access Control Smart Contracts, Security,

Scalability, Tamper Resistance

1. Introduction

Cloud computing is revolutionizing information technology by providing scalable and on- demand resources for a
variety of applications and services. Cloud security is well defined but only that you need to make sure the users
are authenticated and authorized properly overaccessing specific resources. Sophisticated security threats today
require better approaches to managing authentication and authorization than traditional mechanisms. Inherent
Risks of Centralized Authentication Systems. This single point of failure caused by such systems alsoprovide a

perfect mark for cyber-attacks. A centralized system also faces scalability issues, mainly because the number of
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users and services will start putting a strain on it’s infrastructures leading to performance bottlenecks & more

latency. Blockchain technology is a promising solution in response to these challenges. Being decentralized in
nature with a distributed ledger and consensus mechanisms, blockchain provides certain aspects that improve the

reliability of authentication/authorization processes.

Blockchain itself constructs a trust system through cryptographic algorithms, linking all the transactions by
encryption to secure and unify the past with new data. Essentially, the idea is about authenticating users based on
storing user's credentials and access tokens in blockchain as opposed to centralized servers This approach can help
overcome the vulnerabilities you get with centralized storage and in addition, maintain tamper-proof records. This
distributed validation model improves security, and also prevents latency that would result from the normal process
of relying on a central server to validate.

However, authorization can be achieved in a blockchain through smart contracts. A smartcontract is a self-
executing contract with the terms of the agreement between buyer and seller directly written into lines of the code
. The model we propose, combines these blockchainbase mechanisms layer on top of an existing cloud service and
form a complete authentication & authorization framework. The model helps solve key issues such as data
integrity, tamperresistance and transparent auditing with similar principles. We are combining the power of
blockchain with that of cloud computing to create a robust and efficient security solution against this new
generation of attacks . The work provides a detailed analysis using mathematicalequations and performance metrics
to underline the efficiency as well as security offered by our model.

Transaction throughput, latency and security are essential performance metrics thatinform how efficient the system
is in practice. Transaction Throughput this relates to how many transactions are processed at any given time and
Latency, which measures the wait until end users receive a response after sending data is sometimes reviewed as
well . Whilesecurity metrics, on the other hand, evaluate how secure a system is from potential breaches and
attacks.Besides the mathematical analysis, we perform an empirical study to compare our model with current
authentication and authorization approaches. It means comparing our system with existing implementations or
other blockchain models to test-security strength, scalability and its operation complexities. Experimental
evaluations are performed using eight different models; results show that our model can be used as an alternative
to the cloud security practices and is capable of simultaneously providing improvements in both performance and
security. This research could maintain a sea change in the cloud security world. Through blockchain technology,
we surpass the limitations of conventional models and offer a secure, scalable product. According to this paper,
how can blockchain be in the cloud service as an effective access control frame for efforts so that our contributions
and field of work were achieved collectively. To summarize, blockchain technology can complement a very well
a cloud authentication and authorization mechanism leading to an innovative way of improving security. Our
approach demonstrates security, scalability and efficiency gains over traditional techniques.While we keep on
searching for a path to cloud security with blockchain, this study illuminates some development aspects that should

be conducted..
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2. Literature Review

J. Indumathi et al presented An end-to-end solution which will ensure secure cloud storage services at minimum
cost by employing the integration of lIoMT and BCT. It has the potential to overcome several challenges in
healthcare, which includes improved disease detection specificityand repeatability; lower diagnostic errors rates,
increased access to care at reduced cost by guiding patient-centric decision-making as well as providing remote
medical support with optimized clinician workflow[1]. Findings despite the promise of IoMT, multiple barriers
remain such as increased administrative costs and restricted accessibility to data.

W. Dai et al Introduced a private authorization protocol intended at service providers to address increasing anxiety
about the use of enormous user data. This paper proposes a decentralized, benevolent re-encryption micro-payment
scheme with publicly-verifiable cloud data and IPFS to migrate the central trust parties so as not only distributed
storage but also computation. The authors also introduce a trustless authorization authentication that hides the
actual relationship of authorizing for user privacy protection[2]. Their work uses their designed scheme to evaluate

the security and performance of it in order to test how practical it is at protecting user data while achieving utility.

Yang et al Presents AuthPrivacyChain, a blockchain access control framework to providestronger cloud
security guarantees and protect sensitive information (H) from unauthorized disclosure or modification.
Centralized mechanisms of dictating order are easily manipulated by hackers results in subpar management[3]. For
a more secure, tamper-proof solution in the cloud AuthPrivacyChain is solving these issues by decentralizing
access control while utilizing blockchain's privacy and security features.

R. Guo et al notes telemedicine is most useful for medical-on-demand (MoD) services and that these mechanisms
enhance healthcare access to remote rural regions which are also serviceable by smart phones [4-21] The cloud
Computing also serves as a platform for the Cloud Service Providers (CSPs) which makes it easy to connect
patients and medical experts automatically[22-40]. Although attribute-based encryption (ABE) provides the fine-
grained access control, patients subscribe and unsubscribe for medical services frequently in reality which results
in high cost on managing memberships that would be an obstacle toward efficient secure telemedicine

Service [40-52].

S. Liu et al Proposed a blockchain-framework for patient-concentric data management and PHR sharing.
Traditionally, data controlled by doctors/hospitals Create problems of security/privacy issues, cost too high under
search and tracing authority Access authorization, resistors in suffs requirements[53]. The solution suggested is
the BC-SPSC(Blockchain Backed Searchable Proxy Signcryption) scheme.This mechanism relies on identity
based proxy signature (IBPS) for P2D authorization which guarantees real patient-centricity. By creating a
blockchain, it will be able to provide an alternative search and tracing method of data which is linked not only by
patients but physicians also because the blockchains can have two kinds of identifying features then enhance PHR
operating efficiency and security.

R. Akkaoui et al Emphasizes increasing demand from medical researchers and pharmaceutical companies for
greater access to healthcare data that can be used more widely, enabling the development of individualized

medicine services and innovations[54].Although cloud computing is used in e-healthcare solutions, it faces
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inefficiencies as a result of the fast growing data from body sensors and is more vulnerable to cyberattacks. Authors

suggest that this work promotes future performant and secure healthcare systems through combining edge

computing with blockchain technology for distributed data governance.

S. Jiang Develops an algorithm for the secure cloud outsourcing with flexible storage and computation services,
where most of commercial clouds are untrusted servers, and security threats have been grown due to use of exploit
service by outsource constraint enterprises in a competitive environment[55].In this article, the authors presented
a Blockchain EnabledPrivacy-Preserving Verifiable Search Offering Authority (VRS0-A) model to solve these
issues using blockchain technology for real-time auditing.

3. Proposed Model

Secure Blockchain-based Authentication and Authorization Framework (SBAAF) presents a stable solution for
this job, the administration of user authentication, authorization in a decentralized theme. SBAAF uses blockchain
technology in hashing relevant user credentials before storing them on an immutable ledger, thereby promoting
data integrity and ultimately preventing unauthorized tampering. During the authorization, SBAAF validates the
token and obtains user-specific access control policies from blockchain. The policies are then tested under the
appropriate combination of resource and action (file, user) to see whether this certain OpenStack Quark has
permissions. Access control is enforced systemically to allow only authorized users for a set of actions, and
all access events are recorded on the blockchaincreating accountability and auditability. SBAAF also adds
more robust error handling to deal with common issues like invalid credentials or expired tokens without causing
any discomfortfor the user, but keeping integrity of functionality. In short, SBAAF blends the immutability of
blockchain with next-generation cryptographic solutions to deliver a secure and scalable authentication &
authorization framework.

Secure Blockchain-based Authentication and Authorization Framework Algorithm SBAAF Initialize
Blockchain Network

Load Smart Contracts

Function AuthenticateUser(username, password):

stored_hash = RetrievePasswordHashFromBlockchain(username)hashed_password = Hash(password)

If hashed_password == stored_hash: token = GenerateToken(username)SignToken(token)

StoreTokenOnBlockchain(token)Return token
Else:
Return AuthenticationFailure
Function AuthorizeAccess(token, resource, action):If VerifyToken(token):
user_id=ExtractUserldFromToken(token)
policies = RetrieveAccessControlPoliciesFromBlockchain(user_id) If CheckAccessPolicy(policies, resource,
action):
GrantAccess(resource) LogAccessEvent(user_id,resource, action)Return AccessGranted

Else:
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Return AccessDeniedElse:

Return InvalidTokenEnd Algorithm

Initialization

The algorithm starts by bootstrapping the blockchain network and connecting to the ledger. In this stage, the system
loads smart contracts which determine access control policies. In a broader way to understand, those are the smart
contracts on cloud where they implement rules/policies asper demand/requirement over how each resource in
Cloud Infrastructure can Access. Not only that, but the framework also establishes communication channels to talk
with cloud services so it can interact properly with other parts of a system.

User Authentication

During the user authentication process, a system is submitted with access requests including details of users like
their usernames and passwords. The framework in turn authenticates these credentials by matching the password
given with this stored hash form on a public ledger known as blockchain. The way we are doing this comparison

is by hashing the password you provide

using a secure (hash) function, like SHA-256 and checking if it matches to a stored hash. The system generates an
authentication token if the credentials are validated successfully. In the case of invalid credentials, we will reject
the request and send a message for failure to authenticate back to the user.

Generate Authentication Token

After successful authentication, the system returns identification token like a JSON Web Token(JWT) with user
ID.The time stamp for such login and necessary metadata. Next, this token isdigitally signed with the help of a
strong cryptographic key to maintain its integrity and verify it. Access Request Handling

Details are recorded about an access request that includes the resource and action being requested as well as
information of authentication in terms of representing the user making this call. To know the type of token in use,
we need to validate it and see if it's a valid signature +non expired. After the token is validated, it will be
decrypted to read back user ID and other essential fields. The system then fetches the access control policies from
blockchain ledger basedon user.

Grant or Deny Access

The system either allows or restricts access to the required resource based on the outcome of the authorization
check. A request is then sent to the app with jurisdiction to deny or approve access,which if accepted logs an event
on the blockchain ledger for auditability and traceability. Then, it communicates the result of this authorization
decision (allowed / denied) to the user.

Logging and Auditing

All authentication and authorization events are stored in the ledger, so everything is kept track ofto guarantee
transparency and security. These logs can be accessed by authorized entities and used to observe trends in access,
detect unusual activities, monitor compliance with the set of policies that defines who is allowed under which

circumstances.
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Error Handling

It contains explicit solutions to typical errors and exceptions like invalid credentials, token expiration or other

possible problems. If an error takes place, the system provides precise error messages to inform what is wrong.

4. Results

Transaction Throughput

The above figure is a Combined Graph to show TPS (Transaction Per Seconds) vs Samples, which helps you
compare how fast each model can process throughput transaction per second as sample number increases. On the
x-axis, we have the number of samples (from 1,000 to 5,000) while on the y-axis it represents transaction
throughput TPS. The improved ability of SBAAF to process greater quantity of transactions is reflected in its

increasing throughput, and it becomes more efficient for environments with high transactional rates.
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Table 1 Transaction Throughput (TPS) Fig 1 Transaction Throughput
Latency

The Latency Comparison graph shows the transaction processing time, in milliseconds(ms), withthese RCX
models. The x-axis is the number of samples and the y-axis represents latency. Loweris better in this line chart
relates to faster processing times (less latency). SBAAF has the lowest latency in all sample sizes, which implies
that SBAAF can process transactions faster than TCM,OAuth and FIM.

Latency Comp:
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Table2 Latency(ms) Fig 2 Latency Comparison

Security Metric
Further, the Security Metric Comparison graph highlights securities effectiveness for each model. SBAAF has the

most robust security performance of all models tested, making it a more secure choice for protection of critical
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data and transactions.

Number
Samples

o
=N

TCM(TPS)

OAuth (TPS)

FIM (TPS)

SBAAF (TPS)

1000

0.90

0.92

0.91

0.99

2000

0.88

0.90

0.89

0.98

3000

0.86

0.88

4000

0.84

0.86

0.85

0.96

5000

0.82

0.84

0.83

0.95
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Fig3 Security Metric Comparison

Scalability

Scalability Comparison: This graph evaluates how the different models work across a greater number of users.
Hence the x-axis being the number of samples versus y, which is nothing but actual users each model can handle.
While SBAF can scale to support the most users (Session message transactions/sec). This scalability also equips
SBAAF to support a spike in user base without performance degradation, which makes it a good option for apps

with growing number of users.
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Access Control Consistency

Access Control Consistency Comparison: The Access Control Consistency graph evaluates the consistency of
access control policy enforcement across each model. In this plot, the x-axis represents a number of samples and
the y-axis shows the consistency score where higher value indicates more consistent policy enforcement. The

highest consistency scores shown by the
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SBAAF indicates enforcing of access control policies more consistently across different sample sizes.

Access Control Consistency Comparison
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Table 5 Access Control Consistency (Consistency Score) Fig5 Access Control Consistency

Tamper Resistance
The Tamper Resistance Comparison graph shows how each model rates in terms of tampering and unauthorized
alterations. On the x-axis are the number of samples, and on y we have atamper resistance score (higher is

better). In general, the Secure Blockchain-based Authentication and Authorization Framework (SBAAF) uses

blockchain to increase security in the authentication & authorization process.

Tamper Resistance Com) parison
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Table 6 Tamper Resistance Figé Tamper Resistance Comparison

5. Conclusion

The study of the Secure Blockchain-based Authentication and Authorization Framework (SBAAF) is a promising
edge on using blockchain technology for a more secure cloud. SBAAF overcomes the challenges of traditional
cloud authentication and authorization mechanisms in terms of data integrity, tamper proofing & transparent
auditing. SBAAF does goes through blockchain's decentralized and immutable nature to tackle the security
concerns of centralized systems, which are prone to single points of failure issues in terms of auditability,
scalability problems and much more vulnerability toward cyber-attacks. We solved this problem by securely
storing in Blockchain ledger following user authentication info and access tokens.The certification is decentralized

and separation guarantees that there are no disturb delays produced by the customary
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reliance on a central server. Moreover, the framework has automated and enforced access control policies using
smart contracts which brings consistency and reduces human errors. The evaluation of the performance shows that
SBAAF outperforms existingmodels in a wide range of significant metrics. It will have higher transaction
throughput, low latency with high scalability. Solid Security: The strong security matrix of the system and tamper
resistance shows how well it can protect your data, resources etc. from unauthorized hands and breaches. Since
SBAFF can easily scale to support a high number of users without affecting on the velocity, this makes it top
candidate for solutions aimed at modern cloud environments.
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