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Abstract:

One of the main concerns in the current society is security. One of the biggest issues facing the 

modern world is security. As technology develops, more security issues arise. Current security 

protocols contain certain flaws and are susceptible to hackers. Based on Internet of Things (IoT), the 

proposed solution to the security issue is based on facial detection and identification. 

The camera takes a picture of a person's face, which is then compared to the acquired database. The 

authorized user may utilize a mobile application to provide any unregistered person access to the 

premises. If someone enters without permission or knowledge, a picture of their face will be taken and 

emailed to the appropriate authorities. An alarm will sound if someone tries to enter without 

authorization. The proposed system produced accurate results for both authorized and unauthorized 

users.The introduced system provides a low-cost solution for monitoring and controlling the houses, 

different organizations like banks, universities, etc. In this study, using the CNN Alexnet facial 

recognition system which is implemented in a door locking system, data collection is done which is 

then used to train machine learning where the results are quite accurate where the accuracy is the result 

is 97.5% which is quite good compared to some other studies. The conclusion is the CNN method can 

perform facial recognition which is quite accurate which can be implemented on the IoT device. 
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1.Introduction: 

Face recognition is important not only because it allows[1-2] us to use our face as a key but also because 

systems like[3-5] face identification can read our expressions in real time.[6-9] As IoT grows, different 

devices are being developed and face recognition is emerging rapidly. Now-a-days, security is the major 
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issue for every person. People get[10-15] harassed in their house and old security methods have failed to 

provide a high level of security.Different electronic devices, such as mobile phones, laptop and ATM, 

used some type of biometric[16-20] authentication or passcode but these can be easily accessed by thieves 

by any means which is not safe. Over the past few years, there have been quite a several choices in 

conventional[21-30] technology and biometric technology to meet security needs for households or 

offices. Some conventional security systems, for example using keys,  

passcodes,[31-36] ID cards, and/or RFID cards, can be unreliable if objects for access are stolen or lost.  

Such security systems have disadvantages when access is stolen by people who do not have the authority 

to gain[37-41] access and also daily activities sometimes force someone to leave the house empty, such as 

during work or school hours. This makes the house vulnerable  to break into and theft, even when the 

house is locked or securely locked. The development of Information Technology and Communication 

currently offers[42-47] convenience to users in various lines of life. One technology that is currently 

trending is the smart home or what is commonly known as the smart home. A smart home is a term used 

to define a residence that has the equipment, lighting, heating, air conditioning, TV, computer, audio 

system, video entertainment, security, and camera systems that can communicate with each [48]other and 

can be controlled remotely with a timetable. through the internet or telephone. Biometric systems are 

developing rapidly, especially for home security technology because they can fulfill two functions, namely 

identification, and verification, biometrics have characteristics that cannot be lost, cannot be forgotten, and 

cannot be faked where their inherent presence in humans will differ between humans and other humans so 

that their uniqueness is guaranteed.In the journal facial recognition as authentication is very good because 

the face is a physiological feature that is easiest to distinguish between individuals so face recognition is 

one of the biometrics technologies that are often studied and developed.Convolutional Neural Networks 

combines three basic architectures, namely local receptive fields, shared weight in the form of filters, and 

spatial subsampling in the form of pooling.Convolution or what is commonly known as convolution is a 

matrix that functions to perform filters. In the filtering process, there are two matrices, namely the input 

value matrix and the kernel matrix. That have been determined during the training process, namely 

Convolutional Layer, Pooling Layer, and Fully Connected Layer.The architecture that is owned by the 

Convolutional Neural Network can be seen in Fig. The previous paper described a prototype of a safe 

room access control system based on facial recognition. This system consists of a webcam to detect faces 

and a solenoid door lock to access the room. Every user detected by the webcam will be checked for 

compatibility with the database on the system using the Haar cascade classifier method embedded in 

OpenCV. If the user has access rights, the solenoid door lock will open and the user can enter the room.  

2.Literature Survey: 

Patel, K.K., Patel, S.M.:The term "Internet of things" describes a [50]kind of network that uses 

information-sensing devices in compliance with predefined standards to link anything to the Internet.  

communication necessary for intelligent [51]tracking, monitoring, and management. This article provides 

an overview of IOT, including details on its definition, support for various technologies, architecture, 

features, and applications, as well as its functional perspective and future challenges. 
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Chin, H.:Face is the representation of one’s identity. Hence, we have proposed an automated student 

attendance system [52]based on face recognition. Face recognition system is very useful in life 

applications especially in security control systems. The airport protectionsystem uses face recognition to 

identify suspects and FBI (Federal Bureau of Investigation) uses face recognition for criminal 

investigations. In our proposed approach, firstly, video framing is performed by activating the camera 

through a userfriendly interface. 

Senthilkumar, G., Gopalakrishnan, K., Kumar, V.S.:An external processing [53]unit and interface devices 

are not necessary for an image capture system with integrated computing to extract information from 

photos and make the results available to other devices. Selecting an embedded platform is a very special 

and straightforward process. The study suggested an embedded system based on a Raspberry Pi board for 

picture capture. Embedded Image Capturing using Raspberry Pi system (EICSRS) was ultimately realized 

by taking into account the needs of the image capturing and recognition algorithm, Raspberry Pi 

processing module, and its peripherals, implementing based on this platform. 

Sowmiya, U., Mansoor, J.S.:The concept of secure locking automation with IOT for door unlocking 

systems to give our houses, bank lockers, and associated control operations and security precaution via the 

GSM module the necessary security.It makes use of an embedded system based on a Raspberry Pi server 

system for picture capture. The Raspberry Pi (RPi) manages the video camera, capturing images and 

activating a relay to open doors. A secured facial recognizer for automated door unlocking is included in 

the module. The face image captured by the camera is compared to the image saved in the database.The 

door lock will unlock if the database has the picture; if not, an SMS alerting users to an attempted 

intrusion will be sent. 

Wati, D.A., Abadianto, D.:In the modern world security is one of the major issues. As technology is 

getting advanced many security issues are arising. The existed developed security methods have some 

flaws and they can be hacked. The proposed system for resolving the security issue is based on face 

detection and recognition using Internet of Things (IoT). The face of a person is captured by the camera 

and compared with the acquired database. The authorized user can also utilize mobile application to give 

access to the premises to any unregistered person. In the case of unauthorized/unknown access, the face 

image of the person will be captured and notified to the concerned authorities through an email. 

Lwin, H.H., Khaing, A.S., Tun, H.M.:Most doors are controlled by persons with the use of keys, security 

cards, password or pattern to open the door. Theaim of this paper is to help users for improvement of the 

door security of sensitive locations by using face detection and recognition. Face is a complex 

multidimensional structure and needs good computing techniques for detection and recognition.The door 

will open automatically for the known person due to the command of the microcontroller. On the other 

hand, alarm will ring for the unknown person. 

3.Methodology: 

 Proposed System: 

The main controller in our suggested system is a Raspberry Pi, which is reasonably priced and runs on 

very little power. It contains inbuilt sensors, such as ultrasonic distance sensors and PIR motion detection. 
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The Raspberry Pi-controlled door lock and unlock mechanism is assisted by the stepper motor. Display in 

the provided flowchart.  

 

 

Fig1:Flow Chart 

In our proposed system we have used the cloud to send the data to the remote Smartphone which is at the 

user side. This is the IoT basedsystem and can be made automated as and when required. It has very low 

power requirement which makes it most affordable. It requires minimum 5V to work. We can easily 

replace any part of this system without disturbing the other parts. The system will consist of the identified 

member’s photos in the database. Any new entry can be made as andwhen required in the database. Image 

will be captured and face recognition will be performed. If face match found the door will open else red 

color bulb will light up, if the owner is at home(specified in android application) then bell will ring else 

notification will be sent i.e., someone is waiting outside your home.If the person is not identified, the 

owner will receive an email on his Gmail account with the photo of the unidentified person. All of these 

activities are kept in the database, which is kept on a 32GB micro SD card in a Raspberry Pi. Since all of 

the data is accessible online, our system operates more effectively. 

Pattern in Local Binary: 

Texture categorization is necessary for face identification. In this instance, the Local Binary Pattern (LBP) 

technique is used. The simple yet very powerful LBP texture operator thresholds the pixels around each 

pixel in an image to assign a binary number to that pixel. When it was first described in 1994 (LBP), it 

was found to be a useful feature for texture classification. 
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 Furthermore, on some datasets, it has been demonstrated that combining LBP with the histograms of 

oriented gradients (HOG) descriptor significantly improves detection performance. The local 

representation of texture is ascertained by LBP by comparing each pixel to its near surroundings. The 

image must be converted to grayscale in order to be used as a texture description.  

Raspberry Pi: 

The Raspberry Pi is a reasonably priced Linux computer that also features a set of GPIO (general purpose 

input/output) pins that enable you to control electronic components for physical computing and conduct 

Internet of Things (IoT) experiments. It displays the Raspberry Pi GPIO.People all across the world use 

Raspberry Pis for hardware projects, industrial applications, home automation, and teaching programming. 

The suggested method uses Python programming to manage the GPIO pins. Any GPIO pin can be 

configured as an input or output by using the included software.  

The Raspberry Pi functions inside the open source community. Raspbian is the primary supported 

operating system. 

 

Fig2:Raspberry Pi 

IOT Platform: 

We have utilized the Ubidots framework for IoT [17]. We have employed IoT to make our houses smarter 

and more safe. when someone not allowed attempted to enter The owner will receive an email with the 

photo of the illegal individual. The owner can use the internet to monitor and operate his home's door even 

if he is far away. if the owner wishes to allow someone who isn't permitted to enter the house. He only 

needs to grant access for the door to be opened. 

4.RESULTS : 

After capturing the photo at the door face recognition is done to check whether person is a home member 

or identified one. It will determine if the person is stranger or not. If the person is stranger then door will 

not open. If  the person is a stranger then his photo will be sent to the owners Gmail ID, the photo is 

shown in the given figure1 recognition is done to check whether person is a home member or identified 

one. It will determine if the person is stranger or not. 
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                                        Fig3:unknown person identify sent to gmail 

In the future a more accurate and exact face recognition algorithm can be presented. We can control the 

access to the door using our Smartphone remotely by sending the signals to  the system. We  can build an 

Android application to control our system more easily and efficiently. 

 

 

 Fig4: Home security System with Face Recognition based on Convolution Neural Networks. 

5. CONCLUSION 

The automatic security system that is recommended is affordable and consumes minimal electricity. 

Because it utilizes IoT, the proposed system is effective and suitable for real-time applications. In our 

proposed system, the accuracy rate is about 95%. Because the system is constructed on WAN, the owner 

may view and control it from a distance. This system enables remote control and monitoring. The 

scheme's auxiliary components can be easily changed without affecting the settings. This configuration 

can be used in both online and offline settings. In order to stop fraud, the financial system may someday 

use debit cards, individual companies, and IoT-based security solutions. This system also has the ability to 

be merged. 
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