© 2024 JETIR November 2024, Volume 11, Issue 11 www.jetir.org (ISSN-2349-5162)

JETIR.ORG
serir y JOURNAL OF EMERGING TECHNOLOGIES AND

J#%y) INNDVATIVE RESEARCH (JETIR)

An International Scholarly Open Access, Peer-reviewed, Refereed Journal

Credit card fraud detection using Random Forest
Model

M. Prasanna Kumar!, Shaik Shakila?, Shaik Sabila Parveen®, Rajulapati Pavani®.
!Assistant professor, Vignan’s Nirula Institute of Technology and science for Women
234B tech Scholar, Vignan’s Nirula Institute of Technology and science for Women
himpkumar@gmail.com,22NN1A4252@gmail.com,22NN1A4251@gmail.com,22NN1A4246(@gmail.com.

Abstract

Credit card fraud events take place frequently and then result in huge financial losses [1]. On the opposite hand,
machine learning (ML) techniques were used to predict the suspicious and non-suspicious transactions mechanically
by victimization classifiers [2][5]People can use credit cards for online transactions as it provides an efficient and easy-
to-use facility. The relevant literature presents many machines learning based approaches for credit card detection,
such as Extreme Learning Method, Decision Tree, Random Forest, Support Vector Machine, Logistic Regression and XG
Boost. The main aim is to design and develop a fraud detection method with an objective to analyse the past
transaction details of the customers and track the behavioural patterns. here cardholder details are taken into
consideration of time ,amount account, number etc.... And then the Random Forest classifier with better rating score
can be chosen to be one of the best methods to predict frauds. our findings highlight the importance of continues
model training and validation to keep pace with evolving fraudulent tactics. The main aim of this is to prevent credit
card frauds and create a better environment for credit card holders for safe and secure.

Keywords:
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1.Introduction

Credit card fraud is defined as the unauthorized usage of card, unusual transaction behaviour, or transactions on an
inactive card [3]. In general, there are three categories of credit card fraud namely, conventional frauds (e.g. stolen,
fake and counterfeit), online frauds (e.g. false/fake merchant sites), and merchant related frauds (e.g. merchant
collusion and triangulation) [4]. As a result, companies will need to update their environment to ensure that they can
take all types of payments. In the next years, this situation is expected to become much more severe [6].Credit card
generally refers to a card that is assigned to the customer (cardholder) usually allowing them to purchase goods and
services within credit limit or withdraw cash in advance. Credit card provides the cardholder an advantage of the time
i.e. it provides time or their customers to repay later in a prescribed time by carrying it to the net billing cycle. Credit
card frauds are easy targets. without any risks a significant amount can be withdrawn without the owner’s knowledge,
in a short period. Fraudsters always try to make every fraudulent transaction legitimate, which makes fraud detection
very challenging and difficult task to detect.

Fraud can be avoided in two main ways: prevention and detection. Prevention avoids any attacks from fraudsters by
acting as a layer of protection. Detection happens once the prevention has already failed. Therefore, detection helps
in identifying and alerting as soon as a fraudulent transaction is being triggered. In the twenty-first century, most
financial institutions have increasingly made business facilities available for the public through internet banking. E-
payment methods play an imperative role in today's competitive financial society. They have made purchasing goods
and services very convenient. Financial institutions often provide customers with cards that make their lives convenient
as they go shopping without carrying cash. Other than debit cards the credit cards are also beneficial to consumers
because it protects them against purchased goods that might be damaged, lost or even stolen.
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Fig 1: Types of credit card frauds
Fig 1 describes with different frauds mostly credit card frauds often in the news or the past few years frauds are in the
top of mind for most the world’s population. Credit card dataset is highly imbalanced because there will be more
legitimate transaction hen compared with a fraudulent one. According to 2016-2023 the US Payments forum report
criminals have shifted their focus on activities related to fraud transactions were increased. Below bar graph shows
the increasing value of fraud number in respective years.
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Fig 2: credit card frauds increasing rate from 2016-2023(US$ Mn)

Even then there are chances or thieves to misuse the credit cards. There are many machine learning techniques to
overcome this problem.

2.Literature survey

Supervised learning methods have emerged as a key tool in modern fraud detection systems, with models being
trained on large amounts of labeled transaction data. Random Forests, for instance, have been widely used due to
their ability to handle complex data structures and imbalanced datasets.

Bolton[7] introduced statistical fraud detection as an important methodology in combating credit card fraud, focusing
on anomaly detection techniques. However, their effectiveness diminished as fraud patterns became more
sophisticated and harder to capture through static rules. Furthermore, manually updating these rules to adapt to new
fraudulent tactics was labor-intensive and impractical, especially as the volume of transactions increased.

Dal Pozzolo [8] demonstrated that Random Forests are effective in mitigating the problem of class imbalance—an
issue where fraud cases represent a small fraction of the dataset. Other machine learning models, such as Support
Vector Machines (SVM) and Logistic Regression, have also shown success in detecting fraud. These models learn
patterns from historical data and can generalize well to unseen data, offering improved detection rates compared to
rule-based approaches.

Adversarial learning is a promising area of research that aims to improve the adaptability of fraud detection models.
In this approach, models are trained in a competitive framework, where one model learns to detect fraud while
another attempts to generate new fraudulent patterns, thereby enhancing the overall robustness of the detection
system (Wang et al., 2019)[10]Chan et al. (1999)[11] were among the first to introduce decision trees for fraud
detection, which offered a more flexible alternative to rigid rule-based systems. However, these methods struggled to
adapt to the continuously evolving nature of fraud, leading to the widespread adoption of machine learning
techniques.

JETIRGO06040 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 390


http://www.jetir.org/

© 2024 JETIR November 2024, Volume 11, Issue 11 www.jetir.org (ISSN-2349-5162)

Sahin et al. (2013)[12] demonstrated the effectiveness of Random Forests and Support Vector Machines (SVM), which
learned from historical data to detect fraudulent transactions. These models were particularly useful in handling large
volumes of transaction data and addressing issues like class imbalance. Jha et al. (2012)[13] extended this work by
applying logistic regression and Naive Bayes models, showing that ensemble methods could enhance prediction
accuracy by combining multiple classifiers.

Fiore et al. (2017) [14]demonstrated the use of autoencoders and deep neural networks (DNNs) to detect anomalies
in transactions. These models excel at learning complex transaction patterns without requiring labeled data, making
them suitable for unsupervised fraud detection. Bhattacharyya et al. (2011)[15] explored the application of Neural
Networks and highlighted their ability to improve fraud detection accuracy by capturing nonlinear relationships in
transaction data.

Hybrid models have gained popularity as they combine the strengths of different learning approaches. Carcillo et al.
(2020)[16] developed a hybrid system combining logistic regression with deep learning, achieving high precision and
recall in fraud detection tasks Gomes et al. (2021)[17] explored combining Random Forests with clustering methods
to detect anomalous transactions in real-time systems, offering better adaptability to changing fraud patterns.Despite
the success of machine learning models, several challenges persist. The primary issue is the imbalance in transaction
datasets, as fraudulent transactions typically represent only a tiny fraction of the data.

Zhang et al. (2019) [18]addressed this challenge using the Synthetic Minority Over-sampling Technique (SMOTE) to
balance the dataset, improving model training. Moreover, the need for real-time fraud detection remains critical, as
fraud detection models must quickly process large volumes of transaction data. Taha et al. (2020)[19] examined the
use of online learning algorithms to continuously update models in real-time, making them more effective in
preventing fraud.Another area of research focuses on adversarial learning, which allows models to adapt to new fraud
tactics.

Goodfellow et al. (2014)[20] introduced Generative Adversarial Networks (GANs) to simulate evolving fraud patterns
and improve fraud detection systems' robustness Wang et al. (2019) [21]further explored adversarial training
techniques, demonstrating how models trained to combat adversarial examples were more adaptable to new,
sophisticated fraud schemes.

3.Proposed work

Data is from the Kaggle "Credit Card Fraud Detection" dataset. This dataset contains over 2,80,000 transactions, with
only a small fraction (0.172%) are fraud. The dataset includes many features including mainly time, amount, class(0,
1). For Data Preprocessing it First, check for missing or null values in the dataset. Use isnull() or similar methods to
inspect. if missing values exists the we decide an appropriate strategies like imputing missing values using the mean
or median, and if categorical features using mode. For Dimensionality Reduction Although Random Forest can handle
high-dimensional data, applying Principal Component Analysis (PCA) may reduce computational cost and noise.

If The dataset is highly imbalanced, which can lead to bias toward the majority class. Use one or a combination of the
following techniques to handle this is SMOTE. for Feature Selection Random Forest inherently provides feature
importance scores. After training, you can use these scores to determine which features contribute most to the model
and eliminating low-importance features to reduce model complexity and improve performance.
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Fig 3: Overall flow diagram of credit card system.

Fig 3 describes how the credit card work can be done and what are the stages of it.Random Forest is an ensemble
learning method based on Decision Trees. It builds multiple decision trees during training and outputs the mode of
the classes (classification) of the individual trees . It is highly effective for handling large datasets with imbalanced
classes and reduces the risk of overfitting. The Advantages are Ability to handle both classification and regression
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problems and also resistant to overfitting by averaging multiple decision trees, and it is high accuracy and better
performance with imbalanced dataset.For Model Training Process we must and should we have to specify the number
of trees and tree depth and minimum samples for better accuracy. And also we have to Train the model on training
dataset. For Model Evaluation the Evaluation Metrics are Given the class imbalance, standard accuracy is not a
sufficient metric. And also precision for ensuring false positives (non-fraud classified as fraud) that are minimized and
Recall (Sensitivity) for ensuring most fraudulent transactions are caught andF1-Score for obtaining balance between
precision and recall and Confusion Matrix for visualizing true positives, false negatives, true negatives, and false
positives.

The Final Model Deployment After training and validation, the Random Forest classifier can be integrated into real-
time systems where it evaluates transactions on the fly. After deployment Continues monitoring should be done which
means Monitor the model’s performance and collect new data to update the model periodically and also Continuously
enhance the model using new data and feedback.

4. Algorithm

Random Forest is a popular machine learning algorithm that belong to the supervised learning technique. It can be
used for both Classification and Regression problems in ML. It is based on the concept of ensemble learning, which is
a process of combining multiple classifiers to solve a complex problem and to improve the performance of the model.

Training Training Training
Data Data P, Data
1 2 n
Training ¢ ¢ ¢
Set Decision Decision Decision
Tree Tree Tree
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Voting
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v

Prediction

Fig 4: explains the working of random forest algorithm

As the name suggest, “Random Forest is a classifier that contains a number of decision trees on various subsets of the
given dataset and takes the average to improve the prediction from each tree and based on the majority votes of
predictions, and it predicts the final output. The greater number of trees in the forest leads to higher accuracy and
prevents the problem of overfitting.

Steps:

Step 1: Randomly select M training examples from the training dataset.

Step 2: Build the decision trees for the chosen data points (Subsets).

Step 3: There are different outcomes for each of the decision trees constructed. Examine it.

Step 4: In the case of classification as well as regression, the averageness or majorities voting logic is applied for final
output respectively.

1. Bootstrapping: For each tree t (out of T trees), generate a bootstrap sample Dt by randomly sampling N
transactions with replacement from the original dataset D.

2. Tree Construction: For each bootstrapped sample Dt, grow a decision tree by:Random feature selection: At
each node of the tree, randomly select a subset of features F' from the full feature set F (where |F'|<|F|).Node
splitting: For each selected feature, calculate the best split using a criterion like Gini impurity or entropy. The
split that best separates the data into fraud and non-fraud classes is chosen. Repeat splitting until a stopping
criterion is met (e.g., maximum depth of the tree or minimum number of samples in a node).

3. Tree Voting: Once all T trees are built, use them to classify new transactions: For a new transaction x, pass x
through each tree in the forest. Each tree provides a prediction (fraud or non-fraud) for x.
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4. Majority Voting: The final prediction for transaction x is determined by majority vote across all trees:
yA=mode(y*1,y*2,., y*T) Where y”t is the prediction from tree t.

5.Result
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Fig 5: Accuracy and F1 score for different ML models(DT,KNN,LR,SVM,RFT).

Fig 5 represents the different accuracy given by different ML models.every model has different accuracy and F1
score.
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Fig 4: Comparison of three ML models

This code plots a comparison between three machine learning models using Matplotlib- namely, Random Forest,
Logistic Regression, and Support Vector Machines-and it does this using synthetic, noisy sine and cosine waves. This is
an attempt to show the behaviour of these models over some continuous input range and compare their performance
visually.

The first is generating the synthetically noisy data with "numpy’. For reproducibility purposes, a fixed random seed
‘np.random.seed(42)" has been set; therefore, the noise added to the sine and cosine waves every time you run the

code is reproducible. Three different noisy data sets, 'y1°, 'y2°, 'y3°, are generated:- "'y1" based on the sinusoidal wave
with noise over it, simulating how Random Forest behaves.
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This is just like the output of Logistic Regression, but with some noise added in the form of a noisy cosine wave, 'y2".
'y3' is a sine wave, but with double the frequency of “y1°, simulating SVM performance but with added noise as it
goes. The data below simulates fluctuating model performance over a range of inputs ('x’), with some added noise to
reflect real-world uncertainties.We will generate plots so that we may visually inspect how our data relates to each
other.

The plotting begins with setting up a “figure’ that is 10x6 inches. Each model is plotted as different lines. The properties
change on each line: The Random Forest line “y1" is represented in colour as solid blue. The Logistic Regression ('y2°)
is represented in colour in the form of dashed green. The SVM line ('y3°) is in dashed dotted black. A label is added to
each line of the legend so that it can be easily identified in the plot. The plot has a title of "Comparison of Three ML
Models" as well as labels for the x-axis and y-axis. The labels help a viewer decipher the plot to better understand the
data for a user trying to understand what is shown. Font sizes are set for labels, ticks, and legends.

An extra grid will be overlaid on the plot so as to generate a more satisfactory follow-up and comparatively trended
data. Finally, plt.show()" prints the plot to the output window. The created plot makes it possible to communicate the
fact, with clarity and brevity, that there is a difference between three models above all of a range of inputs, which may
eventually make easier comparisons over their behaviours.

6.Conclusion

CCFD is an increasing threat to financial institutions. Fraudsters tend to constantly come up with new fraud methods.
A robust classifier can handle the changing nature of fraud. Accurately predicting fraud cases and reducing false-
positive cases is the foremost priority of a fraud detection system. For detecting CCFD, the number of features, number
of transactions, and correlation between the features are essential factors in determining the model performance.
Credit card fraud detection has been a keen area of research for the researchers for years and will be an intriguing area
of research in the coming future.

The main advantages of using Random Forest for credit card fraud detection are High accuracy: Its ensemble nature
typically results in better performance compared to single decision trees, Feature importance: Random Forest can
identify the most important features influencing fraudulent transactions, which can be valuable for understanding
fraud patterns, Handling of imbalanced data: Fraud detection datasets are often skewed, with far fewer fraud cases
than legitimate ones. Random Forest can handle this imbalance, especially when combined with techniques such as
class weighting or oversampling, Scalability: It can process large datasets efficiently, making it suitable for real-world
credit card transaction data, which often involves millions of entries.

However, some limitations to be aware of include the computational cost, particularly with large datasets, and the
potential need for tuning hyperparameters (like the number of trees and depth of each tree) to optimize performance.
Overall, Random Forest is a powerful tool for fraud detection but should be considered alongside other models and
techniques, such as anomaly detection or deep learning, to ensure optimal results in real-world applications.
Combining it with additional methods may help improve precision and reduce false positives, leading to a more secure
and efficient fraud detection system.
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