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Abstract- Biometric authentication systems offer improved security based on unique biological characteristics of a user to 

identify them. This study outlines the design and implementation of an authentication system based on fingerprint 

recognition—that is also secure—utilizing unique and permanent patterns in fingerprints. The fingerprint recognition system 

employs a minutiae matching approach, which extracts unique characteristics of fingerprints such as ridge endings and 

bifurcations, and then compares them with the concept of templates. By employing noise reduction and normalization in the 

preprocessing stage, the system is designed for successful minutiae vessel extraction from fingerprint images. The system 

matches tapestry to vestiges based on the Euclidean distance between parse vestiges and the stored templates. An 

arbitrary/system-fed threshold will decide whether the user is authenticated or not. The proposed system has a robust level of 

security to reduce unauthorized access to difficulty in broad applications such as mobile devices, secure entry, etc. 

Evaluation results show high accuracy and performance in real-world experiences and situations that recommend fingerprint 

biometric authentication systems—like the one proposed in this study—as a standard practice in our security.  
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1. Introduction 

In the digital era of today, securing sensitive information [1] and access to secure information systems is becoming a 

significant challenge. Traditional authentication mechanisms [2-9], such as passwords and PINs, are subject to many attacks 

including phishing, brute force, and social engineering making their sufficiency increasingly questionable.  Biometric 

authentication often utilizes different unique physiological or behavioral characteristics of individuals [10] that provide a 

more secure and reliable means of authentication.   

 

Of the various biometric modalities, fingerprint recognition has become pervasive due to its high accuracy, ease of use, and 

low costs. Fingerprints are composed of unique ridge patterns [10-15] that do not change throughout a person’s life and 

therefore are expected to be effectively utilized for identification. Every fingerprint is unique, also among identical brothers, 

so an exceptional level of individuality is expected. This fingerprint characteristics make [16] them suitable for utilizations 

from unlocking mobile devices to access control system in secure facilities.  

 

The focus on this paper will be on developing a fingerprint recognition, biometric based secure authentication system. The 

system utilizes a [17-24] minutiae-based approach to extract specific points such as ridge endings and ridge bifurcations from 

scanned fingerprint images. Fingerprint minutiae points are compared against the enrolled fingerprint [25-30] template using 

Euclidean distance to verify the posture identity of the user. The system is designed to accommodate an expected tradeoff of 

security and performance [31-34] while providing fast and reliable authentication and a reduced probability of false positive 

or false negative alerts.   

 

In the next sections, we will describe the technical basis for the system including the minutiae extraction, matching algorithm 

and system architecture.  Following this, we will share the performance of the utilized fingerprint recognition [35-40] system 
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when evaluated in use cases, which supports the case for systems' implementation in a range of security sensitive 

environments and applications. 

2. Literature Survey 
 

Numerous studies have investigated the performance of biometric technologies—including thumb print and iris 

recognition—in secure authentication services. In this section, we focus on previous studies that highlighted significant 

methods, enhancements, and algorithms related to the two biometric modalities. 

 

Jain et al. (1997) focused on minutiae extraction to develop an efficient fingerprint-based biometric authentication system 

[1]. Their research detailed a method to reliably extract characteristics of thumbprints even from noisy or incomplete prints, 

thereby improving the matching algorithms’ accuracy. This research was important to fingerprint recognition for large-scale 

applications including criminal databases and national identity programs. 

 

Maltoni et al. (2009) developed the body of research in relation to speed and scaling in thumb impression systems [2]. They 

described an algorithm that improved matching speed by using local ridge orientation and frequency analysis, potentially on 

large databases. Their method assisted in reducing computational burden for large scale deployments, which increases the 

complexity of systems such as ATM authentication and mobile devices. 

 

Uludag and Jain (2004) described counter measures for security weaknesses in fingerprint recognition systems, focusing on 

template attacks and spoofing [3]. The authors discussed the concept of liveness detection to makea distinction between a 

real thumb or soft or fake fingerprint copy. This research was important to protect against the use of molds or duplicate 

fingerprints used to exploit a biometric system. 

 

Agrawal et al. (2011) used fuzzy vault methods to improve recognition for fingerprint-based systems [4]. This new method 

addressed privacy and security concerns over the storing and management of biometric template data. The authors developed 

a secure biometric template using cryptographic methods based on thumb print data.   

 

In this paper I am using mintutiae based figure print matching system. A minutiae-based fingerprint matching [41] system 

usually returns the number of matched minutiae on both query and reference fingerprints and uses it to generate similarity 

scores. Generally, more matched minutiae yield higher similarity scores. That is when the number of minutiae on both 

fingerprints is large [42-48] we can confidently distinguish the genuine and imposter fingerprint using the number of 

matched minutiae. According to forensic guidelines, when two fingerprints have a minimum of 12 matched minutiae they are 

considered to have come from the same finger [5] 

 

The fingerprint feature space is based on the fingerprint texture feature. In fingerprint feature extraction, methods such as 

minutiae matching, short time Fourier transform (STFT), and Gabor filter bank [6] are used. Gabor filter banks are 

commonly used to extract features. 

 

3. Proposed methodology 
 

The minutiae-based approaches are adopted based on the extraction and matching of minute feature approaches in the 

proposed fingerprint verification process. It first preprocesses the fingerprint image by enhancing its quality and then 

gathers all important details like the ridge ends and bifurcations, which can be represented in the form of coordinates and 

orientations for the creation of a unique fingerprint template. The Euclidean distance metric is used to compare extracted 

features with stored templates during the matching process. This ensures a reliable similarity assessment. 

Mathematical terms 

3.1. point image capture 

Input raw point image from the detector. 

Approach-> figureprint image accession through detector 
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3.2.Preprocessing for Fingerprint image 

  Steps-denoise and also normalization  

Ways-Remove noise with Gaussian biur,unify discrepancy position by making all pixel values similar. 

Formula=homogenize(i,0,255) 

I=original point image 

3.3.Ramification birth 

 Point birth(minutiae point)involving the crest consummations and bifurcation. 

-ramification points 

Whare x_fp={(x1,y1,θ1),(x2,y2, θ2),.,(xn,yn, θn)} 

 

We can use across-counting number(e.g. Ridge bifurcation discovery)),or in other words we’ar detecting a boundary of 

dimensionality, so this should be possible fairly automatically by placing crests on an else smooth manifold! 

3.4.Ramifications Matching 

Nearest Neighbor computation using Euclidean Distance single byte bytes cipher the Euclidean distance of every minutia 

point of the point to the template. 

Also x_fp(input point ramification),t_fp(stored template ramifications) 

3.5.Decision making 

Threshold decision  

The authors defind an authentication thereshdold δ_fp 

If D_fp<δ_fp 

Authentication=Accepted 

Additional 

Authentication=Rejected 

The threshold , δ_fp,will determine to what degree the captured point appears as the point template calculated distance_wise. 

3.6.Affair 

Make a double decision over ramification points after comparing against stored template. 
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                                                Fig -1:fingerprint pattern 

 

Algorithm: Fingerprint Recognition

 

Input: Fingerprint image Ifp 

Output: Authentication result (Accepted/Rejected) 

1. Preprocess Ifp (noise reduction, normalization). 

2. Extract minutiae features xfp from Ifp : 

o Identify ridge endings and bifurcations. 

3. Match xfp with stored fingerprint templates using Euclidean distance: D_{fp} = √(∑_{i=1}^{N} ((x_{fp_i} - 

T_{fp_i})² + (y_{fp_i} - T_{fp_i})² + (θ_{fp_i} - T_{fp_i})²)) 

4. Set threshold δfp for acceptance: 

o If Dfp<δfp, authenticate the user as Accepted. 

o Else, reject. 

5. End.

 

4.Results: 

In this section discuss about the investigational result of proposed minutiae_based fingerprint recognition model , pore based 

matching algorithm and gabore filter based algorithm.The result shows performance of proposed model with accuracy  

http://www.jetir.org/


© 2024 JETIR November 2024, Volume 11, Issue 11                                                            www.jetir.org (ISSN-2349-5162) 

JETIRGO06050 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 477 
 

 

         Fig-2:comparison of minutiae_based figure print algorithm and other two algorithms                           

                  

 Mintutiae based algorithm is slightly better than the other  two algorithms that will be shown by  Fig-2  .And it is 

more accurate then compare two other two algorithms 

 

Fig-3:comparison of minutiae_based figure print algorithm and other two algorithms     

Fig-3 shows that minutiae based approach surfaces as the more accurate and briskly system for point recognition, making it 

suitable for real –time authentication systems.Gabor _grounded and  porematching was profitable in vases taking ayration in 

variance, but its performance degraded under noisy condition and it was slower compared to the ramification grounded 

approach. 

5.conclusion 

The results showed that the minutia-based method provided greater accuracy, faster processing times, and robustness with 

noisy conditions as well. The minutia-based approach has been found to provide a 97% accuracy rate along with 

significantly lesser false positive rates (FPR). Therefore, it suits quite well into real-time, secure authentication systems 

that require reliability as much as speed. 
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On the contrary, the Gabor filter-based method, despite moderate success with 90%, performs more effectively in cases of 

rotation and slight fingerprint deformations. However, its higher processing time, in addition to increased sensitivity to 

noise, brings its effectiveness in performing in environments where quick and consistent performance is necessary. 

 

Overall, for such systems where accuracy and speed are of prime importance, minutiae-based fingerprint matching 

remains the best option, especially when security in the authentication process is also an issue. Thus, the Gabor-based 

method continues to be useful if the input fingerprints have been rotated or distorted; however, it is not the most efficient 

option when applications become highly demanding. 
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