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During the last couple of years, cyber security has been of immense concern. Encryption is a process used for the
protection of data. Symmetric as well as asymmetric encryption techniques are widely used in information security. The
most commonly used safe symmetric encryption currently available is Advanced Encryption Standard (AES). However,
AES encryption is slow in computation. Our test shows that the use of both techniques takes 3.045 milliseconds for 1024
bytes of data Every 2048 bytes of data its value increases by 3—4 milliseconds and so on. Cryptographic circuits, because
they involve sensitive data, become easy subjects for fraudulent manipulations also known as attacks by malicious
individuals. Many attacks have already been found and studied. One of the most powerful methods is called DFA
(Differential Fault Analysis) cryptanalysis, by introducing faults on purpose into the calculations-for example, using a
laser. Then, countermeasures are designed and validated to protect the hardware implementation of cryptographic
methods such as the AES algorithm.
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1. Introduction

The National Institute of Standards and Technology (NIST) held [1-5] a competition in 2001 that resulted in the selection
of the Advanced Encryption Standard (AES) as the current symmetric encryption standard. As of 2001, the National
Institute of Standards and Technology (NIST) DES (Data Encryption Standard) should be replaced. Additionally, its
broad [6-8] widespread use in a range of contemporary applications, like online payments mobile phones, smart cards,
ment systems, electronic purses, and pay television, which accounts for the considerable interest it has ignited. Moreover,
their application is highly advantageous since they have less memory, less complexity, and less difficulty The
implementation of ware is made simpler.

The operations of addition, subtraction, multiplication, [9-16] and division in finite field arithmetic are explained by
Stalling.AES operation performance is dependent on key length 3.Four distinct transformations are performed on each
round: [17-21] AddRoundKey, MixColumn, SubBytes, and Shift Rows.The simulation is explained in the next section.
AES process using straightforward examples to make the optimization part understandable. Most recent AES
improvements have been made to domain hardwareSatoheet.optimize AES through circuit National logic is used by
CMOSstandardcell library4.Ahmadet.aluse, which is implemented using a truth table on a Vertex IIFPGAchip5,
Daemenet, and Aluse 32-bit data as the foundational unit of AES transformation to enhance the execution. Using AES-NI
extended instruction set to significantly improve the AES algorithm?7. There are lots of additional hardware [22-27]
implementation for optimized AES.

Any corporate or academic entity's security assessment has to include analysis related to the strength of the cipher. Cipher
analysts have shown that, on current hardware platforms, effectively around eight out of ten AES rounds can be brute-
forced. The attacker cannot make the attack on the system significant to them if the remaining 2 rounds are not disrupted
timely (Bogdanov et al., 2011). The current trend is that computing power is upsurging, and within a very short time, it
would be fully deciphered in the allocated time, jeopardizing the system that is being tested. Many researches are being
conducted presently to find ways [28] of ameliorating the security of the AES algorithm.

These algorithms are found in an interacting part that takes cues from its environment. Smart cards, as most electronic
components, use energy; hence they also emit radiation. The other influencing factors include temperature and even [29-
30] magnetic fields. The nature of these communications enables an attacker to notice and capture them in order to
perform a secret channel attack, which is also known as Side-Channel Analysis, or SCA (Standaert et al., 2006; Brier et
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al., 2004; Le et al., 2006; Katashita et al., 2008; Standaert et al., 2008; Prouff and Rivain, 2003; Ng et al., 2020). [31-32]
For the past two decades, several concepts of side-channel attacks have been developed.

2. Literature survey

Integrated circuit [33-35] designers have tried to design several countermeasures for the implementation of AES toward
the goal of eliminating the possibility of a fault injection attack demonstrated to be able to inject exploitable [36] flaws to
fraudulently extract confidential data.

(Yen and Wu, 2006) uses the Cyclic Redundancy Check (CRC) (n + 1,n) to detect faults, where n = {4,8,16} is the byte
count of the message. ((5,4) It is easy to use CRC), ((9,8) CRC), or ((17,16) CRC) structures to Implement the proposed
countermeasure. The CRC technique has specialized for the targeted S-Box system and the One limitation of this paper is
that the results make use of inverse S-Box. The proposed as a countermeasure [37] composite field-based S-Box was
applied in the suggested as a countermeasure. For dealing with this problem, the method proposed in Reyhani-Masoleh
and Mozaffari-Kermani (2010) rely on a numerical report of S-Box's input and output, in addition to the inverse SubByte
for fault detection and the inverse S-Box for SubByte.

Two categories of implementations [38-40] exist for both software and hardware, with hardware implementation posing
to be more attractive compared to the former due to providing better security, faster execution, and improved power
efficiency ([1]Karthigai Kumar and Baskaran, 2010).Gaj and Chodowiec The authors demonstrated ASIC realization of
cryptography algorithm 2009's (et al., Chih-Pin (2003), [41] Luke and Liu (2003)ASICs are integrated circuits which
have very few flexibilities and are focused towards single use. In addition small-scale production is how not possible with
rising Non Recurring Engineering cost.

In [2], Lu et al. presented a new architecture technique [42-47] to reduce the complexity architecture of the AES
algorithm when it is implemented in hardware, including smartphones, PDAS and card, etc. It has been linked to the
combining of the AES was both encrypted and decoded. provides an unconditionally working AES crypto-engine. To do
so, they focused on a few key points. of Particularly, AES (Inv)Sub Bytes and Module for (Inv) Mix column. In [3], a
number of secret key algorithms were performed to see which one may provide the best performance for encrypting and
decoding information. The choice for this was based on four popular algorithms: Blowfish, DES, 3DES, and AES. To
analyse these encryption [48-50] size and algorithm contents input files were edited, with two distinct These algorithms
were tested on platforms such as P-4 2.4 GHz and P-11 266 MHz. According to the results Blowfish is the one that can
provide the most effectiveness compared to other algorithms and AES outperforms 3DES and DES. The designed
TMRrp&TTRke32 and TMRrp&TTRKke64 are immune to all single-bit and single-byte transient and permanent faults that
occur in the core components of the round-path unit, whereas only transient faults in the key expansion unit.

In the suggested architecture, [51-55] TMRrp&TTRke64 suffers from a 52.29% throughput degradation and 55.4% area
overhead. Sheikhpour et al. (2019) designed an efficient and cost-effective fault robust architecture for the AES block
cipher that varies with key size and pipeline levels.

Chu and Benaissa (2013) applied polynomial residue number systems (PRNS) to protect AES against fault attacks. The
PRNS architecture restyles and reconsiders the design approach for the AES implementation. High error coverage [56] is
possible with the implementation of the proposed fault detection system. However, the technique is not so easy to adopt
because of the complex and technical applicability challenges of the given complexity. Using Add Round Key parity
prediction, Mix Columns, Shift Rows, and the relationship between Sub Bytes input and output, Mestiri et al., (2013)
defend the AES algorithm against fault attacks. [57] This proposed fault detection approach can detect 99.998% of
injected flaws based on information redundancy. However, its throughput is less compared to that of the original
approach.

3. Proposed methodology

This framework checks for security, privacy, load balancing, and trust in the following contexts. The cloud benefactor
goes through framework gateways in response to the requests from the user and the transferring of data whenever the user
directs them. The following elements are included in the suggested framework:

It manages the CSP layer which includes major resources and expertise in the building process. It also computes the
operations of the distributed cloud storage servers and controls the live, obscure work-out technique. Software as a service
is its primary component, a model that offers software applications as a service to the end users. Platform as a service
(PaaS): This concept suggested a request-handling environment. The development tools incorporated in this paradigm
also come in handy when it comes to complex applications. Infrastructure as a service is a platform providing the
necessary resources from virtual and physical computers down to virtual storage.

Trust Management Unit for Security Services: Security Services Trust management gateways, however, regulate the
service configuration trust management controls every unit, including security management. The following illustrates all
the units further. Security management layer: This is the layer that provides implementation functionality as well as
security and privacy details.

The modules below, along with their description, constitute the security service. Availability, as measured by a security
control unit, is the proportion of time a client can utilize the service.
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It ensures that whatever is stored on cloud storage is protected from access that is unintended or undesirable.
Authenticating users generally memorize their usernames and passwords quite well once they have accessed the cloud
using a web browser.

Attack detection unit: after all, fairly mundane tasks that err on the side of satisfying the needs of cloud security. Data
protection unit: shows use of the AES algorithm to make data safer in cryptography techniques using AES ciphers so that
they can effectively control network resources, balance loads, and have lower power consumption while encrypting 128-
bit data blocks at 1000 blocks per second with the possibility of the double round key.
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Asymmetric 128-bit data encryption is used in the AES data encryption algorithm. A set of 16 bytes are fed into the
algorithm. Before this, each of these input bytes is first permuted using a predetermined table called S.

Non-linear operation: Box(Substitution-Box). Then, the bytes arekept in a 4 by 4 matrix known as "state," with its rows
rotatedAccording to the line number determines the rotation increment to the right.This is because theS-
boxapproacheasiertoconstructandfasterthanthecomWith a politeness field approach, the above proposed detection
strategiesbox approach using LUT. We make use of the following to determine the 256 entries.

Look-uptable S-box (LUT). The transformation of Mix Columns is the binary multiplication of polynomials from another
matrix for every element of the matrix.This method makes a "mixture™ in each column. Themodulo X4+1,
polynomial (X)=3X3+X2+X+2, is multiplied each byte in the column by the inpolynomial form.Following that,theare
reduced modulo 2 and we indicate the correct formthe ofamatrix

4. Result

The AES algorithm with and without the fault detection approach was implemented on an FPGA using a Vertex 5
XC5VEXT70T package FF1136 speed-2 and Xilinx ISE 13.4 as the synthesis tool and ModelSim (PE Student Edition
6.6d) for simulation. VHDL was used to program the design. Table 4 summarizes the out — comes of the implementation.
The AES took up 429 slicesin its original form. The implemented frequency is 250.412 MHz. Thus, the total throughputis
2671.06 Mbits/s. In the AES encryption process,a new fault detection technique consumes 11.65% more Slices thanthe
original implementation. The frequency of AES encryption withfault detection improves by 48.4% against the original
insince the number of cycles increases. Therefore, the maximum frequency is improved due to the pipeline registers
incorporated in the round in AES. Since the processing architecture utilized in the system is pipelined, latcy is not found

JETIRGO06053 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 501



http://www.jetir.org/

© 2024 JETIR November 2024, Volume 11, Issue 11 www.jetir.org (ISSN-2349-5162)

to be generated as a problem in the system. That is, encryption and re-encryption is done in the same clock cycle. So, the
system is capable of reaching a this produces an encryption result and error checking against fault attacks at each clock
cycle, thus having a maximum frequency higher than that of AES. The data is processed and fault detected
simultaneously, meaning data processing is fastened.

The protected AES requires 31 clock cycles, while the unprotected AES takes 12 clock cycles. This reduces the
throughput being much lower compared to the original AES since the throughput is inversely proportional to the number
of cycles. In the process of encryption, our proposed detection technique decreases the throughput by 42.55 %. Our fault
detection technique can achieve good balance between security and performancesafety and low implementation costs.
Performance of different hardware implementations offault detection algorithms is summarized in Table 5. Notethat the
results obtained are comparable to previous implementations about fault coverage (FC), area, frequency, throughputand
efficiency overhead. It should be added that, sincemost similar studies split faulty outputs into undetected andDetected
error categories, we categorized the silent fault and falsepositive as detected error.

Table 1
Fault detection capability for AES encrypiion
Faults types Fault coverzge %)
Silent fault Undetected error False positive Detected emor
Single-bit [N = 1) 1532 0082 8305 83581
Nel 1476 00i2 4087 B4 425
Muttiple bit Ne3 0803 0.0003 2 965257
Neg 02333 =f) 04an 02 &06
Nej 0,168 0 0589 546
Neh 009 =l 0286 WAL
W=7 0034 i) 0127 g
" Randam faubhs 0357 0008 {095 59539
Table 2
Synthests resulls
AES-1 28 |'.f'l.'l"|'|?”.":'f| Decryptian

Rrea (Slice Freg. (MHz Thro, [Mbgs Slice LUTs Fip-Fops ~ Acea(Slice]  Freg (MHz)  Theo. (Mbgs)
(Overhead)  (Overhead)  (Degradation)  (Overhead)  (Overbead) (Overhead]  (Overhead (Degradation)

Ongnal 48 541 267106 120 269 N 1445 M1
Protected 479 H1614 1344 164 5l b3l J0059 1415
(11658 |4B4%) 42554 (24348) (I821%) (2023 W5 (43.6%)

Our proposed method has the highest frequency and theleast area overhead compared to (Mozaffari-Kermaniand
Reyhani-Masoleh, 2010; Chu and Benaissa, 2013; Mestiriet al., 2013; Mestiri et al., 2019; Sheikhpour et al., 2021). The
fault detection structure in (Chu and Benaissa, 2013) does not affect theoperating frequency, but it contributes to around
81% of the original AESimplementation's area overhead. In comparison with our system, theapproach described in
Mestiri et al., 2013 has a higher fault detection rate

Higherfaultcoveragewhilealsohavingaveryhighareaoverheadof25.38%. Moreover, witha frequencydegradationof 11.53%
TheproposedimplementationinZhangetal.,2019necessitates a
largerareaoverheadthanourapproach.Althoughthemethodprovidedin(Bedouietal.,2017)providessignificantlyhigherfaultcov
eragethanour  system, it isaccompaniedwithalargeariaload (34.73%) anda 59.99%downturninthethroughput.
Incomparisontoourwork, theproposed implementation in (Benhadjyoussef et al., 2020)coveredmorefaults thanourmethod,
althoughrequiringa 14%areaoverhead.

5. Conclusion

We have presented in this paper a low-cost counter measure for theAES encryption and decryption process. The AES
round architecture is modified with incorporation of temporal redundancy in our approach. The round is divided into three
stages and two pipeline registers are added in between in the proposed design toenhance fault coverage. The concurrent
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fault detection method based on time redundancy applies well to blocks in the criticalpath. We used fault injection
simulations written in the VHDLanguage to verify that the suggested schema can detect problems.

As we have seen, the created approach can detect 99.539% of injected random errors. The overhead in area is quite low,
the overhead in speed and power consumption are low. The overhead is limited to the memorization of the first result and
to the comparison logic,the power consumed increases little. To ensure the accuracy of our results, we compare our
implementation results to those found in the literature. It is important to note that the results obtained are comparable to
those of other implementations. Our fault detection approach can strike a balance between high safety and inexpensive
implementation costs.
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