© 2025 JETIR July 2025, Volume 12, Issue 7 www.jetir.org (ISSN-2349-5162)

JETIR.ORG
serie y JOURNAL OF EMERGING TECHNOLOGIES AND

«!#‘ INNOVATIVE RESEARCH (JETIR)

An International Scholarly Open Access, Peer-reviewed, Refereed Journal

Online Examination Portal Using MERN Stack

A Phase 1 Report on Online Examination Portal Using Mern Stack

Mr.ULLAS SHETTY M, 2Dr. Shashidhar Kini K

1Student, 2Professor & Head
1Department of Master of Computer Applications,
1Srinivas Institute of Technology, Valchil Mangaluru, Karnataka, India

Abstract : Online Examination Portal aims to develop a robust and scalable web-based system leveraging the power of the
MERN stack for conducting online exams seamlessly and securely. By employing a combination of MongoDB for database
management, Express.js and Node.js for backend services, and React.js for an interactive frontend interface, the system will
facilitate the creation, management, and evaluation of examinations in real time. The portal will support features such as user
authentication, dynamic question generation, real-time monitoring, timer-based submissions, and instant result processing. The
system will incorporate role-based access for students, teachers, and administrators to ensure secure and organized exam
workflows. Additionally, it will include data visualization tools to track student performance, identify trends, and provide insightful
analytics. By integrating these diverse modules and optimizing the architecture for responsiveness and security, the objective is to
build a comprehensive, data- driven examination system suitable for schools, colleges, and training platforms. This portal will
enable institutions to digitize their assessment process efficiently, ensuring reliability, accessibility, and a seamless examination
experience.
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l. INTRODUCTION

Traditional examination methods often involve logistical challenges, manual errors, and resource-intensive processes. With the rise
in online education, a reliable and scalable online examination system has become crucial. The MERN stack enables the
development of a single-page application with real-time communication and intuitive UI/UX, which is ideal for conducting
examinations online. In our proposed portal, administrators can create and manage exams, assign them to candidates, and monitor
exam activity. Students can log in, take exams, view results, and receive feedback instantly. Security features such as session control,
user authentication with JWT, and MongoDB-based access control enhance data integrity and user trust.

I1. EASE OF USE

The Online Examination Portal is designed with user experience at its core, enabling smooth interaction for both administrators
and students. The frontend, developed using React.js, ensures fast, dynamic, and responsive interfaces accessible on both desktop
and mobile browsers. Students can easily register, log in, and navigate through dashboards, attend exams, and view results without
requiring technical knowledge. Administrators can effortlessly create exams, schedule test sessions, and monitor student
performance using an intuitive control panel.

The integration of JWT-based authentication allows secure login sessions, while real-time exam monitoring ensures transparency.
The platform also includes automated result generation and instant feedback, enhancing both usability and trust. Its minimal design,
form validation, and timer features make exam-taking seamless and secure. The backend, powered by Node.js and Express.js,
handles requests efficiently, while MongoDB ensures rapid data storage and retrieval, offering a reliable, scalable solution suitable
for academic institutions and recruitment agencies alike.

Prepare Your Paper Before Styling

Before beginning the development and documentation of the Online Examination Portal, careful planning and preparation were
essential to ensure a structured and maintainable project. The first step involved defining core requirements such as user
authentication, exam scheduling, question handling, and result processing. A clear architectural blueprint was created to separate
responsibilities across the MERN components—MongoDB for database storage, Express.js and Node.js for backend services, and
React.js for the frontend interface.

JETIRGX06186 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 998


http://www.jetir.org/

© 2025 JETIR July 2025, Volume 12, Issue 7 www.jetir.org (ISSN-2349-5162)
The application was built on modular principles, with reusable components for the user interface, RESTful API endpoints, and
schema-based data models. Source code was version-controlled using Git, ensuring smooth collaboration and rollback capabilities.
For consistent development and deployment environments, Node Package Manager (npm) and environment variables were used to
manage dependencies and configuration settings.

In terms of documentation, all technical details, including database design, API routes, component structures, and system
interactions, were recorded in a centralized project log. The paper was then formatted according to the JETIR template, maintaining
section hierarchy, alignment, and citation standards. Figures such as architecture diagrams and Ul workflow charts were also
prepared to visually communicate key design elements of the system.

2. Abbreviations and Acronyms

Define abbreviations and acronyms the first time they appear in the text, even if already mentioned in the abstract. Avoid using
abbreviations in section headings or the paper title unless absolutely necessary. Below are the abbreviations and acronyms used in
this paper:

MERN - MongoDB, Express.js, React.js, Node.js
DB — Database

JWT — JSON Web Token

API — Application Programming Interface
Ul — User Interface

UX — User Experience

REST — Representational State Transfer
CRUD - Create, Read, Update, Delete
SPA — Single Page Application

HTML — HyperText Markup Language
CSS - Cascading Style Sheets

JS — JavaScript

NPM - Node Package Manager

JSON - JavaScript Object Notation

I1l. RESEARCH METHODOLOGY

The methodology for developing the Online Examination Portal using the MERN stack involved systematic planning, design, and
implementation stages. Initially, functional requirements were identified to support essential features like user authentication, exam
creation, and automatic result evaluation. The system architecture was designed with React.js for the frontend, Node.js and
Express.js for backend API services, and MongoDB as the database to manage users, exams, and results. Development followed an
agile model with iterative testing, including unit and integration tests to ensure seamless functionality. RESTful APls were
implemented to manage CRUD operations, and JWT-based authentication was used to maintain secure user sessions. After
deployment, performance testing under concurrent user load validated the portal's responsiveness and scalability, ensuring its
suitability for academic institutions and training centers.

3.1 Population and Sample

The population for this study consists of users involved in academic institutions, including students and faculty members who
participate in online examinations. The sample used to evaluate the system includes undergraduate and postgraduate students from
computer science and engineering backgrounds. These users were selected for initial testing due to their familiarity with digital
tools and examination platforms. A total of 100 users, including 80 students and 20 faculty members, interacted with the portal
under simulated exam conditions. Feedback and activity logs from this diverse sample helped identify system usability, performance
under load, and the accuracy of exam timing, submission, and result generation functionalities. This representative group provided
insights into typical user behaviors and expectations, guiding enhancements to system design and reliability.

3.2 Data and Sources of Data

The data used in this study was sourced from the internal logs generated during the testing phase of the Online Examination Portal.
This dataset contains anonymized records of users, exams, questions, and results. Key features extracted and used for evaluation
include:

User Profile (e.g., Name, Role, Email)

Exam Metadata (e.g., Exam Title, Subject, Duration)

Questions (e.g., Question Text, Options, Correct Answer)

Results (e.g., Marks Obtained, Time of Submission)

User Feedback (e.g., UI/UX Ratings, System Performance Feedback)
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The data underwent several preprocessing steps to ensure the quality and accuracy of the system’s functionality. User inputs such
as answers and timestamps were validated to prevent errors or incomplete submissions. Textual data, such as exam instructions and
question descriptions, were tokenized, and categorical variables like exam type and question category were encoded using label and
one-hot encoding methods. Continuous data, such as exam duration and user session time, were normalized for consistency. Missing
or erroneous data was removed to maintain system performance and prevent the inclusion of unreliable inputs.

3.3 Theoretical framework

The objective of this study is to build a functional and scalable Online Examination Portal using the MERN stack, leveraging the
capabilities of MongoDB, Express.js, React.js, and Node.js. The dependent variable is the exam-taking process, where the main
goals are to ensure secure login/authentication, accurate exam timer, result generation, and user feedback. The independent
variables include:

User Authentication (e.g., JWT-based login tokens)

Exam Configuration (e.g., Exam Title, Subject, Duration)

Question Management (e.g., Question Type, Correct Answer, Marks)
Result Computation (e.g., Correct Answers, Time Taken)

User Interface (e.g., Form Validation, Time Display, Progress Bar)

The relationship between these features and the exam-taking experience is critical, as the system needs to manage real-time exam
sessions, track progress, and prevent cheating or unauthorized access. This complexity motivates the use of a full-stack approach
to handle both the frontend (React.js) and backend (Node.js and Express.js) functionalities effectively. MongoDB is used as a
NoSQL database to manage dynamic and flexible data storage, while JWT-based authentication provides secure user sessions.
Together, these technologies ensure a seamless and secure exam-taking experience while offering scalability and adaptability to
meet future needs.

3.4 Statistical tools and econometric models

For the development and evaluation of the Online Examination Portal, various tools were used to ensure optimal system
performance and security. Performance testing was conducted using tools like Apache JMeter and Artillery to simulate user load
and assess response times, throughput, and scalability. MongoDB’s indexing and Explain features were utilized to optimize
database queries, ensuring efficient handling of large volumes of data. Winston and Morgan logging libraries were employed for
real-time error and exception tracking, while security testing was carried out using OWASP ZAP and SonarQube to prevent
vulnerabilities such as SQL injection and XSS attacks. For frontend optimization, Google Lighthouse was used to evaluate Ul
performance, accessibility, and SEO. These tools collectively helped in validating the system’s robustness, security, and
performance, ensuring it could scale to handle multiple users and provide a seamless user experience.

3.4.1 Descriptive Statistics

The Online Examination Portal demonstrated strong performance metrics: the average exam duration was 45 minutes with a
standard deviation of 10 minutes, and each exam featured about 20 questions (ranging from 10 to 30). User authentication proved
reliable, with a 98% login success rate on the first attempt. System responsiveness was high, averaging 500 ms for page loads and
answer submissions. Submission errors were minimal, affecting only 2% of users, primarily due to network issues.

3.4.2 Machine Learning Models Used

For the Online Examination Portal, several techniques were employed to optimize the system’s performance and user experience.
While machine learning is not directly applicable to this particular application, we used a comparative approach to assess various
methods for improving system features such as fraud detection and performance prediction:

a) Logistic Regression (Baseline Model)

Although not typically used in an online exam system, logistic regression can serve as a baseline for predicting user behavior or
authentication success, offering simplicity and interpretability.

b) Random Forest Classifier
This ensemble model could be employed to analyze patterns in user behavior, helping detect potential anomalies such as cheating
or system misuse by combining multiple decision trees and improving prediction accuracy.

¢) XGBoost Classifier

XGBoost is a high-performance algorithm that, while not directly applicable to an online exam, can be used for detecting abnormal
patterns or forecasting server load, improving system efficiency in high-traffic scenarios.

d) K-Nearest Neighbour
Although KNN is typically used for classification tasks like predicting medical conditions, in this context, it could potentially be
applied for classifying user interaction patterns, identifying unusual activities based on past user behavior.

JETIRGX06186 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 1000


http://www.jetir.org/

© 2025 JETIR July 2025, Volume 12, Issue 7 www.jetir.org (ISSN-2349-5162)
3.4.3 Evaluation Metrics

We used the following metrics to evaluate system performance and reliability under various test scenarios:

Average Response Time: Mean time to load exam pages and submit answers (milliseconds).
Throughput: Number of successful requests the server handles per second during peak load.

CPU & Memory Utilization: Resource usage on the Node.js server under simulated concurrent users.
Error Rate: Percentage of failed requests or submission errors during testing.

Login Success Rate: Proportion of users authenticating successfully on the first attempt.

3.4.4 Comparison of the Models
The portal was evaluated under two primary configurations—baseline (no optimizations) and optimized (with MongoDB indexing,
API response caching, and load-balanced Node.js instances). In the baseline setup, average response times hovered around 800 ms
with a 5% error rate under 200 concurrent users. After enabling indexing and a Redis-based cache layer, response times dropped to
450 ms and error rates fell below 2%. Throughput increased from 60 to 120 requests/sec, while CPU utilization during stress tests
stabilized around 70% instead of peaking at 95%. These improvements demonstrate that query optimizations and horizontal scaling
significantly enhance system performance and reliability.

IV. RESULTS AND DISCUSSION

4.1 Results of Descriptive Statics of Study Variables
Table 4.1: Descriptive Statics

Variable Minimum Maximum Mean S.td'.
Deviation
Exam_Duratlon 30 60 450 10.0
(minutes)

Number of Questions 10 30 20.0 5.0
Login Success Rate 95% 100% 98.0 15
(%)

Response Time (ms) 300 800 500.0 120.0
Submission Error Rate 0% 506 20 19
(%)

. L. . Std.
Variable Minimum Maximum Mean Deviation
Exgm Duration 30 60 0 100

This table summaginéstiieRey descriptive statistics for our Online Examination Portal.g('am durgtions ranged from 30 to 60 minutes

(mean = 45, SD = 10), while the number of questions per exam varied between 10 and 30 (mean = 20, SD = 5). Login attempts were
highly successful, with rates between 95% and 100% (mean = 98%, SD = 1.5%). System responsiveness measured by page-load and
submission times averaged 500 ms (range: 300-800 ms, SD = 120 ms). Finally, submission errors remained low, affecting only 0—
5% of attempts (mean = 2%, SD = 1.2%), indicating robust performance under test conditions.
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